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U.S.  V.  Manning,  GCM,  MDW>i«ssions  at  Fort  Meade) 
15-16  March  2012,  0900  Article  39(a)  session  -  motions 


4.  Attached  is  a  copy  of  the  final  pre-trial  publicity  order  incorporating 

the  recommendations  of  the  parties  with  minor  edits.  Review  and  advise  of  any 
objections  by  1400  today.  If  there  are  none,  I  will  sign  it  and  send  to  the 
parties  for  action. 

5.  Summary  of  post-arraignment  RCM  802: 

a.  The  parties  will  review  the  Court's  proposed  pretrial  publicity  order 
and  provide  input  to  the  court  by  1200  on  24  Feb  12. 

b.  Mr.  Coombs  will  advise  the  Court  whether  he  can  de-conflict  his 
schedule  for  15-16  Mar  12  by  27  Feb  12. 

c.  The  parties  will  confer  and  provide  the  Court  with  amended  proposed 
suspense/motion/trial  schedule  by  29  Feb  12.  The  schedule  will  provide  for  2 
weeks  response  time  for  motions  filed  and  1  week  between  response  and  date  of 
Article  39(a)  for  the  Court  to  consider  the  filings.  The  parties  will  provide 

the  Court  a  motion  for  continuance  deemed  appropriate  for  any  particular 
motion.  The  Defense  intends  to  submit  2  proposals,  one  proposing  May  trial 
dates  if  the  Defense  Motion  for  Deposition  is  denied;  another  proposing  June 
trial  dates  if  the  motion  is  granted. 

d.  The  Government  advised  the  Court  that,  although  it  has  been 
extensively  engaged  in  evaluating  executive  branch/sub-branch  files  for 
discoverable  information  prior  to  referral,  the  Government's  BradyAVilliams 
duty  to  find,  evaluate,  and  disclose  favorable  and  material  evidence  to  the 
Defense  (phase  4  of  the  Governments  original  proposed  trial  schedule)  will 
take  additional  time  because  of  the  need  to  cull  through  voluminous  classified 
and  unclassified  information  contained  throughout  executive  branch/sub-branch 
agencies  that  have  been  involved  in  Wikileak  classified  information 
disclosures.  The  Defense  advised  the  Court  of  its  continuing  interest  in  a 
speedy  trial  and  that  if  the  Government  could  proffer  to  the  Defense  the 
efforts  the  Government  exercised  in  due  diligence  in  seeking  BradyAVilliams 
material,  the  Defense  would  consider  waiving  on  the  record  the  Government's 
duty  to  look  for  additional  BradyAVilliams  material  to  expedite  the  trial 

date. 


e.  Motions  to  be  litigated  at  the  15-16  Mar  12  article  39(a)  session 
are:  Govemment/Defense  motions  for  protective  order;  and  the  defense  motions 
for:  bill  of  particulars,  compel  deposition,  compel  discovery.  The 


APPELLATE  EXHIBIT  > 
P»g«Lj£.ofP«<»(«)  9 


rs 

Government  will  also  advise  tft5<]ourt  of  the  results  of  its  efforts 
determine  if  the  Government  is  receiving  all  emails  from  the  Court  to  include 
the  email  sent  15  Feb  12  at  1:43  p.m.. 

6.  The  parties  agreed  to  confer  and  attempt  to  reach  a  mutually  acceptable 
protective  order.  Attached  is  an  email  I  received  from  Mr.  Prather,  the  Court 
Security  Officer,  for  your  consideration. 

D 

Denise  R.  Lind 
COL,  JA 

Chief  Judge,  1st  Judicial  Circuit 
- Original  Message - 

From:  coombs@armycourtmartialdefense.com 
[mailto:coombs@armycourtmartialdefense.com] 

Sent:  Friday,  February  24,  2012  8:52  AM 
To:  Lind,  Denise  R  COL  USARMY  (US) 

Cc:  Kemkes,  Matthew  J  MAJ  USARMY  (US);  Bouchard,  Paul  R  CPT  USARMY  (US); 
SanHago,  Melissa  S  CW2  USARMY  (US);  Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW 
SJA;  Overgaard,  Angel  M  CPT  USARMY  (US);  Whyte,  Jeffrey  H  CPT  USARMY  (US); 

Ford,  Arthur  D  Jr  WOl  USARMY  (US);  Fein,  Ashden  CPT  USARMY  (US) 

Subject:  RE:  Publicity  Order  Update 

COL  Lind, 

Below  are  the  Government's  recommended  changes  to  the  Order.  The  Defense  does 
not  object  to  the  minor  changes.  With  regards  to  the  added  paragraph,  the 
Defense  does  not  object  if  the  Court  believes  it  is  needed. 

V/R 

David 


David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 
11  South  Angell  Street,  #317 
Providence,  RI  02906 
Toll  Free:  1-800-588-4156 
Local:  (508)  689-4616 
Fax:  (508)  689-9282 

coombs@armycourtmartialdefense.com 
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***ConfidentiaIity  Notice:  This  transmission,  including  attachments,  may 
contain  confidential  attorney-client  information  and  is  intended  for  the 
person(s)  or  company  named.  If  you  are  not  the  intended  recipient,  please 
notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure,  copying  or 
use  of  this  information  may  be  unlawful  and  is  prohibited.*** 


- Original  Message - 

Subject:  Publicity  Order  Update 

From:  "Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA" 
<Ashden.Fein@jfhqncr.northcom.mil> 

Date:  Fri,  February  24, 2012  8:40  am 

To:  <coombs@armycourtmartialdefense.com> 

Cc:  "Kemkes,  Matthew  J  MIL  USA"  <matthew.kemkes@us.army.mil>, 

"Bouchard,  Paul  R  CPT  USARMY  (US)"  <paul.r.bouchard.mil@mail.mil>, 

"Santiago,  Melissa  S  CW2  USARMY  (US)"  <melissa.s.santiago@us.army.mil>, 

"Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA" 
<JoDean.Morrow@jfhqncr.northcom.mil>,  "Overgaard,  Angel  M.  CPT  USA 
JFHQ-NCR/MDW  SJA"  <Angel.Overgaard@jfhqncr.northcom.mil>,  "Whyte, 

Jeffrey  H.  CPT  USA  JFHQ-NCR/MDW  SJA" 

<Jeffrey.Whyte@jfhqncr.northcom.mil>,  "Ford,  Arthur  D.  WOl  USA 
JFHQ-NCR/MDW  SJA"  < Arthur.Ford@jfhqncr.northcom.mil> 

David, 

Good  morning.  We  have  reviewed  the  publicity  order  and  propose  the  following 
updates: 

The  United  States  recommends  the  following  proposed  updates  to  the  publicity 
order 

1.  Delete  the  last  four  of  the  accused's  social  security  number  from  the 
caption. 

2.  In  paragraph  1  and  4,  after  "Office  of  the  Staff  Judge  Advocate"  add  ", 

U.S.  Army  Military  District  of  Washington".  In  the  MDW  geography,  there  are 
multiple  OSJAs. 

3.  In  the  last  sentence  of  paragraph  3c,  after  "military"  add  "or  civilian".  _ 
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4.  Change  paragraph  number  4  to  number  5,  and  add  the  following  as  paragraph 
4: 

This  order  is  not  intended  to  limit  or  restrict  any  official  purpose  for 
remaining  informed  regarding  matters  related  to  this  case  or  involving  the 
publication  of  alleged  classified  information  by  WikiLeaks.  If  you  are 
presently  assigned  to  a  position  that  requires  your  ongoing  access  to  such 
information,  and  you  cannot  reasonably  remove  yourself  from  that  portion  of 
your  duties  without  an  adverse  impact  on  you  or  your  mission,  then  you  shall 
obtain  a  memorandum  from  your  military  or  civilian  supervisor  documenting 
your  continued  requirement  for  access  and  provide  that  memorandum  with  your 
acknowledgment  of  this  order.  Once  the  memorandum  is  received  by  the  Office 
of  the  Staff  Judge  Advocate,  U.S.  Army  Military  District  of  Washington,  then 
you  are  authorized  continued  access  to  this  information  for  the  limited 
purpose  of  continuing  your  military  duties. 

Please  let  me  know  whether  you  concur/nonconcur  and  whether  you  have  any 
proposed  updates. 

v/r 

Ashden 


Classification:  UNCLASSIFIED 
Caveats:  NONE 


Classification:  UNCLASSIFIED 
Caveats:  NONE 
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UNITED  STATES  OF  AMERICA 


Prosecution  Supplement 


) 

) 

V.  ) 

)  to  Prosecution  Proposed 

Manning,  Bradley  E.  )  Case  Calendar 

PEC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 

The  United  States  respectfully  requests  the  Court  deny  Defense  Proposed  Case 
Management  Order  (hereinafter  “Defense’s  Proposal”)  and  instead  adopt  the  Prosecution 
Proposed  Case  Calendar  Update  (hereinafter  “Prosecution’s  Proposal”)  for  the  reasons  that 
follow. 


I:  ADMINISTRATIVE  CASE  BACKGROUND. 

Y  •  The  accused  is  charged  with  Aiding  the  Enemy  by  Giving  Intelligence,  a  violation  of  Article 
104,  UCMJ.  The  accused  is  also  charged  under  Article  134,  UCMJ,  with  transmitting  national 
defense  and  foreign  relations  information  to  persons  or  organizations  not  entitled  to  receive  it,  in 
violation  of  18  U.S.C.  §  793(e)  and  18  U.S.C.  §  1030(a)(1).  Finally,  the  accused  is  charged 
under  Article  1 34  with  stealing  government  property,  in  violation  of  1 8  U.S.C.  §  641,  and 
various  offenses  under  Article  92,  UCMJ. 

2.  This  case  involves  both  classified  and  unclassified  information  in  significant  volume. 
Additionally,  the  government’s  charges  involve  completed  offenses,  not  attempts.  As  a  result  of 
the  substance  of  the  charged  compromises  of  classified  and  unclassified  information,  the  United 
States  Government’s  response  has  been  widespread,  spanning  multiple  Executive  Branch 
departments,  agencies,  and  military  commands  (hereinafter  "federal  organizations"),  and 
requiring  interagency  coordination  in  response  to  the  national  security  issues  raised  by  the 
compromises. 

II:  CLASSIFIED  INFORMATION. 

1 .  Information  may  be  originally  classified  only  if  done  so  by  an  original  classification  authority 
(OCA).  Executive  Order  13526  §  1.1(a).  Additionally,  the  information  must  be  owned  by, 
produced  by  or  for,  or  under  the  control  of  the  United  States  Government  and  must  fall  within 
one  or  more  of  the  following  categories:  military  plans,  weapons  systems,  or  operations;  foreign 
government  information;  intelligence  activities  (including  covert  action),  intelligence  sources  or 
methods,  or  cryptology;  foreign  relations  or  foreign  activities  of  the  United  States,  including 
confidential  sources;  scientific,  technological,  or  economic  matters  relating  to  the  national 
security;  United  States  Government  programs  for  safeguarding  nuclear  materials  or  facilities; 
vulnerabilities  or  capabilities  of  systems,  installations,  infi-astructures,  projects,  plans,  or 
protection  services  relating  to  the  national  security;  or  the  development,  production,  or  use  of 
weapons  of  mass  destruction.  See  Executive  Order  13526  §§  1.1(a),  1.4(a)-(h).  Finally,  the 
OCA  must  determine  "that  the  unauthorized  disclosure  of  the  information  reasonably  could  be 
expected  to  result  in  damage  to  the  national  security"  and  be  able  to  identify  or  describe  the 
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expected  damage.  See  Executive  Order  13526  §  1.1(a)  (en^hasis  added).  OCAs  make  their 
classification  designations  based  on  their  authority  under  Executive  Order  1 3526,  Classified 
National  Security  Information  (signed  by  President  Barack  Obama  on  29  December  2009)  or  for 
materials  classified  prior  to  27  June  2010  on  Executive  Order  12958  (signed  by  President  Clinton 
on  17  April  1995  and  amended  by  Executive  Order  13292  signed  by  President  Bush  on  25  March 
2003),  as  well  as  relevant  classification  guides. 

2.  The  authority  to  classify  information  is  limited  to  (1)  the  President  and  the  Vice  President;  (2) 
agency  heads  and  officials  designated  by  the  President;  and  (3)  United  States  Government 
officials  delegated  this  authority  pursuant  to  paragraph  (c)  of  section  1 .3(a).  Executive  Order 
13526  §  1.3(a). 

Ill:  ACCESS  TO  CLASSIFIED  INFORMATION  BY  THE  ACCUSED  AND 

DEFENSE  COUNSEL. 

1 .  Attorneys  representing  military  personnel  are  considered  persons  outside  the  Executive 
Branch,  regardless  of  any  military  affiliation  the  attorney  may  have.  S^  Executive  Order  13526; 
Army  Regulation  380-67,  Personnel  Security  Program,  9  September  2008  with  Rapid  Action 
Review,  4  August  2011,  paragraph  3-23f  (hereinafter  "AR  380-67").  As  such,  disclosure  of 
classified  information  to  defense  counsel  is  governed  by  the  rules  for  disclosing  classified 
information  to  any  individuals  or  agencies  outside  of  the  Executive  Branch.  Therefore,  in  a 
military  justice  case  involving  classified  information,  the  trial  counsel  is  prohibited  from 
providing  defense  counsel  with  copies  of,  or  access  to,  classified  information,  unless 
preapproved  by  the  appropriate  authority.  Id.  The  Deputy  Chief  of  Staff  for  Intelligence,  United 
States  Army,  or  his  delegate,  is  the  approving  authority  for  granting  security  clearances  and 
general  access  to  classified  information  within  the  Army  and  for  courts-martial.  Id.  However, 
before  disclosing  any  classified  information  to  defense  counsel,  the  trial  counsel  must  have 
authority  from  the  OCA  of  the  federal  organization  that  “owns”  the  classified  information.  See 
Executive  Order  13526.  In  this  case,  the  accused,  all  defense  counsel,  and  all  expert  consultants 
appointed  to  the  defense  team  have  been  granted  security  clearances  and  general  access  to 

classified  information. 


2.  Authority  to  disclose  classified  information  to  the  accused  and  defense  counsel  generally 
begins  with  a  request  from  the  trial  counsel  to  a  federal  organization's  litigation  division  or 
general  counsel’s  office.  Enclosure  1  (Sample  Request  for  Consent  to  Disclose  Classified 
Information  to  the  Accused  and  the  Defense,  dated  14  March  201 1).  The  assigned  attorney  from 
the  organization  usually  works  with  experts  to  attempt  to  identify  the  specific  OCA  from  within 
the  organization  for  the  requested  classified  information.  Many  federal  organizations  have  many 
OCAs,  with  each  OCA  responsible  for  different  categories  of  classified  information  within  the 
federal  organization.  After  the  litigation  attorney  identifies  the  con:^)onent/department  or  OCA 
responsible  for  the  information  and  makes  a  recommendation  as  to  disposition,  the  information  is 
typically  reviewed  for  classification  to  determine  if  the  underlying  information  is  too  sensitive  to 
turn  over  to  the  defense.  This  decision  is  made  by  balancing  the  ongoing  national  security 
concerns  with  granting  access  to  the  accused  and  defense  counsel,  as  well  as  determinations 
concerning  whether  an  alternative  is  adequate. 
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3.  Once  the  OCA  who  owns  the  actual  document  approves  the  request  and  authorizes  disclosure 
of  the  information,  the  document  is  vetted  to  ensure  there  are  no  other  OCAs  within  the 
executive  branch  that  have  classified  information  equities  within  the  document.  In  many  cases, 
intelligence  work-product  contains  sources  from  across  the  intelligence  community,  particularly 
analytic  reports  or  assessments.  In  the  case  of  a  classified  analytic  report  or  assessment,  the 
product  could  involve  the  equities  of  several  OCAs,  requiring  the  classified  information  to  be 
vetted  through  other  federal  organizations  with  interests,  before  disclosure  to  the  defense.  Many 
of  the  classified  documents  in  this  case  contain  classified  information  owned  by  several  different 
OCAs.  In  this  case,  the  accused,  all  defense  counsel  and  all  expert  consultants  have  been 
granted  access  to  the  classified  documents,  which  make  up  the  bases  for  many  of  the  charges  and 

their  specifications. 

rv:  CATEGORIES  OF  CLASSIFIED  INFORMATION  INVOLVED  IN  THIS 

CASE. 

The  classified  information  in  this  case  can  be  characterized  in  three  different  categories: 
(1)  the  charged  documents  or  information,  which  serve  as  the  basis  for  many  of  the  charges  and 
their  specifications;  (2)  other  classified  evidence,  produced  by  the  United  States,  applicable  to 
the  case-in-chief;  and  (3)  other  classified  evidence. 

1.  The  sharped  documents  or  information,  which  serve  as  the  basis  for  many  of  the  charges  and 

their  specifications. 

When  the  United  States  refers  to  classified  “charged  documents  or  information”  relating 
to  this  case,  including  databases  containing  classified  information,  it  is  referring  to  the  datasets 
listed  below,  as  described  in  the  relevant  classification  reviews. 

A.  Combined  Information  Data  Network  Exchange  Iraq  (CIDNE-I).  CIDNE-I  is  a 
Department  of  Defense  database  containing  more  than  300,000  Significant  Activity  (SIGACT) 
reports  regarding  the  Iraq  war,  many  of  which  included  information  pertaining  to  military  plans, 
weapons  systems,  operations,  and  improvised  explosive  device  attacks.  See  CENTCOM 
Classification  Review,  21  October  2011,  BATES  00376893  (enclosed  in  Enclosure  1  to 
Supplement  to  Prosecution  Motion  for  Protective  Order,  dated  8  March  2012). 

B.  Combined  Information  Data  Network  Exchange  Afghanistan  (CIDNE-A). 
CIDNE-A  is  a  Department  of  Defense  database  containing  more  than  91,000  SIGACT  reports 
regarding  the  Afghanistan  war,  many  of  which  included  information  pertaining  to  military  plans, 
weapons  systems,  operations,  and  improvised  explosive  device  attacks.  See  CENTCOM 
Classification  Review,  21  October  2011,  BATES  00376889  (enclosed  in  Enclosure  1  to 
Supplement  to  Prosecution  Motion  for  Protective  Order,  dated  8  March  2012). 

C.  Two  analytic  products  produced  by  a  government  intelligence  agency  containing 
classified  information.  See  Classification  Review,  31  October  201 1,  BATES  00378151 
(enclosed  in  Enclosure  1  to  Supplement  to  Prosecution  Motion  for  Protective  Order,  dated  8 
March  2012). 
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D.  Multiple  classified  documents  from  an  Army  Regulation  1 5-6  investigation 
relating  to  a  military  operation  in  Farah  Province,  Afghanistan  in  May  2009.  Many  of  these 
documents  included  information  pertaining  to  military  plans,  weapons  systems,  operations, 
vulnerabilities  or  capabilities  of  systems,  and  code  words  identified  with  mission  operations.  See 
CENTCOM  Classification  Review,  21  October  2011,  BATES  00376902  (enclosed  in  Enclosure 

1  to  Supplement  to  Prosecution  Motion  for  Protective  Order,  dated  8  March  2012). 

E.  A  video  from  an  Army  Regulation  1 5-6  investigation  relating  to  a  military 
operation  in  Farah  Province,  Afghanistan  in  May  2009.  See  CENTCOM  Classification  Review, 
21  October  2011,  BATES  00376902  (enclosed  in  Enclosure  1  to  Supplement  to  Prosecution 
Motion  for  Protective  Order,  dated  8  March  2012). 

F.  An  analytic  product  produced  by  an  Army  intelligence  organization  containing 
classified  information.  ^  Classification  Review,  2  December  2012,  BATES  00410626 
(enclosed  in  Enelosure  1  to  Supplement  to  Prosecution  Motion  for  Protective  Order,  dated  8 
March  2012). 

G.  Net-Centric  Diplomacy  (NCD)  and  Department  of  State  Cables.  NCDisa 
Department  of  State  database  containing  more  than  280,000  diplomatic  cables  or  messages 
concerning  foreign  relations  or  foreign  activities  of  the  United  States.  S^  Department  of  State 
Classification  Review,  30  October  2011,  BATES  00376904-5  (enclosed  in  Enclosure  1  to 
Supplement  to  Prosecution  Motion  for  Protective  Order,  dated  8  March  2012). 

H.  A  United  States  Southern  Command  (SOUTHCOM)  database.  This  database 
contains  more  than  700  records,  many  of  which  contain  intelligence  sources  and  methods.  See 
SOUTHCOM  Classification  Review,  4  November  2011,  BATES  00378647  (enclosed  in 
Enclosure  1  to  Supplement  to  Prosecution  Motion  for  Protective  Order,  dated  8  March  2012). 

2.  Other  classified  evidence,  produced  bv  the  United  States,  applicable  to  the  case- in-chief 

In  addition  to  the  charged  documents,  the  United  States  intends  to  use  classified 
information  as  evidence  to  prove  the  elements  of  many  of  the  specifications.  As  part  of  the 
discovery  process,  the  United  States  produced  other  pieces  of  classified  information  after 
coordination  with,  and  the  approval  of,  the  different  OCAs.  This  information  generally  falls 
within  two  sub-categories:  (A)  digital  media,  including  associated  forensic  reports  and  data 
extracted  from  the  media,  and  (B)  audit  data  or  “logs”  collected  from  SIPRNET  systems. 

A.  Digital  media,  including  associated  forensic  reports  and  data  extracted  from  the 

media. 


(1 )  The  United  States  Army  Criminal  Investigative  Command  (CID)  collected 
more  than  fifty  individual  digital  media  devices.  After  initial  forensic  examination,  CID 
determined  that  twenty-three  contained  relevant  information  pertaining  to  the  accused,  and 
completed  a  fiill  forensic  examination  of  these  hard  drive  and  removable  media  drives.  At  least 
twenty  of  these  devices  contained  classified  information,  and  many  contained  the  analytic  work 
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product  of  intelligence  analysts.  Specifically,  the  work  computers  used  by  the  accsued  contained 
classified  information  owned  by  multiple  federal  organizations  and  OCAs. 

(2)  Prior  to  producing  forensic  images  of  the  collected  drives,  and  the 
derivatively  classified  forensic  reports,  trial  counsel  had  to  consult  with  each  federal  organization 
and  their  OCAs  that  had  an  equity  in  the  drives.  After  conducting  a  due  diligence  search  of  the 
drives  with  the  assistance  of  security  experts,  trial  counsel  sent  requests  for  consent  to  produce 
classified  information  in  discovery  to  the  OCAs  of  the  charged  documents  or  information,  and 
any  other  OCAs  that  could  reasonably  be  identified  during  the  search  of  the  hard  drives.  Based 
on  classified  information  being  inextricably  commingled  on  the  digital  media,  trial  counsel  was 
required  to  withhold  discovery  until  consent  was  received  from  all  the  relevant  OCAs,  either 
because  they  were  the  OCA  of  a  charged  document  or  because  they  were  an  OCA  identified  as  a 
result  of  the  due  diligence  search  of  the  digital  media.  Enclosure  1  (Sample  Request  for 
Consent  to  Disclose  Classified  Information  to  the  Accused  and  the  Defense,  dated  14  March 
2011).  The  Government  will  have  to  employ  a  similar  “due  diligence”  process  to  identify  OCAs 

for  any  other  classified  digital  media  ordered  to  be  produced  in  this  case. 

B.  Audit  data  collected  from  SIPRNET  systems.  Based  on  the  charged  misconduct 
originating  from  the  use  of  SIPRNET  computers  in  Iraq,  CID  collected  multiple  sets  of  audit  data 
(hereinafter  "logs")  for  computer  networks,  databases,  and  systems.  These  logs  were  collected 
from  five  federal  organizations.  Many  of  the  logs  are  completely  classified,  while  others  contain 
unclassified  and  classified  information.  Additionally,  some  of  the  logs  contain  search  terms  used 
on  SIPRNET,  which  may  also  be  classified.  Enclosure  of  Enclosure  1  to  Supplement  to 
Prosecution  Motion  for  Protective  Order,  dated  8  March  2012. 

3.  Other  classified  evidence  or  information. 


A.  The  prosecution  intends  to  present  or  otherwise  produce  additional  classified 
information  as  part  of  its  presentencing  case.  Additionally,  mitigation  evidence  may  exist,  which 
the  prosecution  recognizes  it  must  produce  in  some  form.  Furthermore,  the  Court  may  con^el 
the  production  of  other  information,  such  as  a  classified  assessment,  as  a  result  of  the  defense 
motion  to  compel  discovery.  At  this  time,  the  prosecution  believes  that  the  Court’s  order  to 
produce  any  assessment,  if  one  exists,  would  likely  require  the  coordination  of  a  minimum  of 
three  federal  organizations  and  their  OCAs. 

B.  For  example,  the  Secretary  of  Defense  directed  the  Defense  Intelligence  Agency 
(DIA)  to  establish  the  Information  Review  Task  Force  (IRTF)  to  lead  a  comprehensive 
Department  of  Defense  review  of  classified  documents  posted  to  the  WikiLeaks  website — a 
review  of  everything  released,  including  Department  of  State  (DoS)  information,  from  the  DoD 
perspective.  See  Enclosure  2  (Secretary  of  Defense,  Memorandum,  dated  5  August  2010).  As  a 
result,  if  the  Court  compels  the  production  of  the  IRTF  report,  that  report  will,  at  the  very  least, 
require  coordination  with  the  Department  of  State  before  a  decision  may  be  made  on 
classification,  disclosure,  or  asserting  the  MRE  505  privilege. 

C.  In  preparation  for  litigation,  trial  counsel  have  also  actively  sought  to  review 
certain  information  from  multiple  federal  organization.  S^  Enclosure  3  (Sample  Search  and 
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Preservation  Request,  dated  14  June  2011).  After  reviewing  tens-of-thousands  of  pages  of 
documents  from  multiple  federal  organizations  pursuant  to  these  requests,  trial  coxinsel  are 

confident  that  other  analytic  products  produced  within  the  intelligence  community  contain 

references  to  information  otherwise  “owned”  by  other  organizations  within  the  intelligence 

community:  therefore,  any  production  of  this  material  will  likely  take  time  to  coordinate  because 

of  all  the  parties  inyolyed. 

V:  ORIGINAL  CLASSIFICATION  AUTHORITIES 

1.  As  discussed  above,  the  case  involves  multiple  federal  organizations  because  of  the  scale  of 
the  alleged  disclosures  of  classified  information.  These  organizations  fall  within  the  three 
categories  below.  If  a  federal  organization  contains  an  next  to  its  name,  the  United  States 
anticipates  that  documents  originating  from  that  federal  organization  will  contain  information 
from  multiple  OCAs. 

A.  Federal  organizations  with  equities  in  charged  documents  or  digital  forensic 
evidence. 

(1 )  Department  of  State* 

(2)  Office  of  the  Director  of  National  Intelligence 

(3)  Defense  Information  Systems  Agency 

(4)  United  States  Central  Command 

(5)  United  States  Southern  Command 

(6)  Government  Agency* 

(7)  United  States  Cyber  Command 

B.  Other  federal  organizations  with  equities,  but  not  in  charged  document  or  digital 
forensic  evidence. 

( 1 )  Federal  Bureau  of  Investigation 

(2)  Government  Agency* 

(3)  Department  of  Defense* 

(4)  Defense  Intelligence  Agency* 

C.  Other  federal  organizations  that  have  very  limited  involvement 

2.  The  United  States  estimates  that  any  Court  order  to  disclose  classified  information,  will  likely 

require  coordination  with  multiple  federal  organizations  in  categories  (1)  and  (2).  and  roughly 

estimates  forty-five  to  sixty  days  to  ageressiyely  coordinate  a  response  across  all  equity  holders. 

Within  the  sixty  day  window,  it  would  likely  take  approximately  one  to  two  weeks  to  identify 

equity  holders  and  distribute  the  product  amongst  the  releyant  federal  organizations  and  their 

OCAs.  Thirty  days  to  analyze  the  product  to  identify  the  sources  of  classified  information  and 

evaluate  the  leyel  of  protection  that  must  be  giyen  to  that  information.  Two  additional  weeks  for 

the  OCAs  to  coordinate  a  response,  for  example  to  aoproye  ftill  disclosure,  limited  disclosure, 

some  yariation.  or  inyoke  the  priyilege.  If  an  OCA  inyokes  the  classified  information  priyilege. 

it  may  take  additional  time  to  conduct  a  classification  reyiew  and  route  the  document  to  the 
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"head  of  the  executive  or  military  department  or  government  agency  concerned"  for  proper 

invocation.  See  MRE  505(c~). 

VI:  USE  OF  CLASSIFIED  INFORMATION  DURING  TRIAL 

1 .  Issues  relating  to  classified  information  are  likely  to  arise  in  connection  with  the  use  of  such 
information  during  trial.  Under  MRE  505(h),  if  the  accused  reasonably  expects  to  disclose  or 
cause  the  disclosure  of  classified  information  in  any  manner  in  connection  with  a  court-martial 
proceeding,  the  accused  must  provide  notice  to  the  United  States  to  allow  the  United  States  the 
opportunity  to  be  heard  utilizing  the  procedures  outlined  under  MRE  505(i).  In  this  case,  the 
United  States  does  not  anticipate  extensive  litigation  during  this  phase.  However,  depending  on 
what  information  the  accused  intends  to  disclose  or  cause  the  disclosure  of  at  trial,  the  process 
could  be  somewhat  lengthy  if  the  United  States  needs  to  contact  an  OCA  or  multiple  OCAs  for  a 
classification  review  of  the  material. 

2.  With  respect  to  the  use  of  classified  information  by  the  United  States  during  trial,  the  United 
States  expects  to  use  classified  information  during  the  merits  and  presentencing  phases  of  the 
court-martial.  Assuming  the  Court  sets  a  date  closer  to  trial  to  consider  whether  the  standard  for 
closure  of  the  courtroom  is  met  under  RCM  806(b)(2),  the  United  States  expects  to  have  an 
evidence  presentation  plan  in  place  for  the  court’s  consideration  that  is  narrowly-tailored  to 
protect  classified  information  and  the  accused’s  right  to,  and  the  pubhc’s  interest  in,  a  public 
trial.  Additionally,  the  United  States  intends  to  file  a  motion  in  limine  seeking  a  preliminary 
ruling  on  the  admissibility  of  certain  classified  evidence  in  an  attempt  to  minimize  issues  at  trial. 
Because  the  substance  of  the  classified  information  will  likely  be  relevant  to  a  determination  of 
whether  the  evidence  is  admissible,  the  United  States  expects  to  file  a  motion  requesting  the 
Court  close  the  courtroom  during  this  proceeding  as  well.  Finally,  the  defense  may  also  file  a 
motion  in  limine  seeking  a  preliminary  ruling  on  the  admissibility  of  classified  evidence,  if  the 
defense  contends  that  certain  classified  evidence  is  more  prejudicial  than  probative. 

VII:  CONCLUSION 

Classified  information  litigation  is  a  complex  area  of  law.  In  the  case  at  bar,  the 
complexity  is  magnified  given  the  amount  of  information  allegedly  compromised.  In  light  of  the 
above  issues,  the  United  States  respectfiilly  requests  the  Court  adopt  the  Prosecution’s  Proposal. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 


7 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Defense  Counsel, 
via  electronic  mail,  on  8  March  2012. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  2031B-S013 


ANJA-CL 


14  March  2011 


MEMORANDUM  THRU  Office  of  the  Judge  Advocate  General  (DAJA-IO/Mr.  David 
Mayfield),  2200  Army  Pentagon,  Washington,  DC  203 1 0 

FOR  Deputy  Chief  of  Staff  for  Intelligence  (DAMI-ZB),  2200  Army  Pentagon,  Washington,  DC 
20310 

SUBJECT:  Request  for  Consent  to  Disclose  Classified  Information  to  the  Accused  and  the 
Defense  -  United  States  v.  Private  First  Class  (PFC)  Bradley  E.  Manning 


1 .  PURPOSE.  The  prosecution  team  in  the  above-referenced  case  requests,  in  accordance  with 
Executive  Orders  1 2958  and  1 3526  (as  applicable),  consent  to  disclose  classified  information 
originating  in  your  department  or  agency  to  PFC  Maiming  and  his  appropriately  cleared  defense 
team,  subject  to  the  protections  described  below.  This  consent  is  required  for  discovery  under 
Article  46,  Uniform  Code  of  Military  Justice  (UCMJ),  Rules  for  Courts-Martial  (RCM)  405  and 
701,  and  applicable  case  law. 

2.  BACKGROUND.  PFC  Manning  is  charged  with  downloading  various  classified  documents, 
photographs,  and  videos  from  Secret  Internet  Protocol  Router  Network  (SIPRNET)  websites  and 
transferring  them  to  his  personal  computer.  PFC  Manning  is  also  charged  with  transmitting  this 
information  to  persons  or  organizations  not  entitled  to  receive  it,  in  violation  of  United  States 
law.'  During  the  course  of  the  investigation  and  examination  of  digital  media  and  documents 
associated  with  this  case,  investigators  encountered  information  originally  classified  by  your 
department  or  agency. 

3.  USE  AT  TRIAL.  Consenting  to  the  disclosure  of  classified  information  to  the  defense  during 
discovery  does  not  authorize  the  use  of  this  information  or  material  by  the  defense  during  trial. 
The  defense  team’s  use  of  such  information  at  trial  would  require  specific  authorization  by  the 

military  judge  in  accordance  with  the  following  procedures.  Under  Military  Rule  of  Evidence 

(MRE)  505(hXl ),  the  defense  is  required  to  notify  the  United  States  and  military  judge,  in 
writing,  prior  to  any  disclosure  of  classified  information  during  a  court-martial  proceeding.^ 


'  PFC  Manning  is  currently  charged  with  multiple  violations  of  the  UCMJ,  including  violating  Articles 
92,  104,  and  134  of  the  UCMJ  (18  U.S.C.  §  793  and  18  U.S.C.  §  1030).  See  Enclosures  1  and  2. 

^  “If  the  accused  reasonably  expects  to  disclose  or  to  cause  the  disclosure  of  classified  information  in  any 
manner  in  connection  with  a  court-martial  proceeding,  the  accused  shall  notify  the  trial  counsel  in  writing 
of  such  intention  and  file  a  copy  of  such  notice  with  the  military  judge.  Such  notice  shall  be  given  within 
the  time  specified  by  the  military  judge  under  subdivision  (e)  or,  if  no  time  has  been  specified,  prior  to 
arraignment  of  the  accused.”  MRE  505(hX  I  )• 
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ANJA-CL 

SUBJECT:  Request  for  Consent  to  Disclose  Classified  Information  to  the  Accused  and  the 
Defense  -  United  States  v.  Private  First  Class  (PFC)  Bradley  E,  Manning 


After  this  notification,  the  United  States  may  contest  whether  the  classified  information  is 
relevant  and  necessary  to  an  element  of  the  offense  or  a  legally  cognizable  defense.  If  a  military 
judge  determines  that  the  classified  information  is  relevant,  necessary,  and  otherwise  admissible 
in  evidence,  the  defense  may  use  that  information  on  the  merits  during  a  court-martial,  subject  to 
the  military  judge’s  ruling  on  the  use  of  permissible  unclassified  alternatives,  including 
redactions  and  summaries,  or  closure  of  the  courtroom  and  exclusion  of  the  public  from  that 
portion  of  the  court-martial  containing  classified  evidence.^ 

4.  APPLICABLE  CLASSIFIED  INFORMATION.  The  classified  information  for  this 
request  consists  of  the  classified  digital  evidence,  forensic  copies  of  the  digital  evidence,  and 
copies  of  the  documentary  evidence  collected  in  this  case  that  contain  classified  information 
identified  as  originating  from  the  Department  of  Defense.  This  evidence  is  listed  on  Enclosure  3. 
This  request  also  includes  derivative  uses  of  the  classified  information  originating  from  the 
evidence  listed  on  Enclosure  3  and  contained  in  forensic  reports,  general  law  enforcement 
reports,  and  other  compiled  documentation  within  the  law  enforcement  and  prosecution  case 
files. 

5.  PROTECTION  OF  CLASSIFIED  INFORMATION. 

a.  Retain  Classification.  This  request  will  not  affect  the  classification  of  any  of  the  subject 
information. 

b.  Protective  Order.  Prior  to  disclosure  and  subsequent  access  to  classified  information,  each 
member  of  the  defense  team  will  sign  a  protective  order,  acknowledging  their  limitations  of 
access  and  use.  See  Enclosure  4. 

c.  Clearances.  Each  member  of  the  defense  team  has  security  clearances  at  the  minimum  level 
of  “Secret.”  Only  cleared  individuals  appointed  to  the  defense  team  by  the  convening  authority 
and  PFC  Manning  will  have  access  to  the  disclosed  information,  under  supervision.  All  panel 
members  and  the  military  judge  will  have  security  clearances  at  the  minimum  level  of  “Top 
Secret.” 

d.  Secure  Facility.  All  classified  information  will  be  stored  in  a  United  States  government 
approved  secure  facility  and  storage  container.  The  information  will  only  be  viewed  or  tested 
within  a  secure  facility,  pursuant  to  Executive  Order  and  U.S.  Army  regulations. 


^  “Courts-martial  shall  be  open  to  the  public  unless  ( I )  there  is  a  substantial  probability  that  an  overriding 
interest  will  be  prejudiced  if  the  proceedings  remain  open;  (2)  closure  is  no  broader  than  necessary  to 
protect  the  overriding  interest;  (3)  reasonable  alternatives  to  closure  were  considered  and  found 
inadequate;  and  (4)  the  military  judge  makes  case-specific  findings  on  the  record  justifying  closure.” 

RCM  806(bX2).  A  classification  review  of  the  information  is  the  usual  method  of  demonstrating  the 
“overriding  interest”  that  will  be  prejudiced  if  the  proceedings  remain  open. 
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SUBJECT:  Request  for  Consent  to  Disclose  Classified  Information  to  the  Accused  and  the 
Defense  -  United  States  v.  Private  First  Class  (PFC)  Bradley  E.  Manning 


e.  Security  Experts.  At  all  times  during  the  viewing  or  testing  of  the  classified  information,  at 
least  one  defense  security  expert,  appointed  and  employed  by  the  United  States,  will  be  present 
to  oversee  the  proper  handling  and  storage  of  the  classified  information.  A  government  security 
expert  will  be  present  for  all  pretrial  and  trial  proceedings. 

6.  SUSPENSE.  The  prosecution  team  requests  this  consent  by  2 1  March  2011.  The  purpose  of 
this  short  suspense  is  to  provide  the  defense  with  copies  of  the  forensic  data,  derivative  forensic 
reports,  and  other  related  material  for  discovery  purposes  and  to  facilitate  potential  plea 
negotiations,  if  any.  The  prosecution  team  also  requests  your  response  to  this  memorandum  be 
kept  “Unclassified”  and,  if  required,  any  classified  material  should  be  attached  as  an  enclosure. 

7.  The  point  of  contact  for  this  request  is  the  undersigned  at  ashden.fein@jfhqncrjiorthcom  jnil, 
ashden.fein@jfhqncr.northcom.smil.mil,  or  (202)  685-4572. 


4  Ends 

1 .  Charge  Sheet,  5  Jul  10 

2.  Charge  Sheet,  1  Mar  1 1 

3.  DoD  Classified  Evidence  List,  1 4  Mar  1 1 

4.  Protective  Order,  1 7  Sep  10 


ASHDEN  FEIN 
CPT,  JA 

Chief,  Military  Justice 


CF:  (w/encls) 
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Department  of  Defense  (General)  and  Department  of  the  Army 
Evidence  and  Information  for  Disclosure 

1.  Computers  and  Hard  drives  operated  by  PFC  Manning 

a.  Voucher  066- 1 0.  Item  1 :  Seagate  Hard  Drive,  SN  3MH036M1,  extracted  from 
USG  SIPR  Computer,  from  SCIF  (MANNING’S  workplace)  .22 

b.  Voucher  066-10,  Item  2:  Unknown  Make/Model  Hard  Drive,  SN  5MH0HWKN, 
.40 

c.  Voucher  067-10.  Item  1:  Apple  Laptop  Computer,  SN  W8939AZ066E,  from 
Room  4C93  (MANNING'S  room) 

d.  Voucher  070- 1 0.  Item  1 :  Toshiba  Hard  Drive,  S/N  Z5FX1422S  6P2  EC  A, 
extracted  from  USG  SIPR  computer  assigned  to  SPC  WALSH 

e.  Voucher  076-10,  Item  1:  HDD  removed  from  LAMO's  Lenovo  Thinkpad  laptop 
computer 

f.  Voucher  077-10.  Item  1:  Laptop  computer,  Hewlett  Packard,  received  from 

LAMO 

g.  Voucher  119-10.  Item  1 :  Hard  drive  containing  the  Access  Data  logical  evidence 
of  the  Network  Shares  from  the  SJA  and  the  bradley.manning  account 

h.  Voucher  123-10.  Item  1:  Hard  drive,  Seagate  brand,  SN  3NFODYJ1,  containing 
an  EnCase  logical  image  file  of  folder  named  "farah"  etc 

i.  Voucher  131-10.  Item  1:  Server,  NetApp  brand  Model  RS- 1404,  SN  30000442, 
containing  14  300GB  hard  drives 

j.  Voucher  133-10.  Item  1:  Server,  NetApp  brand  Model:  RS-140I,  SN 
SHU76605001D4C4,  containing  14  300GB  hard  drives 

k.  Voucher  135-10.  Item  1:  Hard  drive,  SN  3QP0E4S2,  taken  from  10th  MTN  DIV 

conex 

l.  Voucher  135-10.  Item  2:  Hard  drive,  SN  3QP0F6J1,  taken  from  10th  MTN  DIV 

conex 

m.  Voucher  135-10.  Item  3:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057KS,  taken 
from  10th  MTN  DIV  conex 

n.  Voucher  135-10.  Item  4:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057PN,  taken 
from  1 0th  MTN  DIV  conex 

0.  Voucher  135-10.  Item  5:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057NG,  taken 
from  1 0th  MTN  DIV  conex 

p.  Voucher  135-10.  Item  6:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7904PF7,  taken 
from  10th  MTN  DIV  conex 
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q.  Voucher  135-10.  Item  7:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057EK,  taken 
from  10th  MTN  DIV  conex 

r.  Voucher  135-10,  Item  8:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7904PDJ,  taken 
from  1 0th  MTN  DIV  conex 

s.  Voucher  135-10.  Item  9:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057F7,  taken 


from  1 0th  MTN  DIV  conex 

t.  Voucher  135-10.  Item  10: 
from  1 0th  MTN  DIV  conex 

u.  Voucher  135-10.  Item  II: 
taken  from  10th  MTN  DIV  conex 

V.  Voucher  135-10.  Item  12: 
taken  from  10th  MTN  DIV  conex 

w.  Voucher  135-10,  Item  13: 
taken  from  10th  MTN  DIV  conex 

X.  Voucher  135-10.  Item  14: 
from  1 0th  MTN  DIV  conex 

y.  Voucher  135-10.  Item  15: 
taken  from  10th  MTN  DIV  conex 

z.  Voucher  135-10.  Item  16: 
from  1 0th  MTN  DIV  conex 

aa.  Voucher  135-10.  Item  17: 
taken  from  10th  MTN  DIV  conex 

bb.  Voucher  135-10.  Item  18: 
taken  from  1 0th  MTN  DIV  conex 

cc.  Voucher  135-10.  Item  19: 
from  1 0th  MTN  DIV  conex 

dd.  Voucher  135-10.  Item  20: 
taken  from  1 0th  MTN  DIV  conex 

ee.  Voucher  135-10.  Item  21: 
from  1 0th  MTN  DIV  conex 

ff.  Voucher  135-10.  Item  22: 
from  10th  MTN  DIV  conex 

gg.  Voucher  135-10.  Item  23: 
taken  from  10th  MTN  DIV  conex 

hh.  Voucher  135-10.  Item  24: 
taken  from  1 0th  MTN  DIV  conex 

ii.  Voucher  135-10.  Item  25: 
taken  from  10th  MTN  DIV  conex 

jj.  Voucher  135-10.  Item  26: 
from  1 0th  MTN  DIV  conex 


Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057F8,  taken 
Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057FL, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P7904PDY, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P7C05JNF, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057P5,  taken 
Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057N5, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P76049F4,  taken 
Hard  Drive,  Fujitsu  brand,  SN:  DA03P7904PDP, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P76049WJ, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03PC05JR4,  taken 
Hard  Drive,  Fujitsu  brand,  SN:  DA03P76049YW, 

Hard  Drive,  Seagate  brand,  SN:  3KR3ZM5G,  taken 
Hard  Drive,  Seagate  brand,  SN:  3KR4DC5R,  taken 
Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057FD, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057KJ, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057EG, 

Hard  Drive,  Seagate  brand,  SN:  3KR3XN25,  taken 
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кк.  Voucher  135-10.  Item  27: 
from  1 0th  MTN  DIV  conex 

11.  Voucher  135-10.  Item  28: 
taken  from  1 0th  MTN  DIV  conex 

mm.  Voucher  135-10.  Item  29: 
taken  from  10th  MTN  DIV  conex 

nn.  Voucher  135-10.  Item  30: 
10th  MTN  DIV  conex 

oo.  Voucher  135-10.  Item  31: 
taken  from  10th  MTN  DIV  conex 

pp.  Voucher  135-10.  Item  32: 
taken  from  1 0th  MTN  DIV  conex 

qq.  Voucher  135-10.  Item  33: 
from  10th  MTN  DIV  cone 

IT.  Voucher  135-10.  Item  34: 
taken  from  1 0th  MTN  DIV  conex 

ss.  Voucher  135-10.  Item  35: 
taken  from  1 0th  MTN  DIV  conex 

tt.  Voucher  135-10.  Item  36: 
taken  from  10th  MTN  DIV  conex 

uu.  Voucher  135-10.  Item  37: 
taken  from  10th  MTN  DIV  conex 

vv.  Voucher  135-10.  Item  38: 
taken  from  10th  MTN  DIV  conex 

ww.  Voucher  135-10.  Item  39: 
taken  from  1 0th  MTN  DIV  conex 

XX.  Voucher  135-10.  Item  40: 
from  1 0th  MTN  DIV  conex 

yy.  Voucher  135-10.  Item  41: 
taken  from  1 0th  MTN  DIV  conex 

zz.  Voucher  135-10.  Item  42: 
from  1 0th  MTN  DIV  conex 

ааа.  Voucher  135-10.  Item  43: 
from  10th  MTN  DIV  conex 

bbb.  Voucher  135-10.  Item  44: 
taken  from  1 0th  MTN  DIV  conex 

ccc.  Voucher  145-10.  Item  1: 
14  hitachi  300GB  Hard  drives 

ddd.  Voucher  145-10.  Item  2: 
containing  4  146GB  hard  drives 


Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057J2,  taken 
Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057KR, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057FC, 

Hard  Drive,  Seagate  brand,  SN:  3kr43fd3,  taken  from 
Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057NS, 

Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057LF, 

:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057P6,  taken 
:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P72034MU, 

:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7303PGH, 

:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7303M6B, 

:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057FH, 

:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057EW, 

:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057FR, 

:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057F6,  taken 
:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057DW, 

:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057F1,  taken 
:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P6C02P6F,  taken 
:  Hard  Drive,  Fujitsu  brand,  SN:  DA03P7A057NV, 
Server  (secret)  NetApp  brand,  SN  30000442,  containing 
Server  (secret)  Sun  Microsystems,  SN:  0733BD20EC, 
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eee.  Voucher  145-10.  Item  3:  Server  (secret)  Sun  Microsystems  brand,  SN: 
0732BD1FEC,  containing  4  146GB  hard  disks 

fFf.  Voucher  145-10.  Item  4:  Server  (secret)  Dell  Brand,  SN  HBHLJ81  containing  6 
hard  drives. 

ggg.  Voucher  146-10.  Item  1:  Server,  Sun  Microsystem  brand,  SN:  0732BD1FE0, 
containing  4  146GB  hard  drives 

hhh.  Voucher  147-10.  Item  1:  Hard  drive,  Hitachi  brand,  unknown  capacity,  SN 
K3HBYJDH.  property  of  10th  Mtn 

iii.  Voucher  147-10.  Item  2:  Hard  drive,  Hitachi  brand,  SN: 
070714DP1D00DGG08K6G,  160GB 

jUj.  Voucher  147-10.  Item  3:  Hard  Drive,  Hitachi  brand,  SN:  MPCZN7Y0J9JMRL, 

100GB 

kkk.  Voucher  165-10.  Item  1:  Hard  Drive,  Western  Digital  brand,  SN 
WX70C8958878,  purportedly  containing  Iraq  CIDNE  logs 

111.  Voucher  172-10.  Item  1 :  Hard  drive,  Seagate  Brand,  Model  FreeAgent  Go, 
500GB,  SN:  2GE7HP0D  (SECRET)  -  purportedly  containing  CIDNE  logs  from  Afghanistan. 
Registered  Mail  #:  RE  53 1  100  529  US 


2.  CDs  /  DVDs  /  Other  Media 
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3.  Documentary  Evidence 
a.  None 


4.  Documentary  Information 
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SECRETARY  OF  DEFENSE 
1 OOO  DEFENSE  PENTAGON 
WASHINGTON.  DC  20301-1000 


AUG  5  2010 


MEMORANDUM  FOR  SECRETARIES  OF  THE  Mtt,IT.ARY  DEPARTMENTS 


CHAIRMAN  OF  THE  JOINT  CHIEFS  OF  STAFF 
UNDER  SECRETARIES  OF  DEFENSE 
ASSISTANT  SECRETARIES  OF  DEFENSE 
GENERAL  COUNSEL  OF  THE  DEP.ARTMENT  OF  DEFENSE 
DIRECTOR,  OPERATIONAL  TEST  AND  EVALUATION 
DIRECTOR,  COST  ASSESSMENT  AND  PROGRAM 
EVALUATION 

INSPECTOR  GENERAL  OF  THE  DEPARTMENT  OF  DEFENSE 
ASSISTANTS  TO  THE  SECRETARY  OF  DEFENSE 
DIRECTOR,  ADMINISTRATION  AND  MANAGEMENT 
DIRECTOR,  NET  ASSESSMENT 
DIRECTORS  OF  THE  DEFENSE  AGENCIES 
DIRECTORS  OF  THE  DOD  FIELD  ACTIVITTES 


Subject;  Task  Force  to  Review  Unauthorized  Disclosure  of  ClassiSed  Information  (FOUO) 

(U//FOUO)  On  July  28,  2010, 1  directed  the  Director,  Defense  Intelligence  Agency 
(DIA)  to  establish  an  Information  Review  Task  Force  (IRTF)  to  lead  a  conqirdicnsivc 
Department  of  Defense  (DoD)  review  of  classified  documents  posted  to  the  WikiLeaks 
website  (www.wikileaks.org)  on  July  25, 2010,  and  any  other  associated  materials. 
Department  of  Defense  Components  should  pro%-i<ie  DLA,  any  assistance  reqmred  to  ensure 
the  timely  complefcon  of  the  review. 

(U  '.TOUO)  The  IRTF  will  review  the  impact  of  the  unauthorized  disclosure  of 
classified  information  specified  above.  The  IRTF  will  coordinate  throughout  the 
Imelligence  Community  in  conducting  this  time-sensitive  review  and  integrate  its  efforts 
.  with  those  of  the  National  Counterintelligence  Executive. 

(U//TOUO)  The  IRTF  will  provide  regular  up^tes  to  tiie  Office  of  the  Secretary  of 
Defense  (OSD)  on  its  findings.  A  more  comprehensive  interim  report  will  be  provided  as 
the  effort  progresses.  That  report  will  include  the  following  items; 

•  (U.^/FOUO)  Any  released  information  with  immediate  force  protection  nnplications; 

•  (UATOUO)  .Any  rdeased  information  concerning  allies  or  coalition  partners  that  may 

negatively  impact  foreign  policy; 


•  (U//FOUO)  Any  military  plans; 


o 
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•  (LV/FOUO)  Any  intelligence  reporting; 

•  (LV/FOUO)  Any  released  infonnation  concerning  intelligence  sources  or  methods; 

•  (U//70U0)  Any  information  on  civilian  casxialties  not  previously  released; 

•  (U/'/TOUO)  Any  derogatory  comments  regarding  Afghan  culture  or  Islam,  and 

•  (U;/FOUO)  Any  related  data  that  may  have  also  have  been  released  to  WikiLealcs. 
but  not  posted- 

A  final  report  will  be  produced  once  all  documents  are  assessed 

(U//FOUO)  The  RTF  is  fee  single  DoD  OTganization  with  authority  and  re^onsibility  to 
conduct  the  DoD  review  regarding  this  unauthorized  disclosure.  By  separate  tasking,  I  am 
directing  USD(I)  to  conduct  an  assessment  of  the  Departmait’s  procedures  for  accessing 
and  transporting  classified  infonnation. 

(LV/FOUO)  This  review  is  separate  from,  and  unrelated  to,  any  criminal  investigation  of 
the  leaked  information.  The  assessment  and  review  of  the  leaked  documents  is  not  intended 
to,  and  shall  not  limit  in  any  way,  the  ability  of  Department,  Federal  Bureau  of  Investigation 
or  any  other  federal  criminal  investigators,  trial  counsel  and  {xosecutors  to  conduct 
investigative  and  trial  proceedings  in  support  of  possible  prosecutions  under  the  Uniform 
Code  of  Military  Justice  or  federal  crimiiial 


cc: 

Director  of  National  Intelligence 
Director,  Central  Intelligence  Agency' 

Assistant  Secretary  of  State  for  Intelhgence  &  Research 
National  Courtcrnitenigcncc  Center 
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DEPARTMENT  OF  THE  ARMY 
U3.  ARMY  MILITARY  DISTRICT  OF  WASHWGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


June  14,2011 

Criminal  I-aw  Division,  Office  of  the  Staff  Judge  Advocate 


Office  of  the  General  Counsel 
Defense  Intelligence  Agency 
200  MacDill  Boulevard 
Washington,  DC  2(K)50-6563 

Re:  United  States  v.  Private  First  Class  (PFClBradl^^ 

DearMr-H^I 

The  U.S.  Army  Prosecutors  in  the  above-referenced  q^se^iuosecution'  )  hereby  make  a  two-frfd 
request  to  the  Defense  Intelligence  Agency  (“agenc^^l^U  the  prosecution  reqiKsts  that  your 
agency  conduct  a  thorough  and  comprehensive  sqgral^ifls  records  for  information  which 
coiKxms  or  references  PFC  Maaning  and/or  including  certain  information,  detailed 

below,  which  directly  implicates  the  evide<it^i^4h^j^%ve-referenced  case.  Secondly,  the 
prosecution  requests  that  your  agency  tafc^i^T®^|^n•b^e  and  necessary  steps  to  preserve  any 
responsive  files  gathered  as  a  result  of  for  information. 

PFC  Manning  is  the  subject  o£a»^i^oing  investigation  and  criminal  proseoition  based 
on  the  alleged  illegal  collection  ar^^MosJrc  of  national  defense  and  foreign  relations 
information  to  the  WikiLeaks  orgi|pi^«ipn  PFC  Manning  is  currently  charged  with  multiple 
violations  of  federal  law  unde^e  Oaiform  Code  of  Military  Justice  (UCMJ),  including 
violations  of  18  U.S.C.  §  §  1030,  and  18  U.S.C.  §  641.  PFC  Manning  is  also 

charged  with  Aiding  the  Ene^^^  Giving  Intelligence,  in  violation  of  10  U.S.C.  §  904. 

Enclosed  with  this  letters  a  copy  of  the  charge  sheet.  PFC  Manning  was  apprehended  by  the 
U.S.  Army  Criminal  I|i^^»tion  Command  in  Iraq  on  May  27,  2010  and  has  been  in  pretrial 
confinement  since  Mafe^.J010.  WikiLeaks  relea^  national  defense  and  foreign  relations 
information  allcgdfR.^®vided  to  them  by  PFC  Manning  on  the  internet. 

PFC  Edward  Maruung  is  an  enlisted  member  of  the  United  States  Army.  He  was 

born  on  Decef^r  i  f,  1987,  and  his  Social  Security  Number  He  has  been 

associate(^^%^.{fi^  following  physical  addresses:  1492  Sclworthy  Road,  Potomac,  Maryland, 
2085^  |\%g^Operaiing  Base  Hammer,  Iraq.  APO  AE  09308;  and  Headquarters  and 
Hcadq^^tt^r^ompany  (HHC),  2d  Brigade  Combat  Team  (BCT),  10th  Mountain  IDivision 
(Lij^  j|pfaff?ry),  Building  102(K),  Fort  Drum,  New  York,  13602.  PFC  Manning  is  al.so  believed 
to  %^.s^ialcd  with  the  name  Brcanna  Elizabeth  Manning  and  tlic  following  means  of 

a.  Email: 

bradleyemanning@gmail.com 
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bradinanning@earthlink.net 

bradley.e.manning@gmail.com 

breanna.e.manning@gmail.com 

bradass87  @  yahoo  .com 

bradass87@gmail.com 

bradley.manning@us.army.smil.mil 

bradley.manning@2bctl0mtn.army.smil.mil 

mil_bradass97@hotmail.com 


b.  Social  Networking; 
bradleyemanning 
brada.ss87 
bmanningfm 
Brcanna  Manning 
Bradley  Manning 
Dawgnetwork 

c.  IP  Addresses: 
22.225.41.22 
22.225.41.40 
71.190.140.39 

As  indicated  above,  the  prose 
prudential  search  of  your  recordsi 
information  directly  concemine  PI 


[uests  that  you  conduct  an  immediate  and  thorough 
lation  provided  above,  and  also  for  any 
ining.  including  but  not  limited  to  anv  documents  that 


discuss  damage  or  harm  causedi 


[anning  and  WikiLeaks  and  anv  measures  considered 

PFC  Manning  and  WikiLeaks.  The  search  for  WikiLeaks 


c  to  thcu 


related  information  should  to  all  records  from  November  1,  2009  to  the  present 

a.ssociated  with  the  disclosure  omassified  information  to  WikiLeaks,  the  possession  of 
classified  information  b^%ikiLeaks,  or  the  di.ssemination  of  classified  information  by 
WikiLeaks. 

This  reque|y(^®igned  to  allow  the  prosecutors  to  asse.ss  the  totality  of  information 
available  and  WR^^H^rds  by  other  government  agencies.  It  is  not  intended  to,  nor  should  it 
be  interpreted^^asOTbing  any  legal  relevance,  including  whether  such  information  may  be 
provided  iMikccS^ry,  to  the  information  requested.  The  prosecutors  require  such  materials 

imm^iat^^A order  to  expedite  this  process,  please  provide  the  requested  information 
that  IlMjfciASSIFIED".  “CONFIDENTIAL",  or  “SECRET”  bv  July  5. 2011.  on 

HacgjfipH  -‘TOP  <;FrRFT'  nr  rnntrnlleH  a«;  “spnsitivp  enmnartmented 

should  be  made  available  for  inspection.  We  anticipate  making  future  requests  as 
(wises,  and  specifically  before  the  trial,  if  the  case  is  referred  to  court-martial. 
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As  stated  above,  the  prosecution  requests  that  you  preserve  all  responsive  doewnems  and 
information,  including  data  stored  on  electronic  media,  gathered  as  a  result  of  you«fc^N^for 
information  detailed  above.  If  you  are  unsure  whether  certain  materials  should  l^#^rved, 
please  err  on  the  side  of  caution  and  preserve  the  materials.  Failure  to  presen^ti^’l^in  any 
pertinent  materials,  electronic  or  otherwise,  may  result  in  sanctions  against  States, 

based  on  PFC  Manning’s  rights  under  Article  46,  UCMJ,  the  Rules  i 

applicable  ca.se  law.  ~ 


^^^^hm^orward^  a  copy  of  this  letter  t( _ 

imiHHHIH  'The  point  of  contaa  for  this  request  tl 
1975,  ncr.edisoovery@jfhqna.northcom.mil,  or  ncr.ediscovery< 
(secure  email).  ^ 

SJ 


Fein 
itain,  U.S.  Army 
il  Counsel 


O' 
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UNITED  STATES  OF  AMERICA 


V. 


) 

) 

) 


Prosecution  Response 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


)  to  Defense  Motion  for  Appropriate  Relief 
)  Under  Military  Rule  of  Evidence  505 


) 

) 

) 

) 

) 


8  March  2012 


RELIEF  SOUGHT 


The  United  States  respectfully  requests  the  Court  deny,  in  part,  the  Defense  Motion  for 
Appropriate  Relief  under  Military  Rule  of  Evidence  (MRE)  505  (the  “Motion”)  and  the  Defense 
Supplement  to  the  Motion  (the  “Supplement”)  for  the  reasons  provided  herein.  The  United 
States  requests  oral  argument. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


As  the  moving  party,  the  Defense  bears  the  burden  of  persuasion  and  must  prove  any 
factual  issues  necessary  to  decide  this  motion  by  a  preponderance  of  the  evidence.  S^  Manual 
for  Courts-Martial,  United  States,  R.C.M.  905(c)  (2008). 


FACTS 


The  United  States  agrees  to  those  facts  cited  by  Defense  in  its  Motion  and  Supplement, 
except  for  any  allegations  that  the  referenced  classification  determination  fails  to  comply  with 
Executive  Order  No.  13526,  that  the  organization’s  public  statements  are  “inconsistent”  with  the 
classification  determination,  or  that  question  the  interpretation  of  the  classification 
determination. 


WITNESSES/EVIDENCE 


The  United  States  does  not  request  any  witnesses  or  evidence  be  produced  for  this 
response. 


LEGAL  AUTHORITY  AND  ARGUMENT 


The  United  States  respectfully  requests  the  Court  deny  Defense  request  for  the  following: 
(1)  an  Article  39(a)  session  for  the  purpose  of  obtaining  “clarification”  from  a  referenced 
Original  Classification  Authority  (OCA);  (2)  issuance  of  the  Defense’s  proposed  Protective 
Order  (“Defense’s  PO”);  (3)  the  production  of  the  referenced  OCA  as  a  witness;  (4)  the 
production  of  Mr.  Jay  Prather,  Court  Security  Officer,  as  a  witness;  and  (5)  the  Defense’s 
proposed  Protective  Order  to  the  Court  Security  Officer. 


APRELLATE  EXHmiT  V  I  1  t 
Pa««_J _ ofP«8«(8)  (o 
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I:  THE  UNITED  STATES  REQUESTS  THAT  THE  COURT  HOLD  AN 

ARTICLE  39(a)  SESSION  UNDER  THE  GUIDANCE  OF  MRE  505(e). 

The  United  States  supports  Defense  request,  in  part,  for  an  Article  39(a)  session.  MRE 
505(e)  states  that  “after  referral  of  charges  and  prior  to  arraignment,  any  party  may  move  for  a 
session  under  Article  39(a)  to  consider  matters  relating  to  classified  information  that  may  arise  in 
connection  with  the  trial.”  M.R.E.  505(e).  Otherwise,  the  Rule  continues  that 

sua  sponte,  the  military  judge  promptly  shall  hold  a  session  under 
Article  39(a)  to  establish  the  timing  of  requests  for  discovery,  the 
provision  of  notice  under  subdivision  (h),  and  the  initiation  of  the 
procedure  under  subdivision  (i).  In  addition,  the  military  judge 
may  consider  any  other  matters  that  relate  to  classified  infiirmation 
or  that  may  promote  a  fair  and  expeditious  trial. 

Id.  In  its  Motion,  the  Defense  requested  that  the  Court  hold  an  Article  39(a)  session  to  “issue  a 
Protective  Order  under  MRE  505(g)(1),  establish  timing  for  discovery  and  notice  under  MRE 
505(h),  and  obtain  clarification  from  the  OCA  for  Specification  3  and  15  of  Charge  II.”  The 
United  States  supports  Defense  request  for  an  Article  39(a)  session,  but  not  for  the  purpose  of 
obtaining  “clarification”  from  the  referenced  OCA.  As  outlined  below  in  section  (IV),  the 
United  States  respectfully  requests  that  the  Court  deny  production  of  the  OCA  as  testimony  that 
is  not  ‘Yelevant  and  necessary’  and  outside  the  spirit  of  MRE  505(e).  S^  R.C.M.  703(b);  see 
also  M.R.E.  505(e)  (to  establish  the  timing  of  discovery  requests,  MRE  505(h)  provisions,  and 
MRE  505(i)  proc^ures). 

II:  THE  UNITED  STATES  REQUESTS  THAT  THE  COURT  DENY 

DEFENSE’S  PROPOSED  PROTECTIVE  ORDER. 

The  United  States  respectfully  requests  that  the  Court  deny  Defense’s  PO  because  it 
contains  countless  legal  and  factual  errors  and  violates  the  spirit  of  MRE  505(g)(1). 

A  major  concern  in  Defense’s  PO  is  the  role  of  the  Court  Security  Officer  (CSO),  namely 
that  the  CSO  absorbs  duties  designed  for  the  Trial  Counsel  and  the  Security  Experts  assigned  to 
the  Defense.  For  example.  Defense’s  PO  assigns  the  CSO  with  many  responsibilities  ordinarily 
assigned  to  the  Trial  Counsel,  including,  inter  alia,  the  following:  (1)  verifying  and  processing 
security  clearances;  (2)  coordinating  the  purchase  of  equipment  for  the  Defense;  (3)  coordinating 
the  designation  of  areas  for  classified  communication;  and  (4)  coordinating  the  designation  of  a 
storage  facility  for  the  storage,  handling,  and  control  of  classified  information.  S^  Defense 
Motion,  para.  3(c)(4),  3(h)(2),  3(h)(3)(A),  3(k),  3(n)(4),  3(n)(5),  3(n)(6).  Additionally,  Defense’s 
PO  assigns  the  CSO  with  responsibilities  of  the  United  States  Army,  Deputy  Chief  of  Staff  for 
Intelligence,  namely  giving  the  civilian  defense  counsel  access  to  classified  information  and 
approving  any  mechanical  devices  used  in  the  preparation  or  transmission  of  classified 
information.  S^  Defense  Motion,  para.  3(i),  3(n)(6).  Requiring  the  CSO  to  absorb  all  of  these 
tasks,  in  conjunction  with  those  duties  necessary  to  properly  and  timely  assist  the  Court,  may 
cause  fiiture  delays,  in  addition  to  unnecessary  burden  an  expert  upon  whom  the  parties  and  the 
Court  rely  heavily. 
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Outside  clerical  errors.  Defense’s  PO  also,  inter  alia,  improperly  defines  its  scope,  foils 
to  include  all  defense  members  such  as  security  experts  detailed  to  the  defense,  contains 
information  relating  to  MRE  505(h)  which  is  more  proper  in  a  separate  order,  narrowly  defines 
“Government  intelligence  employees,”  and  fails  to  include  any  restrictions  on  the  accused’s 
access  to  classified  discovery.*  Defense  Motion,  para.  3(a),  3(c)(6),  3(h)(3),  3(m),  3(n)(12). 

The  Defense’s  PO  violates  the  spirit  of  MRE  505(g)(1).  “If  the  Government  agrees  to 
disclose  classified  information  to  the  accused,”  the  rule  requires  the  military  judge  to  enter  an 
appropriate  protective  order  “at  the  request  of  the  Government.”  M.R-E.  505(g)(1)  (“the  military 
judge,  at  the  request  of  the  Government,  shall  enter  an  appropriate  protective  order  to  guard 
against  the  compromise  of  the  information  disclosed  to  the  accused")  (emphasis  added)).  The 
rule  is  intended  to  protect  that  information  which  the  Government  agrees  to  disclose  to  the 
accused.  Accordingly,  the  United  States  respectfully  requestd  that  the  Court  enter  a  protective 
order,  but  only  at  the  request  of  the  United  States  who,  on  behalf  of  the  Government,  has  agreed 
to  provide  defense  access  to  classified  information.  See  jd- 

The  United  States  respectfully  requests  that  the  Court  deny  Defense’s  PO  in  light  of  these 
concerns. 


Ill:  THE  UNITED  STATES  REQUESTS  THAT  THE  COURT  DENY 

DEFENSE  REQUEST  FOR  THE  PRODUCTION  OF  THE  OCA. 

The  United  States  respectfully  requests  the  Court  deny  Defense  request  for  the  production 
of  the  OCA  relating  to  Specification  3  and  1 5  of  Charge  II.  Defense  requests  the  production  of 
this  witness  to  “obtain  clarification. .  .regarding  the  scope  of  its  classification  determination  on 
referencing  the  OCA  within  court  filings  and  open  court.”  Such  anticipated  testimony,  however, 
is  not  legally  “relevant  and  necessary.”  S^  R.C.M.  703(b). 

RCM  703(b)  states  that  “[e]ach  party  is  entitled  to  the  production  of  any  witness  whose 
testimony  on  a  matter  in  issue  on  the  merits. .  .would  be  relevant  and  necessary.”  R.C.M.  703(b); 
see  also  R.C.M.  401  (relevant  evidence  “means  evidence  having  any  tendency  to  make  the 
existence  of  any  fact  that  is  of  consequence  to  the  determination  of  the  action  more  probable  or 
less  probable  than  it  would  be  without  the  evidence”);  see  also  R.C.M.  703(b)  discussion 
(“[rjelevant  testimony  is  necessary  when  it  is  not  cumulative  and  when  it  would  contribute  to  a 
party’s  presentation  of  the  case  in  some  positive  way  on  a  matter  in  issue”).  The  rule  does  not 
govern  the  production  of  classified  information.  R.C.M.  701(f);  see  also  R.C.M.  703(f) 
analysis;  see  also  Manual  for  Courts-Martial,  United  States,  Mil.  R.  Evid.  505(a)  (“this  rule 
applies  to  all  stages  of  the  proceedings”). 

Information  may  be  originally  classified  only  if  done  so  by  an  Original  Classification 
Authority  (OCA).  Executive  Order  13526  §  1.1(a).  Additionally,  the  information  must  be 
owned  by,  produced  by  or  for,  or  under  the  control  of  the  United  States  Government  and  must 
fall  within  one  or  more  of  the  following  categories:  military  plans,  weapons  systems,  or 
operations;  foreign  government  information;  intelligence  activities  (including  covert  action). 


'  See  Defense  Motion,  para.  3(c)(l)(A-B)  (Executive  Order  13526). 
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intelligence  sources  or  methods,  or  cryptology;  foreign  relations  or  foreign  activities  of  the 
United  States,  including  confidential  sources;  scientific,  technological,  or  economic  matters 
relating  to  the  national  security;  United  States  Government  programs  for  safeguarding  nuclear 
materials  or  facilities;  vulnerabilities  or  capabilities  of  systems,  installations,  infi-astructures, 
projects,  plans,  or  protection  services  relating  to  the  national  security;  or  the  development, 
production,  or  use  of  weapons  of  mass  destruction.  See  Executive  Order  13526  §§  1.1(a),  1.4(a)- 
(h).  Finally,  the  OCA  must  determine  determine  "that  the  unauthorized  disclosure  of  the 
information  reasonably  could  be  expected  to  result  in  damage  to  the  national  security"  and  be 
able  to  identify  or  describe  the  expected  damage.  S^  Executive  Order  13526  §  1.1(a)  (emphasis 
added). 


OCAs  make  their  classification  designations  based  on  their  authority  under  Executive 
Order  1 3526,  Classified  National  Security  Information  (signed  by  President  Barack  Obama  on 
29  December  2009)  or  for  materials  classified  prior  to  27  June  2010  on  Executive  Order  12958 
(signed  by  President  Clinton  on  17  April  1995  and  amended  by  Executive  Order  13292  signed 
by  President  Bush  on  25  March  2003),  as  well  as  relevant  classification  guides. 

The  authority  to  classify  information  is  limited  to  (1)  the  President  and  the  Vice 
President;  (2)  agency  heads  and  officials  designated  by  the  President;  and  (3)  United  States 
Government  officials  delegated  this  authority  pursuant  to  paragraph  (c)  of  section  1.3(a).  See 
Executive  Order  13526  §  1.3(a). 

The  President  delegated  the  authority  to  make  classification  determinations  to  heads  of 
selection  agencies  and  it  remains  an  Executive  function.  Department  of  Navy  v.  Egan.  484  U.S. 
518,  527  (1988)  (‘The  authority  to  protect  [classified]  information  falls  on  the  President  as  head 
of  the  Executive  Branch  and  as  Commander  in  Chief”)-  The  authority  has  been  held  in  the 
relevant  agencies  because  they  have  the  expertise  to  review  the  information  and  determine  the 
potential  impact  the  release  of  that  information  would  have  on  the  United  States  as  well  as  who 
can  have  access  to  that  information.  Id.;  see,  e.g..  CIA  v.  Sims.  471  U.S.  159, 176  (1985)  (“[A] 
court’s  decision  whether  an  intelligence  source  will  be  harmed  if  his  identity  is  revealed  will 
often  require  complex  political,  historical,  and  psychological  judgments. . . .  There  is  no  reason 
for  a  potential  intelligence  source,  whose  welfare  and  safety  may  be  at  stake,  to  have  great 
confidence  in  the  ability  of  the  judges  to  make  those  judgments  correctly.”). 

Once  an  OCA  has  made  a  classification  determination  it  is  presumed  proper  and  it  is  not 
the  province  of  the  court  to  question  these  determinations.  United  States  v.  Smith,  750  F.2d 
1215, 1217  (4th  Cir.  1984)  (“[T]he  government . . .  may  determine  what  information  is 
classified.  A  defendant  caimot  challenge  this  classification.  A  court  caimot  question  it.”), 
vacated  and  remanded  on  other  grounds,  780  F.2d  1102  (4th  Cir.  1985);  see  also  United  States  v. 
Rosen.  487  F.  Supp.  2d  703,  717  (E.D.  Va.  2007)  (“Of  course,  classification  decisions  are  for  the 

Executive  Branch _ ”).  The  decision  of  the  owner  of  the  information  must  be  given  great 

deference.  ^  Sims.  471  U.S.  at  176  (‘The  decisions  of  the  Director,  who  must  of  course  be 
familiar  with  ‘the  whole  picture,’  as  judges  are  not,  are  worthy  of  great  deference  given  the 
magnitude  of  the  national  security  interests  and  potential  risks  at  stake”);  see  also  Haig  v.  Agee, 
453  U.S.  280,  291  (1981)  (“Matters  intimately  related  to  foreign  pohcy  and  national  security  are 
rarely  proper  subjects  for  judicial  intervention”);  see  also  Harisiades  v.  Shaughnessy.  342  U.S. 
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580  (1952)  (such  matters  “are  so  exclusively  entrusted  to  the  political  branches  of  government  as 
to  be  largely  immune  from  judicial  inquiry  or  interference”). 

In  sum,  the  Defense  has  failed  to  articulate  why  the  anticipated  testimony  of  the 
referenced  OCA  is  “relevant  and  necessary.”  See  R.C.M.  703(b).  The  witness’  anticipated 
testimony,  specifically  to  “obtain  clarification. .  .regarding  the  scope  of  its  classification 
determination  on  referencing  the  OCA  within  court  filings  and  open  court,”  is  not  “relevant  and 
necessary,”  but  instead  simply  requested  to  assist  the  Defense  in  safeguarding  classified 
information. 


rv:  THE  UNITED  STATES  REQUESTS  THAT  THE  COURT  DENY 

DEFENSE  REQUEST  FOR  THE  PRODUCTION  OF  MR.  JAY  PRATHER, 
THE  COURT  SECURITY  OFFICER. 

The  United  States  respectfully  requests  the  Court  deny  Defense  request  for  the  production 
of  Mr.  Jay  Prather,  the  Court  Security  Officer.  Defense  articulates  no  basis  for  why  his 
testimony  is  “relevant  and  necessary.”  Sw  R.C.M.  703(b).  The  United  States  can  envision  no 
reason  why  Mr.  Prather’s  testimony  would  be  “relevant  and  necessary”  with  respect  to  the 
matters  regarding  MRE  505(h)  or  MRE  505(i).  The  United  States  can  only  assume  that  Defense 
requests  Mr.  Prather’s  testimony  regarding  the  language  of  the  Protective  Order.  Assuming, 
arguendo,  this  is  the  case,  Mr.  Prather’s  testimony  again  is  not  “relevant  and  necessary.”  See 
R.C.M.  703(b).  The  United  States  agrees  with  Defense’s  assumed  position  that  the  Court  should 
receive  guidance  from  Mr.  Prather;  however,  it  is  recommended  that  the  Court  consult  with  Mr. 
Prather  ex  parte,  if  it  should  have  any  questions  regarding  the  language  of  the  Protective  Order. 
Subjecting  Mr.  Prather  to  sworn,  in-court  testimony  is  unnecessary  and  inefficient. 

V:  THE  UNITED  STATES  REQUESTS  THAT  THE  COURT  DENY 

DEFENSE’S  PROPOSED  PROTECTIVE  ORDER  TO  THE  COURT 
SECURITY  OFFICER. 

The  United  States  respectfully  requests  that  the  Court  deny  Defense’s  proposed 
Protective  Order  to  the  Security  Officer.  The  proposed  Order  is  flawed  given  the  many 
unnecessary  and  inefficient  procedures  set  forth  therein  and  Defense’s  overly  broad 
interpretation  of  the  CSO’s  role,  as  outlined  above.  See  Defense’s  proposed  Protective  Order  to: 
Security  Officer,  para.  3(c)  (prohibiting  the  CSO  from  divulging  the  contents  of  any  ex  parte 
filings  to  any  person  when,  if  classified  information  is  contained  therein,  the  CSO  will  be 
required  to  consult  with  the  applicable  OCA;  3(d)  (regardless  of  classification,  requiring  the  CSO 
to  provide  the  Court  and  the  defense  a  written  declaration  for  all  filings,  an  unnecessary  measure 
that  may  cause  delay),  3(e)  (requiring  the  CSO  to  alert  Defense  if  its  filings  are  imclassified 
before  filings  are  submitted  to  the  Court,  an  unnecessary  measure  that  may  cause  delay).  The 
Protective  Order  proposed  by  the  United  States  ehminates  the  need  for  a  separate  Protective 
Order  for  the  CSO. 
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CONCLUSION 


Based  on  the  above,  the  United  States  requests  that  the  Court  deny,  in  part,  the  Defense 
Motion  for  Appropriate  Relief  under  MRE  505  and  the  Defense  Supplement  to  the  Motion. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Defense  Counsel, 
via  electronic  mail,  on  8  March  2012. 


ASHDEN  FEIN 
CPT,  JA 


Trial  Counsel 
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UNITED  STATES  OF  AMERICA  ) 

)  GOVERNMENT  RESPONSE 

V.  )  TO  DEFENSE  MOTION  FOR 

)  BILL  OF  PARTICULARS 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  8  March  2012 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 

RELIEF  SOUGHT 


COMES  NOW  the  United  States  of  America,  by  and  through  undersigned  coimsel,  and 
respectfiilly  requests  this  Court  deny,  in  part,  the  defense  motion  to  direct  the  United  States  to 
file  a  bill  of  particulars  in  the  above-captioned  case.  The  United  States  submits  the  enclosed 
particulars  in  response  to  paragraphs  8a-8d,  9a-9b,  1  la-1 1^  13a-13c,  and  13e  of  the  Defense 
Motion  for  Appropriate  Relief  Under  Rule  for  Courts-Martial  (RCM)  906(b)(6).  See  Enclosure 
1. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


As  the  moving  party,  the  defense  has  the  burden  of  persuasion  on  any  factual  issue  the 
resolution  of  which  is  necessary  to  decide  the  motion.  RCM  905(c)(2).  The  burden  of  proof  is 
by  a  preponderance  of  the  evidence.  RCM  905(c)(1). 

FACTS 


The  United  States  stipulates  to  the  facts  as  set  forth  in  the  defense  motion.  Additionally, 
on  8  November  201 1 ,  the  United  States  met  with  the  defense  team,  including  experts,  to  provide 
a  classified  briefing  of  the  evidence  supporting  the  charges  and  specifications.  See  Enclosure  2. 
On  17-18  November  2011,  the  prosecution  travelled  to  Fort  Leavenworth  and  provided  a 
modified  version  of  the  8  November  briefing  to  the  accused  and  defense  counsel.  See  Enclosure 
2.  On  2  December  2011,  the  United  States  served  its  evidence  list  for  the  Article  32 
Investigation  on  the  Investigating  Officer  and  defense  counsel.  The  evidence  memorandum 
included  a  classified  enclosure,  which  listed  the  “charged  documents”  by  BATES  number.  See 
Enclosure  3  and  its  classified  supplement. 

WITNESSES/EVIDENCE 


The  United  States  requests  the  Court  consider  the  referred  charge  sheet  in  support  of  its 
motion,  as  well  as  Enclosures  1-3. 

LEGAL  AUTHORITY  AND  ARGUMENT 


The  purpose  of  a  bill  of  particulars  is  three- fold:  (1)  to  inform  the  accused  of  the  nature  of 
the  charge  with  sufficient  precision  to  enable  the  accused  to  prepare  for  trial;  (2)  to  avoid  or 
minimize  the  danger  of  surprise  at  the  time  of  trial;  and  (3)  to  enable  the  accused  to  plead  the 
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acquittal  or  conviction  in  bar  of  another  prosecution  for  the  same  offense  when  the  specification 
itself  is  too  vague  and  indefinite  for  such  purposes.  RCM  906(b)(6).  A  bill  of  particulars  is  not 
appropriate  when  used  to  conduct  discovery  of  the  Government’s  theory  of  the  case,  to  force 
detailed  disclosure  of  acts  underlying  a  charge,  or  to  restrict  the  Government’s  proof  at  trial.  Id. 


I.  THE  UNITED  STATES  SHOULD  NOT  BE  DIRECTED  TO  SUBMIT  A  BILL  OF 
PARTICULARS  IN  RESPONSE  TO  PARAGRAPHS  12A  AND  12B  OF  THE 
DEFENSE  MOTION. 

The  defense  request  for  particulars  in  paragraphs  1 2a  and  1 2b  of  the  defense  motion  is  an 
attempt  to  conduct  discovery  of  the  Government’s  theory  of  the  case.  The  defense  requests  the 
United  States  identify  “how”  the  accused  “knowingly  exceeded  authorized  access”  in 
Specifications  13  and  14  of  Charge  II.  (Def  Mot.  at  6.)  In  other  words,  the  defense  seeks  the 
manner  in  which  “PFC  Manning  exceeded  his  authorized  access  on  a  Secret  Internet  Protocol 
Router  Network  computer.”  However,  the  purpose  of  a  bill  of  particulars  is  to  secure  facts,  not 
legal  theories.  Rose  v.  United  States,  149  F.2d  755,  758  (9th  Cir.  1945).  The  defense  is  clearly 
seeking  an  explanation  of  the  United  States’  legal  theory  for  the  two  specifications  in  question; 
specifically  “how”  the  accused  violated  the  statute  in  question.  The  defense  is  not  entitled  to 
such  a  detailed  explanation  of  the  United  States’  legal  theory,  as  “exceeds  authorized  access”  is 
defined  by  18  U.S.C.  §1030.  18  U.S.C.  §1030  (e)(6)  (2008).  Furthermore,  both  specifications 
sufficiently  inform  the  accused  of  the  nature  of  the  charge,  including  the  classification  of  the 
computer,  such  that  there  is  no  danger  of  siuprise  at  the  time  of  trial.  The  specifications  are  not 
vague  or  indefinite  as  the  accused  claims.  They  specify  where  and  when  the  accused  allegedly 
committed  the  misconduct,  the  specific  type  and  amount  of  information  at  issue,  the 
classification  of  the  material  obtained,  and  the  classification  of  the  computer  the  accused  is 
alleged  to  have  exceeded  authorized  access  while  using.  The  purpose  of  a  bill  of  particulars  “is 
not  to  find  out  what  the  government  knows,  but  what  the  government  claims.”  United  States  v. 
Newman,  25  M.J.  604,  606  n.3  (A.C.M.R.  1987).  In  this  case,  the  accused  is  on  notice  of  the 
“claims”  and  the  United  States  should  not  be  directed  to  provide  particulars  explaining  the 
evidence  in  detail. 


II.  THE  UNITED  STATES  SHOULD  NOT  BE  DIRECTED  TO  SUBMIT  A  BILL  OF 
PARTICULARS  IN  RESPONSE  TO  PARAGRAPH  13D  OF  THE  DEFENSE 
MOTION. 

The  defense  request  for  particulars  in  paragraph  13d  of  the  defense  motion  is  also  an 
attempt  to  conduct  discovery  of  the  Government’s  theory  of  the  case.  The  defense  requests  the 
United  States  identify  “how”  unauthorized  software  was  added  to  a  Secret  Internet  Protocol 
Router  Network  (SIPRNET)  computer  on  two  separate  occasions — the  manner  in  which  the 
accused  added  software  to  a  SIPRNET  computer.  However,  the  United  States  has  provided 
particulars  with  respect  to  the  name  of  the  unauthorized  software  added  and  which  SIPRNET 
computer  the  software  was  added  to  during  the  relevant  time  period.  See  Enclosure  1 .  The 
United  States  should  not  be  directed  to  explain  to  the  accused  and  defense  counsel  “how”  the 
software  was  added,  as  that  would  force  the  United  States  to  explain  its  theory  of  the  case  for  the 
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two  specifications  in  question.  The  defense  has  access  to  two  conputer  forensic  experts,  as  well 
as  forensic  duplicates  of  the  specific  computer  in  question.  These  experts  can  explain  in  detail 
the  various  methods  of  adding  software  to  a  computer,  specifically  the  actual  computer  used  by 
the  accused.  The  relevant  specification  provides  sufficient  notice  of  what  the  United  States 
claims  -  the  accused  violat^  a  lawful  general  regulation  by  adding  unauthorized  software  -  and 
the  defense  is  not  entitled  to  particulars  explaining  what  the  United  States  knows  with  respect  to 
the  method  of  adding  software.  See  Newman,  25  M.J.  at  606. 


III.  THE  UNITED  STATES  SHOULD  NOT  BE  DIRECTED  TO  SUBMIT  A  BILL  OF 
PARTICULARS  IN  RESPONSE  TO  PARAGRAPH  lOA  OF  THE  DEFENSE 
MOTION. 

The  defense  request  for  particulars  in  paragraph  1  Oa  of  the  defense  motion  attempts  to 
restrict  the  Government’s  proof  at  trial.  The  defense  reUes  on  Newman  for  the  proposition  that  a 
bill  of  particulars  may  be  used  to  “clarify  the  specific  theory  upon  which  the  Government  intends 
to  rely.”  (Def  Mot.  at  5.)  That  language  or  proposition  does  not  appear  in  the  opinion,  nor  is  the 
United  States  aware  of  any  authority  that  suggests  such  a  wide-reaching  purpose  for  a  bill  of 
particulars.  The  defense  also  asserts  that  the  specifications  at  issue  under  this  paragraph  make 
the  accused  susceptible  to  unfair  surprise  at  trial.  In  fact,  the  specification  is  clear — ^the  aceused 
is  on  notice  that  the  United  States  alleges  he  stole,  purloined,  or  knowingly  converted 
Government  property.  As  a  practical  matter,  “steal”  and  “purloin”  have  the  same  meaning  under 
the  law.  United  States  Attorneys  ’  Manual,  Criminal  Resource  Manual  at  1639, 
http://www.justice.gov/usao/eousa/foia_reading_room/usam/title9/crm01639.htm  Any 
argument  the  aecused  will  be  misled  or  paralyzed  by  decisions  over  what  evidence  to  present  to 
refute  whether  conduct  constituted  “stealing”  or  “knowing  conversion”  is  without  merit. 
Furthermore,  the  theft-related  offenses  alleged  in  this  case  are  of  specific,  identified  databases. 
There  is  no  danger  the  accused  will  be  subject  to  prosecution  for  the  same  offense  at  a  later  date 
because  each  specification  is  clear  regarding  what  property  is  at  issue. 

CONCLUSION 


The  United  States  requests  the  Court  DENY,  in  part,  the  defense  motion  for  appropriate 
relief  in  the  form  of  a  bill  of  particulars.  With  respect  to  the  remaining  particulars  requested  by 
the  defense,  the  United  States  submits  Enclosure  1  for  the  Court’s  consideration. 


1 5  j/\ 

Trial  Counsel 
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I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David  E. 
Coombs,  Civilian  Defense  Counsel,  via  electronic  mail,  on  8  March  2012. 
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UNITED  STATES  OF  AMERICA 

V. 

Manning,  Bradley  E. 

PEC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  GOVERNMENT  RESPONSE 

)  TO  DEFENSE  MOTION  FOR 

)  BILL  OF  PARTICULARS 

) 

)  ENCLOSURE  1 

) 

)  8  March  2012 

) 


Q 


O 


UNITED  STATES  OF  AMERICA 

) 

)  BILL  OF  PARTICULARS 

V. 

)  ENCLOSURE  1 

Manning,  Bradley  E. 

)  8  March  2012 

PFC,  U.S.  Army, 

) 

HHC,  U.S.  Army  Garrison, 

) 

Joint  Base  Myer-Henderson  Hall 

) 

Fort  Myer,  Virginia  22211 

) 

COMES  NOW  the  United  States  of  America,  by  and  through  undersigned  counsel,  and 
provides  this  bill  of  particulars  in  response  to  the  Defense  Motion  for  Appropriate  Relief  Under 
Rule  for  Courts-Martial  906(b)(6).  This  enclosure  supplements  the  Government  response  to  the 
Defense  Motion  for  Appropriate  Relief  Under  Rule  for  Courts- Martial  906(b)(6),  dated  8  March 
2012. 


BILL  OF  PARTICULARS 


The  Specification  of  Charge  1 

Who  is  the  alleged  enemy? 

Answer:  Al-Qaeda,  al-Qaeda  in  the  Arabian  Peninsula.  The  United  States  wilt  supplement  this 
response  in  a  separate  classified  document. 

How  did  PFC  Manning  knowingly  give  intelligence  to  the  enemy? 

Answer:  By  transmitting  certain  intelligence,  specified  in  a  separate  classified  document,  to  the 
enemy  through  the  WikiLeaks  website. 

What  was  the  indirect  means  allegedly  used  in  order  to  aid  the  enemy? 

Answer:  The  WikiLeaks  website. 

What  "intelligence  ”  is  the  Government  alleging  PFC  Manning  gave  to  the  enemy? 

Answer:  The  United  States  will  respond  in  a  separate  classified  document. 

Specification  1  of  Charge  II 

Who  is  the  alleged  enemy? 

Answer:  Al-Qaeda,  al-Qaeda  in  the  Arabian  Peninsula.  The  United  States  will  supplement  this 
response  in  a  separate  classified  document. 

In  what  manner  did  PFC  Manning  wrongfully  and  wantonly  cause  intelligence  to  be  published 
on  the  internet? 

Answer:  By  leaking  thousands  of  documents  gathered  from  the  SIPRNET,  including  several 
databases,  to  the  WikiLeaks  organization. 

Specification  3  of  Charge  II 
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o 
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Identify  the  exact  number  and  specific  records. 

Answer:  Two  records;  found  at  BATES  00378084  and  00378087.  The  United  States  produced 
these  records  and  their  associated  classification  review  (beginning  at  BATES  00378148)  on  8 
November  2011. 

Specification  5  of  Charge  11 

Identify  the  exact  number  and  specific  records. 

Answer:  Fifty-three  records;  found  in  one  file  beginning  at  BATES  00377912.  The  United 
States  produced  these  records  and  their  associated  classification  review  (beginning  at  BATES 
00376879)  on  8  November  2011. 

Specification  7  of  Charge  11 

Identify  the  exact  number  and  specific  records. 

Answer:  Thirty-seven  records;  found  in  two  files  beginning  at  BATES  00377846  and  00377890. 
The  United  States  produced  these  records  and  their  associated  classification  review  (beginning  at 
BATES  00376879)  on  8  November  2011. 

Specification  9  of  Charge  II 

Identify  the  exact  number  and  specific  records. 

Answer:  Five  records;  found  in  files  beginning  at  BATES  00378123,  00378125,  00378126, 
00378127,  and  00378130.  The  United  States  produced  these  records  and  their  associated 
classification  review  (beginning  at  BATES  00378646)  on  8  November  2011. 

Specification  10  of  Charge  II 

Identify  the  exact  number  and  specific  records. 

Answer:  Thirteen  (13)  records;  found  at  BATES  00377425-00377498,  00311627,  00377672- 
00377675,  00378029-00378083.  The  United  States  produced  these  records  and  their  associated 
classification  review  (beginning  at  BATES  00376879)  on  8  November  2011. 

Specification  13  of  Charge  II 

Identify  the  exact  number  and  specific  records. 

Answer:  116  records;  found  in  BATES  range  00376974-00377404.  The  United  States  produced 
these  records  and  their  associated  classification  review  (beginning  at  BATES  00376903)  on  8 
November  2011.  The  classification  review  specifies  which  documents  in  the  BATES  range  are 
still  classified. 

Specification  1  of  Charge  III 

What  is  the  alleged  conduct  that  the  Government  believes  was  an  attempt  to  bypass  network  or 
information  system  security  mechanisms? 
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Answer:  The  accused  attempted  to  secure  the  password  to  the  “FTPUSER”  account  on  one  of  his 
SIPRNET  computers.  On  4  November  2011,  the  United  States  provided  the  defense  with  the 
computer  forensic  report  (beginning  at  BATES  00199494)  that  explains  the  conduct  forming  the 
basis  of  this  charge. 

Specifications  2  and  3  of  Charge  111 

What  is  the  unauthorized  software  alleged  to  have  been  added  to  the  SIPRNET  computer? 
Answer:  The  program  named  "Wget."  On  4  November  2011,  the  United  States  provided  the 
defense  with  a  computer  forensic  report  (beginning  at  BATES  00211037)  that  details  the 
presence  of  Wget  on  the  accused’s  computer. 

Which  computer  is  the  Government  alleging  the  software  was  added  to? 

Answer:  The  accused's  primary  SIPRNET  computer  with  the  internet  protocol  address  of 
"22.225.41 .22.”  On  4  November  2011,  the  United  States  provided  the  defense  with  the  computer 
forensic  report  (beginning  at  BATES  00211037)  for  this  computer. 

Specification  4  of  Charge  III 

How  does  the  Government  allege  PEG  Manning  used  an  information  system  in  a  manner  other 
than  its  intended  purpose? 

Answer:  By  downloading  the  United  States  Forces  -  Iraq  Microsoft  Outlook  /  SharePoint 
Exchange  Server  Global  Address  List  (GAL)  for  an  improper  purpose  while  using  a  Non-secure 
Internet  Protocol  Router  Network  computer  to  perform  this  task.  On  4  November  2011,  the 
United  States  provided  the  defense  with  the  computer  forensic  report  (beginning  at  BATES 
00199556)  that  explains  the  conduct  forming  the  basis  of  this  charge. 
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UNITED  STATES  OF  AMERICA 

V. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  GOVERNMENT  RESPONSE 

)  TO  DEFENSE  MOTION  FOR 

)  BILL  OF  PARTICULARS 

) 

)  ENCLOSURE  2 

) 

)  8  March  2012 

) 
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To: 


Fpin.  Ashdpn  CPT  USA  IFHO-NCR/MDW  S1A 

"coombsaaimvcourtmaitialclefense.CQm'’ :  Kemkes.  Matthew  J  MA]  MIL  USA:  Boudiard.  PflUl  R.CPT  USA  MIL 


Cc: 

Subject: 

Date: 

Attachments: 


Importance; 


Morrow  III.  JoDean.  CPT  USA  JFHO-NCR/MDW  SJA;  Ford.  Arthur  D.  WOl  USA  JFHQ-NCR/MDW  SJA 

US  V.  RFC  BM  (8  Nov  Meeting) 

Monday,  November  07,  2011  4:31:08  PM 
Definitions  of  Common  Terms, pdf 
Man  to  NDU.PDF 

High 


All- 


Attached  is  a  definition  of  common  terms  and  aaonyms  list  for  tomorrow's 
meeting. 

Our  meeting  will  occur  at  NDU.  Please  meet  SGT  Bradley  at  the  front  of 
Building  64  (Lincoln  Hall)  at  0855  tomorrow  morning.  There  should  be  plenty 
of  parking  (see  attached  Map).  Once  everyone  arrives,  SGT  Bradley  will 
escort  you  up  to  the  meeting  room. 

Additionally,  please  bring  two  large  security  bags  and  courier  cards  with 
you.  We  intend  to  hand  over  additional  classified  information  and  the 
forensic  cube  for  your  experts. 

Thank  you. 


v/r 

Ashden 


o 

UNCLASSIFIED  //  LAW  ENFORCEMENT  SENSITIVE 

Definition  of  Common  Terms 
“Mac”  -  A’s  personal  Macintosh  computer. 

“22”  -  IP  address  (22.225.41.22)  for  A’s  primary  SIPRNET  computer  located  in  the  SCIF. 

“.40”  -  IP  address  (22.225.41.40)  for  A’s  secondary  SIPRNET  computer  located  in  the  SCIF. 

“SD  Card”  -  A  memory  card  used  in  portable  electronics,  such  as  cameras.  Unless  otherwise 
noted,  “SD  Card”  refers  to  the  A’s  digital  camera  card  found  at  his  aunt’s  house. 

“Hash  Value”  -  A  "digital  fingerprint"  of  a  file  or  data  set  created  using  a  mathematical 
algorithm.  Because  the  value  produced  by  the  algorithm  for  a  particular  file  or  set  of  data  is 
unique  (if  the  proper  algorithm  is  used),  any  other  files  or  data  sets  that  result  in  the  same  value 
as  the  original  are  accepted  as  exact,  byte-for-byte  copies  of  the  original. 

“Unallocated  Clusters  (UC)”  or  “Unallocated  Space”  -  The  data  area  on  a  disk  that  does  not 
contain  active  data.  Remnants  of  data  previously  stored  in  these  locations  can  often  be  found 
and  recovered  from  unallocated  clusters,  even  after  the  active  data  has  been  deleted  from  the 
disk. 

“Wipe”  -  To  wipe  data  means  to  use  a  specific  tool  or  technique  to  overwrite  information 
residing  on  a  piece  of  digital  media  (such  as  a  hard  drive  or  SD  card)  in  a  way  that  prevents  the 
data  from  being  recovered,  even  from  the  “unallocated  clusters.”  There  are  hardware  and 
software  tools  specifically  manufactured  to  wipe  digital  media. 

“Rainbow  table”  -  A  table  used  to  reverse  cryptographic  hash  functions  to  crack  passwords  for 
the  purpose  of  circumventing  administrator  access. 

“Wget”  -  A  utility  (program)  used  to  retrieve  files  from  a  Web  server  using  the  most  commonly 
used  internet  protocols.  It  is  freely  available  on  commercial  internet  websites  and  not  on 
SIPRNET.  Allows  a  user  to  expedite  downloads  of  information  by  automating  the  process. 

“Intelink-S”  -  The  central  SIPRNET  search  engine,  analogous  to  Google  and  Bing,  and  can 
only  be  used  to  search  for  websites  and  information  on  SIPRNET. 

“Intellipedia”  -  The  online  data  sharing  system  for  the  Intelligence  Community  and  commonly 
used  to  research  issues  by  topic,  such  as  types  of  enemy  weapons  (lEDs)  or  countries  (Icleland). 

“Open  Source  Center”  -  A  database  of  foreign  open  source  collected  from  media  outlets  world¬ 
wide. 

“Base64”  -  An  encoding  scheme  used  when  there  is  a  need  to  encode  binary  data  that  needs  to 
be  stored  and  transferred  over  media  that  are  designed  to  deal  with  textual  data.  This  is  to  ensure 
that  the  data  remains  intact  without  modification  during  transport. 

Note:  This  document  is  provided  to  the  defense  as  a  reference  for  the  presentation  of  information  on  8 
November  2011  and  not  as  the  factual  basis  for  any  element  of  the  charge. 
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UNCLASSIFIED  //  LAW  ENFORCEMENT  SENSITIVE 

Common  Acronyms 

“ACIC’  -  Army  Counterintelligence  Center 
“CHU”  -  Containerized  Housing  Unit 

“CIDNE”:  Combined  Information  Data  Network  Exchange  for  Iraq  and  Afghanistan 
“CJSOTF’  -  Combined  Joint  Special  Operations  Task  Force 
“CSV”  -  Comma  Separated  Values 
“DAB”  -  Detainee  Assessment  Branch 
“GAL”  -  Global  Address  Ust 
“GPR”  -  Ground  Penetrating  Radar 
“IDF’  -  Indirect  Fire 
“lED”  -  Improvised  Explosive  Device 
“IPB”  -  Intelligence  Preparation  of  the  Battlefield 
“ISR”  -  Intelligence,  Surveillance,  and  Reconnaissance 
“JIEDDO”  -  Joint  Improvised  Explosive  Device  Defeat  Organization 
“JRTC’  -  Joint  Readiness  Training  Center 
“MEDEVAC’  -  Medical  Evacuations 
“MRN”  -  Message  Record  Number 
“NCD”  -  Net-Centric  Diplomacy 

“NIPRNEP’  -  Non-secure  Internet  Protocol  Router  Network 
“PIT’  -  Personally  Identifiable  Information 
“SIGACT”  -  Significant  Activity  Report 
“SIGINT”  -  Signals  Intelligence 
“SIPRNEP’  -  Secret  Internet  Protocol  Router  Network 
“TTP’  -  Tactics,  Techniques,  and  Procedures 
“USF-F’  -  United  States  Forces  Iraq 

Note:  This  document  is  provided  to  the  defense  as  a  reference  for  the  presentation  of  information  on  8 
November  2011  and  not  as  the  factual  basis  for  any  element  of  the  charge. 
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Subject: 

Date: 


To: 


coQmbs@arTnvcourtmartialdefense.CQm 
Fein.  Ashden  CPT  USA  JFHO-NCR/MDW  SJA 

Re:  US  V.  RFC  BM  (Discovery) 

Tuesday,  November  08,  2011 6:30:11  PM 


Ashden, 


Did  you  receive  my  message  regarding  bringing  Manning  next  Friday  for  the  forensic  portion  of  your 
briefing?  Give  me  a  call  tomorrow  morning  to  discuss. 

Best, 

David 

Sent  from  my  Verizon  Wireless  BlackBerry 
. Original  Message . 

From:  "Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA"  <Ashden.Fein@jfhqna.northcom.mil> 

Date:  Tue,  8  Nov  2011  17:42:47 

To:  <coombs@armycourtmartialdefense.com> 

Cc:  Kemkes,  Matthew  J  MAJ  MIL  USA<matthew.kemkes@us.army.mil>;  Bouchard,  Paul  R  CPT  USA  MIL 
(US)<paul.r.bouchard.mil@mail.mil>;  Tooman, Joshua  J  CPT  MIL  US  USA 
TRADOC<]OShua.tooman@us.army.mil>;  Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW 
SJA<JoDean.Morrow@jfhqncr.northcom.mil>;  Ford,  Arthur  D.  WOl  USA  JFHQ-NCR/MDW 
SJA<  Arthur.  Ford@]fhqncr.  northcom.  mil  > 

Subject:  US  v.  PFC  BM  (Discovery) 


David, 


Good  evening.  This  afternoon  we  gave  you  a  highlights  CD/DVD  with  a  printout 
of  its  contents.  Additionally  we  gave  you  a  discovery  production.  Below  is  a 
summary  of  that  production. 

Portions  of  ACICA  Report  (BATES  00375130-00375182) 

Portions  of  the  CID  Ciase  File,  SchmiedI  emails,  and  Unclassified 
aassification  Reviews  (BATES  00375198-00376953) 

CD  Volume  Mounting  list  (also  in  the  forensic  report)  (BATES  00378176) 
Classified  Charged  Documents,  CCC  Report,  and  one  Oassified  Qassification 
review  (BATES  00376954-00378175) 

The  United  States  is  still  working  on  the  last  two  classification  reviews. 

They  will  be  completed  in  the  next  few  weeks. 


v/r 

Ashden 


o 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hail 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 

) 

) 

) 
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Prosecution  Response  to  Defense 
Bill  of  Particulars  Motion 

Enclosure  3 

8  March  2012 
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UNCLASSIFIEW.es  (SECRET//ORCON/NOFORN  ENCLOSURES) 


REPLY  TO 
ATTEKIION  OF 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MIUTARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


2  December  201 1 


MEMORANDUM  FOR  LTC  Paul  Almanza,  150th  Judge  Advocate  General  Detachment,  Legal 
Support  Organization,  MG  Albert  C.  Lieber  USAR  Center,  6901  Telegraph  Road,  Alexandria, 
VA  22310 

SUBJECT:  Requested  Evidence  List  for  Article  32  Investigation  -  United  States  v.  PFC  Bradley 
Manning 

1.  The  United  States  requests  you  consider  the  following  evidence  during  the  Article  32 
proceeding  in  the  above-referenced  case: 

a.  Charged  Documents. 

(1)  Batch  #1  (00376954  -  00377572).  See  Enclosure  1 . 

(2)  Batch  #2  (00377626  -  00377675).  See  Enclosure  1 . 

(3)  Batch  #3  (00377845  -  00378 140).  See  Enclosure  1 . 

b.  Classification  Reviews. 

( 1 )  Classification  Review  (CENTCOM)  (0037687 1  -  00376873). 

(2)  Classiflcation  Review  (DISA)  (00376890  -  00376890). 

(3)  Classification  Review  (CYBERCOM)  (00376875  -  (X)376878). 

(4)  Classification  Review  (CENTCOM)  (00376879  -  00376902). 

(5)  Classification  Review  (DoS)  (00376903  -  (X)376953). 

(6)  Classification  Review  (Other)  ((X)378148  -  00378175). 

(7)  Classification  Review  (SOUTHCOM)  (00378646  -  00378649). 

c.  Accused’s  Personnel  Records. 

(1)  PFC  Bradley  E.  Manning’s  OMPF  (000001 16  -  00000164). 

(2)  PFC  Bradley  E.  Manning’s  ERB  (00000006). 

(3)  Security  Clearance  Documents. 

(a)  Batch  #1  (00015617  -  00015619). 

(b)  Batch  #2  (00022898  -  00022913). 

(c)  Batch  #3  (00022947  -  00022949). 

(d)  Batch  #4  (0003680 1  -  00036802). 

d.  Accused’s  Training. 

(1)  Advanced  Individual  Training  (AIT)  Training. 
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SUBJECT:  Requested  Evidence  List  for  Article  32  Investigation  -  United  States  v.  PFC  Bradley 
Manning 


(a)  Batch  #1(00001052  -  0001 1344). 

(b)  Batch  #2  (0001 1649  -  00012569). 

(2)  The  Accused’s  AIT  Corrective  Training  Slideshow  (00125314  -  00125316). 

(3)  The  Accused’s  Information  Assurance  Training. 

(a)  lA  Exam  (00375768-00375771). 

(b)  lA  Training  Requirement  (00375772). 

(c)  lA  Virtual  Training  (00375773). 

(d)  lA  Virtual  Training  #2  (00375774). 

(e)  Test  Results  (00022348). 

e.  Law  Enforcement  Investigations. 


(1)  CID  Case  File. 


(a) 

(b) 

(c) 

(d) 

(e) 

(f) 

(g) 

(h) 

(i) 
0) 


Batch  #1  (00000179- 
Batch  #2  (00000402  - 
Batch  #3  (00021364  - 
Batch  #4  (00026079  - 
Batch  #5  (00026356- 
Batch  #6  (00045302  - 
Batch  #7  (00375183- 
Batch  #8  (00378219  - 
Batch  #9  (00378626  - 
Batch  #10  (00407991 


00000376). 

00000411). 

00025526). 

00026082). 

00036786). 

00046073). 

00375724). 

00378623). 

00378645). 

-  00408088). 


(2)  CID  Forensic  Reports. 


(a)  10th  Mountain  Shares  (00046074  -  00046451). 

(b)  Army  Intelligence  Report  (00046452  -  00046566). 

(c)  CENTAUR  Logs  (00046567  -  00052616). 

(d)  CENTCOM  Server  (000526 1 7  -  000543 11). 

(e)  CIDNE  Files  (00054312  -  00054319). 

(0  Department  of  State  Files  (00054320  -  001 19042). 

(g)  SOUTHCOM  Comparison  (00375008  -  00375 1 15). 

(h)  Intelink  Logs  (00119043  -  00375129). 

(i)  Lamo  Chats  (00124107  -  00124282). 

(j)  Manning’s  Personal  Computer  (00124283  -  00125269). 

(k)  Manning’s  External  Hard  Drive  (00125270  -  00125318). 

(l)  Manning’s  SD  Card  (00125319  -  00199473). 

(m)  Computers  I48.I7.I72.II5  and  22.225.28.54  (00199474  -  00199485). 

(n)  SIPRNET  Computer  22.225.29.185  (00199486  -  00199493). 

(o)  SIPRNET  Computer  22.225.41.40  (00199494  -  00199510). 
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Manning 


(p)  Manning’s  CD  (00199511  -  00199523). 

(q)  NIPRNET  Computer  144.107.17.139  (00199524  -  00199555). 

(r)  NIPRNET  Computer  144.107.19  (00199556  -  0021 1019). 

(s)  NIPRNET  Computer  147.198.178.143  (0021 1020  -  0021 1027). 

(t)  SIPRNET  Computer  22.225.28.216  (0021 1028  -  0021 1036). 

(u)  SIPRNET  Computer  22.225.41.22  (0021 1037  -  00243945)  &  (00243882  - 
00374370). 

(v)  OGA  Documents  (00374371  -  00375007). 

f.  Military  Intelligence  Investigations. 

( 1 )  Investigation  #  1. 

(a)  Batch  #1  (00044865  -  00045301). 

(b)  Batch  #2  (00375 1 73  -  00375 1 82). 

(c)  Batch  #3  (00377582  -  00377625). 

(d)  Batch  #4  (00377748  -  00377844). 

(e)  Batch  #5  (00378203 -00378218). 

(2)  Investigation  #2. 

(a)  Batch  #1  (00375 130-00375172). 

(b)  Batch  #2  (00377573  -  00377581). 

(c)  Batch  #3  (00377736  -  00377747). 

(d)  Batch  #4  (00378177 -00378202). 

(3)  Investigation  #3  (00377676  -  00377735). 

g.  Administrative  Investigations. 

(1)  AR  380-5  Investigation  (00000663  -  00000771). 

(2)  USF-I  AR  15-6  Investigation  (00012721  -  00012903). 

(3)  SecArmy  AR  15-6  Investigation. 

(a)  Batch  #1  (00013162  -  00020152). 

(b)  Batch  #2  (00036787  -  00036788). 

h.  Enemy  Possession  of  WikiLeaks  Material. 

( 1 )  AI-Qa'ida  Recruiting  Video  (00408202  -  00408236). 

(2)  AI-Qa'ida  in  the  Arabian  Peninsula  Magazine  (00012570  -  0001271 1). 

(3)  Enemy  Number  1  Possession  Report.  See  Enclosure  2. 

(4)  Enemy  Number  2  Possession  Report.  See  Enclosure  2. 

i.  Miscellaneous  Documents. 


(1)  DCGS-A  Logon  Banner  (00376856  -  00376856). 

(2)  C3  Document  (00378141  -  00378147). 
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Manning 


j.  Common  References. 

( 1 )  United  States  Code. 

(a)  18  use  793(e). 

(b)  18  use  641. 

(c)  18  use  1030(a)(1). 

(2)  Executive  Orders. 

(a)  Executive  Order  12958. 

(b)  Executive  Order  13292. 

(c)  Executive  Order  13526. 

(3)  Regulations. 

(a)  AR  380-5  (00001408 -{XK)0171 8). 

(c)  AR  25-2  (00038974  -  00039076). 

(c)  CENTCOM  Regulation  25-206  (00016128  -  00016229). 

(4)  Public  Law  107-40,  The  Authorization  for  Use  of  Military  Force,  18  Sep  01. 

2.  If  necessary,  the  prosecution  may  request  you  consider  additional  evidence  which  is  relevant, 
and  not  cumulative,  to  the  investigation. 


2  Ends 

1.  Charged  Documents 

2.  Additional  Classified  Evidence 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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Appellate  Exhibit  14 
Enclosure  3  (Supplement) 
9  pages 
classified 
’’SECRET" 

ordered  sealed  for  Reason  2 
Military  Judge’s  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 


o 


UNITED  STATES  OF  AMERICA  ) 

)  Prosecution  Response 

V.  ) 

)  to  Defense  Motion  to 

Manning,  Bradley  E.  )  Compel  Depositions 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  8  March  2012 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 

RELIEF  SOUGHT 


The  prosecution  in  the  above  case  respectfully  requests  the  Court  deny  all  eight  of  the 
defense  requested  oral  depositions. 

BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 

As  the  moving  party,  the  defense  has  the  burden  of  persuasion  and  must  prove  any  factual 
issues  necessary  to  decide  this  motion  by  a  preponderance  of  the  evidence.  Rule  for  Courts- 
Martial  (RCM)  905(c). 


FACTS 


The  prosecution  does  not  dispute  defense  paragraph  3  or  4. 

The  prosecution  does  not  dispute  defense  paragraph  5. 

The  prosecution  disputes  defense  paragraph  6,  in  part.  The  following  is  the  prosecution’s 
recitation  of  the  same  basic  facts: 

On  2  December  2012,  both  the  prosecution  and  the  defense  submitted  their  witness  lists 
to  the  investigating  officer  (lO).  enclosures  2  and  3.  The  defense  witness  hst  contained  the 
names  of  seven  of  the  eight  witnesses  requested  in  this  Defense  Motion  to  Compel  Depositions. 
See  enclosure  3.  The  defense  listed  the  contact  information  for  all  but  two  of  the  requested 
witnesses — Mr.  Betz  and  Under  Secretary  Kennedy.  See  id  Mr.  Robert  Roland,  the  other 
witness  that  defense  claimed  they  did  not  have  the  contact  information  for,  was  not  on  the 
witness  list.  S^  id’  The  defense  gave  the  following  reasons  for  requesting  the  seven  witnesses 
at  the  Article  32: 

CPT  James  Kolky  -  “He  will  testify  about  his  classification  review  of  the  three  Apache 
gun  videos  that  were  sent  to  his  Division  by  FORSCOM.  Specifically,  he  will  testify  that  the 
videos  were  not  classified  at  the  time  of  their  alleged  release.  However,  he  will  testify  that  he 
believes  that  videos  should  have  been  classified.  He  will  testify  regarding  his  classification 
determination.”  See  enclosure  3. 


‘  The  10,  however,  made  a  determination  on  the  relevance  and  availability  of  all  eight  of  the  witnesses.  See 
enclosure  19. 


APPELLATE  EXHIBITJO^ 
Page___ofPBg«(s) 


o 
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RADM  Kevin  M.  Donegan  -  “RADM  Donegan  conducted  classification  reviews  on  two 
PowerPoint  slide  presentations  of  official  reports  originated  by  USCENTCOM.  The  PowerPoint 
presentations  are  the  subject  of  Specification  10  of  Charge  II.  RADM  Donegan  will  testify 
regarding  his  classification  determination  and  his  belief  of  the  impact  on  national  security  due  to 
the  release  of  the  information.”  enclosure  3. 

Mr.  Robert  E.  Betz  -  “Mr.  Betz  will  testify  about  his  classification  determination 
concerning  the  alleged  chat  logs  between  Mr.  Lamo  and  PFC  Bradley  Manning.  Specifically,  he 
will  testify  about  his  classification  assessment  of  information  discussed  in  the  alleged  chat  logs. 
Mr.  Betz  believes  the  limited  discussion  caused  "serious  damage"  to  national  security.”  See 
enclosure  3. 

LtGen  Robert  E.  Schmidle,  Jr.  -  “LtGen  Schmidle,  as  the  Original  Classification 
Authority  (OCA)  over  the  information  discussed  by  Mr.  Betz.  LtGen  Schmidle  will  testify  that 
he  concurs  with  the  classification  determination  and  impact  statements  made  by  Mr.  Betz.  The 
defense  would  like  to  question  him  regarding  his  declaration  and  the  basis  for  his  belief”  See 
enclosure  3. 

VADM  Robert  S.  Harward  -  “VADM  Harward  will  testify  concerning  his  classification 
review  and  classification  determination  concerning  the  CIDNE  Afghanistan  Events,  CIDNE  Iraq 
Events,  other  briefings  and  the  BE22  PAX.wmv  video.  Specifically,  VADM  Harward  will  testify 
concerning  his  classification  determination  and  his  belief  of  the  impact  on  national  security  from 
having  this  information  released  to  the  public.”  S^  enclosure  3. 

Under  Secretary  of  State  for  Management  Patrick  F.  Kennedy  -  “Mr.  Kennedy  will 
testify  concerning  his  review  of  the  disclosure  of  Department  of  State  Diplomatic  Cables  stored 
within  the  Net-Centric  Diplomacy  server  and  part  of  SIPDIS.  Mr.  Kennaiy  will  testify 
concerning  his  classification  determination  and  the  impact  of  the  release  of  the  information  on 
national  security.”  S^  enclosure  3. 

RADM  David  B.  Woods  -  “RADM  Woods  will  testify  concerning  his  review  of  the 
disclosure  of  five  documents,  totaling  twenty-two  pages.  RADM  Woods  will  testify,  concerning 
his  classification  determination  and  the  impact  of  the  release  of  the  information  on  national 
security.”  See  enclosure  3. 

On  2  December  2011,  the  prosecution  also  submitted  its  requested  evidence  list.  See 
enclosure  4.  The  list  was  supplemented  on  7  December  201 1 .  S^  enclosure  5.  The  evidence 
lists  contained  requests  for  the  10  to  consider  the  relevant  classification  reviews.  See  enclosures 
4  and  5.  The  elassification  reviews  were  sworn  under  penalty  of  perjury  lAW  28  U.S.C.  §  1 746. 
See  enclosures  6-11.  If  the  defense  had  not  objected,  the  lO  could  have  considered  the  sworn 
statements  regardless  of  whether  or  not  the  OCA  witnesses  were  going  to  testify.  S^  RCM 
405(g)(4)(A)(i). 

On  7  December  2011,  the  prosecution  responded  to  the  defense  witness  list,  objecting  to 
CPT  Kolky  because  his  testimony  was  not  relevant  to  the  Article  32  and  objecting  to  RADM 
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Donegan,  Mr.  Betz,  LtGen  Schmidle,  VADM  Harward,  Under  Secretary  Kennedy,  and  RADM 
Woods  because,  given  their  positions,  the  “difficulty,  expense,  delay,  and  effect  on  military 
operations”  of  obtaining  the  testimony  outweighs  its  significance.  Enclosure  12. 

On  8  December  2011,  the  defense  submitted  a  witness  justification  memorandum  to  the 
10  to  reply  to  the  prosecution’s  response  to  the  defense  witness  list.  See  enclosure  13.  The 
justification  provided  for  the  in-person  testimony  of  the  witnesses  was  that  “military  justice 
should  not  be  controlled  by  the  importance  of  your  duty  position”  and  the  defense  also  noted  that 
each  individual  took  the  time  to  provide  the  affidavits.  Id.  The  defense  further  objected  to  the 
consideration  of  the  statements  that  were  sworn  under  penalty  of  perjury  lAW  28  U.S.C.  §  1746, 
alleging  that  they  were  not  sworn.  Id.  The  defense  fiirther  alleged  that  to  be  under  penalty  of 
peijury,  a  statement  must  be  subscribed  and  signed  “in  a  judicial  proceeding  or  course  of 
justice.”  Id. 

The  prosecution  disputes  defense  paragraph  7,  only  in  that  the  statements  are  sworn 
statements  under  RCM  405(g)(4)(A)(ii)  as  they  were  properly  sworn  under  the  penalty  of  perjury 
lAW  28  U.S.C.  §  1746.  enclosures  6-11. 

The  prosecution  does  not  dispute  defense  paragraph  8.  enclosure  14  for  entire  email. 

The  prosecution  does  not  dispute  defense  paragraph  9. 

The  prosecution  disputes  defense  paragraph  10.  On  12  December  2011,  the  prosecution 
and  the  defense  had  a  conversation  with  the  lO  to  discuss  which  witnesses  would  be  produced, 
the  production  of  evidence,  and  a  defense  closure  motion.  See  enclosure  15.  After  the 
telephonic  meeting,  the  defense  emailed  the  lO  again  arguing  that  the  statements  made  under 
penalty  of  peijury  lAW  28  USC  §  1 746  were  not  sworn  statements.  enclosure  16. 

The  prosecution  does  not  dispute  defense  paragraph  1 1 .  enclosure  1 7  for  entire 

email. 


The  prosecution  disputes  defense  peiragraphs  12,  13,  and  14.  On  the  evening  of  12 
December  2011,  the  10  emailed  his  witness  list  for  the  investigation  to  the  parties  and  stated  in 
the  email  that  he  would  distribute  a  signed  witness  list  as  soon  as  possible.  See  enclosures  1 8 
and  19.  In  a  follow-up  email,  the  10  advised  that  “[he]  intend[ed]  to  ask  his  legal  advisor  for 
advice  on  whether  a  statement  under  penalty  of  perjury  should  be  considered  a  ‘sworn  statement’ 
that  can  be  considered  by  the  10  over  defense  objection  if  the  witness  is  not  reasonably 
available.”  enclosure  20.  The  defense  acknowledged  receiving  the  email  and  requested  “a 
ruling”  on  whether  the  witnesses  not  listed  were  “deemed  as  either  not  relevant,  cumulative,  or 
not  reasonably  available”  and  objected  to  those  determinations  under  RCM  405(g)(2)(D).  ^ 
enclosure  21 .  The  prosecution  joined  the  defense  in  its  request  to  annotate  for  the  record  which 
witnesses  were  deemed  not  relevant  and  which  witnesses  were  deemed  relevant  but  cumulative. 
See  enclosure  22.  The  prosecution  also  requested  to  call  the  unavailable  witnesses 
telephonically,  if  the  10  was  not  considering  their  sworn  statements.  Id 
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On  the  morning  of  1 3  December  2011,  the  10  responded  to  the  parties  with  the  requested 
clarification.  enclosure  23.  He  intended  the  reasonably  available  witnesses  to  be  produced 
for  in-person  testimony  and  intended  to  consider  an  alternative  form  of  testimony  for  the 
witnesses  listed  as  not  reasonably  available.  Id,  The  10  also  noted  that  he  intended  to  consider 
telephonic  testimony  from  all  the  witnesses  deemed  not  reasonably  available  except  the 
requested  witnesses  who  made  statements  under  penalty  of  perjury  regarding  classifications  as  he 
was  still  determining  whether  he  would  consider  the  written  statements.  Id,  On  1 3  December 
201 1 ,  the  10  sent  out  the  same  witness  list  with  the  office  symbol  corrected  and  stated  that  he 
could  provide  a  signed  copy  once  he  printed  the  document.  enclosures  24  and  25. 

On  the  morning  of  1 4  December  201 1 ,  the  prosecution  updated  the  10  on  the  availability 
of  witnesses  and  requested  reconsideration  on  the  determinations  of  several  witnesses  based  on 
the  updated  information.  enclosure  26.  As  the  10  had  not  yet  made  a  determination  on  the 
alternative  form  of  testimony  he  would  be  considering  from  RADM  Donegan,  Mr.  Betz,  LtGen 
Schmidle,  VADM  Harward,  Under  Secretary  Kennedy,  RADM  Woods,  and  Mr.  Roland,  the 
prosecution  provided  an  update  on  the  telephonic  availability  of  those  witnesses.  Id,  The 
defense  responded  and  again  requested  that  the  OCA  witnesses  testify  in  person.  enclosure 
27.  The  defense  also  objected  to  having  the  OCA  witnesses  testify  by  telephone  and  informed 
the  10  that  the  defense  intended  to  discuss  classified  information  with  the  witnesses.  Id,  The 
prosecution  replied  that  telephonic  testimony,  if  available,  should  suffice  given  the  declarations 
and  the  irrelevant  basis  for  the  defense’s  request.  See  enclosure  28.  The  prosecution  stated  that 
it  could  provide  secure  phone  lines  for  classified  conversation  if  necessary.  Id,  The  prosecution 
joined  the  defense  in  requesting  a  list  of  the  evidence  that  the  10  was  going  to  consider.  Id, 

On  14  December  201 1 ,  the  10  distributed  an  evidence  list  noting  the  defense  objections 
to  prosecution-requested  evidence,  as  well  as  an  evidence  list  of  only  the  evidence  that  the  10 
was  going  to  consider.^  See  enclosures  29,  30,  and  3 1 .  The  10  determined  that  he  would 
consider  the  statements  given  under  penalty  of  perjury  by  the  witnesses  discussing  the 
classification  of  documents,  as  they  qualified  as  sworn  statements  under  MRE  405(g)(4)(B).^ 

See  enclosures  29  and  30.  This  was  in  accordance  with  advice  from  the  lO’s  legal  advisor.  Id, 

On  14  December  2011,  the  10  distributed  his  statement  of  reasons  for  his  defense  witness 
determinations.  See  enclosure  33  and  34.  The  10  determined  that  CPT  Kolky  was  irrelevant  and 
thus  not  going  to  be  called  as  a  witness  because  “his  expected  testimony  is  not  relevant  to  the 
form  of  the  charges,  the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an 
informed  recommendation  as  to  disposition.”  Enclosure  34.  The  10  determined  RADM 
Donegan,  Mr.  Betz,  LtGen  Schmidle,  VADM  Harward,  Under  Secretary  Kennedy,  and  RADM 
Woods  were  not  reasonably  available  because,  in  general,  the  significance  of  the  expected 
testimony  with  respect  to  his  classification  determinations  does  not  outweigh  the  difficulty, 
expense,  and/or  effect  on  military  operations  of  obtaining  the  individual’s  presence  at  the 
investigation.  Enclosure  34;  see  II.  A.  below  for  a  more  in-depth  discussion.  The  10  did  not  give 


^  The  lO’s  determinations  as  to  defense  requested  evidence  was  distributed  the  following  day.  See  enclosure  39. 

^  The  lO  also  articulated  this  determination  in  his  report  (s^  enclosure  1,  page  49)  and  on  the  record  enclosure 
32).  The  10  repeatedly  discussed  RCM  405  and  its  application  in  making  proper  determinations  of  not  only 
alternatives  to  testimony,  but  as  to  determinations  of  relevance  and  availability  of  witnesses.  Sm  enclosure  32. 
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his  reason  for  determining  Mr.  Robert  Roland  was  unavailable.  enclosure  34.  He  was  not 
requested  as  a  defense  witness  for  the  Article  32.  See  enclosure  3. 

In  that  same  email,  the  10  specified  the  format  of  the  alternative  form  of  testimony  he 
would  receive  from  the  witnesses  deemed  not  reasonably  available.  See  enclosure  33.  The 
determinations  regarding  the  relevance  and  availability  of  CPT  Kolky,  RADM  Kevin  Donegan, 
Mr.  Robert  Betz,  LtGen  Robert  Schmidle,  Jr.,  VADM  Robert  Harward,  Under  Secretary  of  State 
for  Management  Patrick  Kennedy,  RADM  David  Woods,  and  Mr.  Robert  Roland"*  had  not 
changed  from  the  12  December  201 1  list.  See  enclosures  33  and  34. 

Based  on  subsequent  objections  and  requests  from  both  parties,  the  list  underwent 
revisions  (see  enclosures  35,  36,  and  37)  and  the  final  list  was  memorialized  on  17  December 
201 1 .  S^  enclosure  38.  None  of  the  determinations  regarding  the  relevance  and  availability  of 
the  eight  deposition  requested  witnesses  changed.  See  enclosures  19,  25,  33-38.  The  10 
considered  the  sworn  statements  of  RADM  Kevin  Donegan,  Mr.  Robert  Betz,  LtGen  Robert 
Schmidle,  Jr.,  VADM  Robert  Harward,  Under  Secretary  of  State  for  Management  Patrick 
Kennedy,  RADM  David  Woods,  and  Mr.  Robert  Roland  and  did  ultimately  recommend  that  all 
charges  be  referred  to  a  general  court-martial.  S^  enclosure  1 . 

The  prosecution  does  not  dispute  defense  paragraphs  15-22. 

On  29  February  2012,  the  government  obtained  and  forwarded  to  the  defense  the  point  of 
contact  for  Mr.  Betz,  one  of  the  three  requested  individuals  for  whom  the  defense  has  not  been 
able  to  ascertain  contact  information.  See  enclosure  40. 

WITNESSES/EVIDENCE 

1 .  Article  32  Report,  DA  Form  457,  1 1  Jan  12 

2.  Government  Witness  List,  2  Dec  1 1 

3.  Defense  Witness  List,  2  Dec  1 1 

4.  Government  Evidence  List,  2  Dec  1 1 

5.  Government  Additional  Requested  Evidence  List,  7  Dec  1 1 

6.  Classification  Review,  RADM  Donegan 

7.  Classification  Review,  Mr.  Betz  &  LtGen  Schmidle 

8.  Classification  Review,  VADM  Harward 

9.  Classification  Review,  Under  Secretary  Kennedy 

10.  Classification  Review,  RADM  Woods 

1 1 .  Classification  Review,  Mr.  Roland  (See  classified  enclosure) 

12.  Government  Response  to  Defense  Witness  List,  7  Dec  1 1 

13.  Defense  Witness  Justification,  8  Dec  1 1 

14.  Government  Email  Response  to  Defense  Witness  Justification,  8  Dec  1 1 

15.  Defense  Email  Re:  Pre-32  Conference  with  10,  1 1  Dec  1 1 

16.  Defense  Email  Re:  28  USC  §  1746,  12  Dec  11 

17.  Government  Response  Email  Re:  28  USC  §  1746,  12  Dec  1 1 

18.  10  Email  with  Original  Witness  List,  12  Dec  1 1 


*  The  10  referred  to  him  as  the  person  subscribing  bates  numbers  00378148-00378175  and  00410623-00410634. 
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19.  10  Original  Witness  List,  12  Dec  1 1 

20.  10  Follow-up  Email  Re;  Witness  List,  12  Dec  1 1 

21.  Defense  Email  Re:  lO  Witness  List,  12  Dec  1 1 

22.  Government  Email  Re:  10  Witness  List,  12  Dec  1 1 

23.  10  Response  to  Parties  Emails  Re:  10  Witness  List,  13  Dec  1 1 

24.  10  Email  with  Witness  List  (Revised  Office  Symbol),  13  Dec  1 1 

25.  10  Witness  List  (Revised  Office  Symbol),  13  Dec  1 1 

26.  Government  Email  Re:  Update  on  Witness  Availability,  14  Dec  1 1 

27.  Defense  Response  to  Email  Re:  Update  on  Witness  Availability,  14  Dec  1 1 

28.  Goverrunent  Email  Re:  Witness  Relevance  and  Availability,  14  Dec  1 1 

29.  lO  Email  Re;  28  USC  §  1746, 14  Dec  1 1 

30.  Government  Evidence  List  with  Defense  Objections,  14  Dec  1 1 

31.  10  Article  32  Evidence  List,  14  Dec  1 1 

32.  Article  32  Transcript,  Select  Portions 

33.  10  Email  with  Alternative  Forms  of  Testimony,  14  Dec  1 1 

34.  lO  Determinations  as  to  Defense  Witnesses,  14  Dec  1 1 

35.  10  Email  Re;  Evidence  and  Witness  Determinations,  1 5  Dec  1 1 

36.  10  Determinations  as  to  Defense  Witnesses,  15  Dec  1 1 

37.  lO  Determinations  as  to  Defense  Witnesses,  16  Dec  1 1 

38.  10  Determinations  as  to  Defense  Witnesses,  17  Dec  1 1 

39.  10  Determinations  as  to  Defense  Requested  Evidence,  1 5  Dec  1 1 

40.  Government  Email  Re:  POC  for  Mr.  Betz,  29  Feb  12 

LEGAL  AUTHORITY  AND  ARGUMENT 

The  defense  alleges  that  they  should  be  allowed  to  depose  the  eight  named  witnesses 
because  the  denial  of  the  defense  request  for  the  witnesses  to  appear  in  person  at  the  Article  32 
investigation  (hereinafter  "investigation")  was  improper  and  the  Government  impeded  the 
defense’s  access  to  the  witnesses. 

Specifically,  the  defense  objects  to  the  determination  that  CPT  Kolky  was  not  relevant 
and  that  RADM  Donegan,  Mr.  Betz,  LtGen  Schmidle,  VADM  Harward,  Under  Secretary 
Kennedy,  RADM  Woods,  and  Mr.  Roland  were  determined  not  reasonably  available.  The 
defense  improperly  characterizes  all  the  witnesses  as  original  classification  authority  witnesses 
(OCAs),  which  is  not  accurate.  Only  six  of  the  eight  witnesses,  however,  are  actually  OCAs. 

As  background,  information  may  be  originally  classified  only  if  done  so  by  an  original 
classification  authority.  Exec.  Order  No.  13,526  §  1.1(a),  75  Fed.  Reg.  707  (Dec.  29,  2009). 
Additionally,  the  information  must  be  owned  by,  produced  by  or  for,  or  under  the  control  of  the 
United  States  Government  and  must  fall  within  one  or  more  of  the  categories  of  following 
categories:  military  plans,  weapons  systems,  or  operations;  foreign  government  information; 
intelligence  activities  (including  covert  action),  intelligence  sources  or  methods,  or  cryptology; 
foreign  relations  or  fijreign  activities  of  the  United  States,  including  confidential  sources; 
scientific,  technological,  or  economic  matters  relating  to  the  national  security;  United  States 
Government  programs  for  safeguarding  nuclear  materials  or  facilities;  vulnerabilities  or 
capabilities  of  systems,  installations,  infrastructures,  projects,  plans,  or  protection  services 
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relating  to  the  national  security;  or  the  development,  production,  or  use  of  weapons  of  mass 
destructioa  Exec.  Order  No.  13,526  §§  1.1(a),  1.4{a)-(h).  Finally,  the  OCA  must  determine 
that  the  unauthorized  disclosure  of  the  information  reasonably  could  be  expected  to  result  in 
damage  to  the  national  security  and  be  able  to  identify  or  describe  the  expected  damage.  Exec. 
Order  No.  13,526  §  1.1(a). 

OCAs  make  their  classification  designations  based  on  their  authority  under  Executive 
Order  13,526,  Classified  National  Security  Information  (signed  by  President  Barack  Obama  on 
29  December  2009)  or  for  materials  classified  prior  to  27  June  2010  on  Executive  Order  12,958 
(signed  by  President  Clinton  on  17  April  1995  and  amended  by  Executive  Order  13,292  signed 
by  President  Bush  on  25  March  2003),  as  well  as  relevant  classification  guides. 

The  authority  to  classify  information  is  limited  to  (1)  the  President  and  the  Vice 
President;  (2)  agency  heads  and  officials  designated  by  the  President;  and  (3)  United  States 
Government  officials  delegated  this  authority  pursuant  to  paragraph  (c)  of  this  section.  Exec. 
Order  13,526  §  1.3(a). 

The  President  delegated  the  authority  to  make  classification  determinations  to  heads  of 
select  agencies  and  it  remains  an  Executive  function.  Department  of  Navy  v.  Egan.  484  U.S. 

518,  527  (1988)  (‘The  authority  to  protect  [classified]  information  falls  on  the  President  as  head 
of  the  Executive  Branch  and  as  Commander  in  Chief”).  The  authority  has  been  held  in  the 
relevant  agencies  because  they  have  the  expertise  to  review  the  information  and  determine  the 
potential  impact  the  release  of  that  information  would  have  on  the  United  States  as  well  as  who 
can  have  access  to  that  information.  Id;  see,  e.g..  CIA  v.  Sims.  471  U.S.  159,  176  (1985)  (“[A] 
court’s  decision  whether  an  intelligence  source  will  be  harmed  if  his  identity  is  revealed  will 
often  require  complex  political,  historical,  and  psychological  judgments. . . .  There  is  no  reason 
for  a  potential  intelligence  source,  whose  welfare  and  safety  may  be  at  stake,  to  have  great 
confidence  in  the  ability  of  the  judges  to  make  those  judgments  correctly.”) . 

Once  an  OCA  has  made  a  classification  determination  it  is  presumed  proper  and  it  is  not 
the  province  of  the  court  to  question  these  determinations.  See  United  States  v.  Smith.  750  F.2d 
1215, 1217  (4th  Cir.  1984)  (“[Tjhe  government . . .  may  determine  what  information  is 
classified.  A  defendant  cannot  challenge  this  classification.  A  court  carmot  question  it.”), 
vacated  and  remanded  on  other  grounds.  780  F.2d  1102  (4th  Cir.  1985);  see  also  United  States  v. 
Rosen.  487  F.  Supp.  2d  703,  717  (E.D.  Va.  2007)  (“Of  course,  classification  decisions  are  for  the 
Executive  Branch  . . . .”).  The  decision  of  the  owner  of  the  information  must  be  given  great 
deference.  Sims.  471  U.S.  at  176  (‘The  decisions  of  the  Director,  who  must  of  course  be 
familiar  with  ‘the  whole  picture,’  as  judges  are  not,  are  worthy  of  great  deference  given  the 
magnitude  of  the  national  security  interests  and  potential  risks  at  stake.”). 

Defense  repeatedly  conflates  damage  and  potential  impact  on  security.  The  two  topics 
are  distinct — actual  damage  caused  by  the  conqjromise  of  classified  information  is  not  the  same 
as  the  damage  that  could  reasonably  be  expected  to  be  caused  by  the  compromise  of  classified 
information.  Exec.  Order  No.  13,526  §  1.2(a).  The  OCAs  determine  the  latter  and  their 
determinations  carmot  be  challenged  in  court.  They  are  the  experts  on  the  particular  information 
that  they  classify. 
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I.  THERE  IS  NO  EVIDENCE  THAT  ANY  REQUESTED  POTENTIAL  WITNESS 

WILL  NOT  BE  AVAILABLE  FOR  TRIAL. 

RCM  702  permits  a  deposition  to  be  ordered  when,  due  to  exceptional  circumstances  of 
the  case,  it  is  in  the  interest  of  justice  that  the  testimony  of  a  prospective  witness  be  taken  and 
preserved  for  use  at  the  Article  32  investigation  or  at  the  court-martial.  RCM  702(a).  A 
convening  authority  or  military  judge  may  deny  depositions  only  for  good  cause.  RCM  702(b) 
and  RCM  702(c)(3)(A).  “[T]he  primary  purpose  of  this  rule  is  to  preserve  the  testimony  of 
unavailable  witnesses  for  use  at  trial.”  Analysis  of  RCM  702(a).  As  such,  examples  of  good 
cause  for  denial  include  “failure  to  show  the  probable  relevance  of  the  witness’  testimony;”  “that 
the  witness’  testimony  would  be  unnecessary”;  or  that  “the  witness  is  or  will  be  available  for  trial 
...  in  the  absence  of  unusual  circumstances.”  RCM  702(c)(3)(A)  discussion. 

There  is  no  evidence  that  any  of  the  requested  witnesses  will  not  be  available  for  trial  if 
they  are  determined  relevant,  and  the  defense  does  not  argue  that  the  witnesses  will  not  be 
available  at  trial.  The  defense  argument  hinges  upon  the  presence  of  unusual  circumstances. 

II.  THERE  ARE  NO  UNUSUAL  CIRCUMSTANCES  PRESENT  THAT  REQUIRE 

DEPOSITIONS. 

The  defense  claims  that  unusual  circumstances  exist  in  the  case  at  bar  which  require 
depositions;  specifically,  that  one  of  the  witnesses  requested  at  the  Article  32  was  improperly 
denied  as  irrelevant  and  seven  of  the  potential  witnesses  were  improperly  deemed  unavailable  at 
the  Article  32  by  the  10.  Defense  Motion  to  Compel  Depositions  [hereinafter  “Defense 
Motion”].  The  defense  further  alleges  that  the  prosecution  has  improperly  impeded  access  to 
three  of  the  eight  requested  individuals.  Defense  Motion. 

Unusual  circumstances  that  could  enable  defense  to  conduct  a  deposition  regardless  of 
the  witness’s  availability  at  trial  include  the  following:  “improper  denial  of  a  witness  request  at 
an  Article  32  hearing,  unavailability  of  an  essential  witness  at  an  Article  32  hearing,  or  when  the 
Government  has  improperly  impeded  defense  access  to  a  witness.”  RCM  702(c)(3)(A) 
discussion. 

None  of  these  unusual  circumstances  exist  in  this  case.  The  prosecution  will  first  address 
the  defense’s  Article  32  arguments,  specifically  looking  at  the  lO’s  determinations  regarding 
relevance  and  availability  of  the  eight  witnesses,  and  then  the  defense’s  argument  that  the 
prosecution  has  improperly  impeded  the  defense’s  access  to  three  witnesses. 

A.  The  IQ’s  Determinations  were  Proper 

The  10  determines  which  witnesses  will  give  testimony  that  is  relevant  to  the 
investigation  and  not  cumulative,  as  well  as  the  availability  of  witnesses.  RCM  405(g)(1)(A)  and 
RCM  405(g)(2).  “A  witness  is  ‘reasonably  available’  when  the  witness  is  located  within  100 
miles  of . . .  the  investigation  and  the  significance  of  the  testimony  and  personal  appearance  of 
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the  witness  outweighs  the  difficulty,  expense,  delay,  and  effect  on  military  operations  of 
obtaining  the  witness’  appearance.”  RCM  405(g)(1)(A). 

While  personal  appearance  is  preferred,  “the  investigating  officer  should  consider 
whether,  in  light  of  the  probable  importance  of  a  witness’  testimony,  an  alternative  to  testimony 
under  subsection  (g)(4)(A)  of  this  rule  would  be  sufficient.”  RCM  405(g)(1)(B)  discussion.  The 
investigating  officer  is  in  the  best  position  to  determine  the  need  to  produce  a  particular  witness. 
Analysis  of  RCM  405(g).  The  10  performs  a  balancing  test  of  the  potential  significance  of  the 
witness  weighed  against  such  factors  as  cost,  difficulty,  and  delay.  Id;  see  also  United  States  v. 
Ledbetter.  2  M.J.  37,  44  (CMA  1976). 

To  support  its  proposition,  the  defense  cites  cases  that  deal  with  allegedly  defective 
Article  32s,  where  the  defense  has  asked  to  reopen  the  Article  32  and  a  deposition  is  a  remedy 
suggested  by  the  court.  ^ 

In  United  States  v.  Chestnut,  the  Court  of  Military  Appeals  found  that  the  trial  judge 
should  have  reopened  the  Article  32  investigation  where  the  lO  chose  to  rely  on  the  sworn 
statement  of  the  victim  in  a  rape  case  and  determined  that  the  victim  was  not  available  because 
she  was  a  civilian  who  was  enployed  50  miles  away.  2  M.J.  at  85.  The  court  not  only  relied  on 
the  fact  that  the  unavailable  witness  was  “the  prosecutrix”  but  also  that  the  10  never  asked  her 
whether  or  not  she  would  appear,  and  she  had  appeared  at  the  air  base  where  the  Article  32 
occurred  on  two  separate  occasions  and  had  written  in  her  sworn  statement  that  she  would  be 
available  for  any  court-martial.  Id. 

In  United  States  v.  Ledbetter,  the  Court  of  Military  Appeals  found  that  it  was  error  to 
deny  the  accused’s  request  for  the  presence  of  the  government’s  “key  witness”  at  the  Article  32 
investigation  and  a  new  Article  32  was  ordered.  2  M.J.  at  43.  The  witness  provided  the 
information  that  led  investigators  to  the  Accused  and  provided  the  only  direct  evidence  at  trial  on 
the  Accused’s  participation  in  the  charged  larcenies.  Id.  Although  the  witness  PCS’ed  to 
Thailand  two  weeks  before  the  Article  32,  the  Court  stated  that  “[t]he  significance  of  the  witness’ 
testimony  must  be  weighed  against  the  relative  difficulty  and  expense  of  obtaining  the  witness’ 
presence  at  the  investigation.”  Id.  at  44.  Furthermore,  the  Court  noted  that  “there  was  no 
showing  that  military  exigencies  or  other  extraordinary  circumstances  warranted  excusal  of  the 
witness,  who  was  subject  to  military  orders.”  Id;  see  also  United  States  v.  Cumberledge.  6  M.J. 
203,  206  n.l3  (CMA  1979)  (the  Court  mentions  but  does  not  order  depositions  as  a  potential 
remedy  where  the  Government  deliberately  blocked  access  to  the  two  key  witnesses  for  the 
charges  against  the  accused). 

United  States  v.  Cabrera-Frattini.  65  M.J.  950,  952-53  (N.M.C.C.A.  2008)  simply 
references  a  lower  court  ordering  the  deposition  of  the  victim  who  was  not  available  at  the 
Article  32  after  the  defense  had  request^  a  new  Article  32  and  the  Court  determined  that  the 
investigation  was  conducted  in  substantial  compliance  with  RCM  405. 


^  The  standard  of  review  to  reopen  an  Article  32  is  if  an  accused  has  been  deprived  of  a  substantial  pretrial  right  on 
timely  objection,  without  regard  to  whether  such  enforcement  will  benefit  him  at  trial.  United  States  v.  Chuculate.  5 
M.J.  143,  145  (CMA  1978)  (citing  United  States  v.  Mickel  26  C.M.R.  104,  107  (1958)).  This,  however,  is  not  a 
request  to  reopen  an  Article  32. 
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None  of  the  cases  are  factual  on  point,  in  that  none  of  them  deal  with  a  deposition  being 
requested  apart  from  a  request  to  reopen  an  Article  32,  and  all  of  them  involve  determinations 
regarding  essential  witnesses.  Unlike  the  above  cases,  the  defense  requested  deposition 
witnesses  are  not  essential  to  the  case  at  bar,  they  do  have  exigencies  that  prevent  them  from 
being  readily  available,  their  credibility  is  not  in  issue  in  that  their  classification  determinations 
cannot  be  questioned  in  court  so  their  in-person  testimony  is  not  necessary,  and  the  defense 
already  has  the  substance  of  their  testimony  in  sworn  declarations. 

The  defense-cited  cases  are  conceptually  on  point  in  that  all  use  a  balancing  test  to 
determine  whether  or  not  the  witness  should  have  produced  for  in-person  testimony.  In  the  case 
at  bar,  the  balance  weighs  against  in-person  testimony  for  all  the  defense  requested  deposition 
witnesses. 

The  following  is  a  fact  specific  analysis  of  why  the  lO’s  determinations  regarding 
availability  and  relevance  were  proper. 

1.  The  Investigating  Officer’s  Denial  of  CPT  Kolky  as  Irrelevant  was 
Proper 


a.  10  Determination 

The  lO  made  detailed  findings  as  to  why  he  determined  CPT  Kolky’s  testimony  was  not 
relevant  to  the  investigation  in  the  following  written  determination: 

his  expected  testimony  is  not  relevant  to  the  form  of  the  charges,  the  truth 
of  the  charges,  or  information  as  may  be  necessary  to  make  an  informed 
recommendation  as  to  disposition;  specifically,  whether  three  Apache  gun 
videos  that  were  sent  to  his  Division  were  not  classified  at  the  time  of  their 
alleged  release  and  whether  they  should  have  been,  recognizing  that  the 
government  states  the  video  is  not  classified  and  does  not  allege  it  is 
classified,  is  not  relevant  to  a  determination  as  to  whether  PFC  Manning 
committed  the  charged  offenses  and  if  so,  what  the  disposition  of  those 
charges  should  be. 

Enclosure  34. 


b.  V alue  o  f  T estimony 

The  defense  failed  to  state  any  facts  that  make  CPT  Kolky’s  testimony  relevant.  The 
defense  proffered  CPT  Kolky’s  testimony  as  pertaining  to  his  “classification  review”  of  the 
Apache  videos;  specifically,  that  the  Apache  videos  were  not  classified,  but  CPT  Kolky  thought 
they  should  have  been.  Enclosure  3.  The  Apache  video  was  not  classified,  and  the  prosecution 
does  not  allege  otherwise  and  did  not  allege  otherwise  at  the  time  of  the  Article  32.  CPT 
Kolky’s  testimony  on  the  subject,  therefore,  would  address  no  fact  at  issue.  Furthermore,  CPT 
Kolky  is  not  and  never  was  an  OCA  who  could  offer  relevant  testimony  as  to  why  the  OCA 
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classified  information  in  a  particular  manner.  This  is  particularly  true  since  the  information  was 
not  classified.  Although  CPT  Kolky  prepared  an  opinion  on  the  classification  of  the  information, 
he  has  no  authority  under  Executive  Order  13,526  to  classify  any  information  or  to  offer 
anything  more  tlm  an  S2’s  opinion  on  whether  or  not  information  was  classified.  MRE 
401. 


Based  on  the  defense's  proffered  testimony  and  lO's  review  of  the  facts  of  the  case,  the  10 
did  not  err  in  determining  that  CPT  Kolky  had  no  relevant  testimony  to  offer  in  the  case  at  bar. 
The  defense  has  failed  to  show  any  probable  relevance  of  the  witness’  testimony  both  at  the 
Article  32  and  at  trial. 


2.  The  Investigating  Officer’s  Determinations  Regarding  Witness 
Availability  Were  Proper 

The  lO  determined  that  each  of  the  remaining  defense  requested  deposition  witnesses  was 
not  reasonable  available.  ^  enclosure  19.  Below  are  the  lO's  findings  for  six  of  the  seven 
witnesses,  discussed  separately  in  light  of  the  balancing  test  articulated  in  RCM  405(g)(1)(A). 
The  10  did  not  make  specific  findings  for  Mr.  Roland  beyond  the  determination  that  he  was  not 
reasonably  available  as  he  was  not  a  defense  requested  witness  at  the  Article  32.  For  the  other 
six  witnesses,  the  10  determined  that  the  difficulty,  expense,  and/or  effect  on  military  operations 
outweighed  the  significance  of  the  expected  testimony  of  each. 

a.  RADM  Kevin  Donegan 

i.  10  Determination 

The  10  made  detailed  findings  as  to  why  he  determined  RADM  Donegan  was  not 
reasonably  available.  The  lO  made  the  following  written  determination:  “he  is  not 
reasonably  available  because  while  his  testimony  is  relevant,  he  is  located  in  Florida  and 
is  CENTCOM’s  Director  of  Operations;  the  significance  of  his  expected  testimony  with 
respect  to  his  classification  determinations  concerning  the  two  PowerPoints  at  issue  does 
not  outweigh  the  difficulty,  expense,  and  effect  on  military  operations  of  obtaining  his 
presence  at  the  investigation.”  Enclosure  34. 

ii.  Value  of  Testimony 

The  in-hearing  testimony  of  RADM  Donegan,  while  relevant  to  two  records,  would  have 
had  minimal  evidentiary  value.  As  the  original  classification  authority  for  two  classified 
PowerPoint  slide  presentations  of  official  reports  [hereinafter  “PowerPoints”],  RADM  Donegan 
could  have  testifi^  that  the  PowerPoints  were  properly  classified,  that  they  were  classified  at  the 
level  charged,  and  why  the  PowerPoints  were  classified.  However,  the  Powerpoints  were 
marked  clearly  marked  with  the  relevant  classification  when  they  were  compromised  and  at  the 
time  of  the  Article  32  investigation.  Information  is  presumed  to  continue  to  meet  the 
classification  requirements  and  require  protection  unless  other  guidance  is  given  by  an  OCA. 
Exec.  Order  No.  13,526  §  3.1(d);  AR  380-5,  para.  3.2(b).  The  PowerPoints,  therefore,  were 
presumed  classified  regardless  of  whether  or  not  the  classification  review  was  completed. 
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iii.  Difficulty  of  Obtaining  T estimony 

RADM  Donegan  was  the  Director  of  Operations  for  USCENTCOM,  located  at  MacDill 
Air  Force  Base,  Florida,  and  was  responsible  for  planning,  organizing,  directing,  and  controlling 
joint  and  combined  military  operations  at  the  direction  of  the  Commander,  USCENTCOM.  See 
enclosure  6.  He  advised  the  Commander  on  all  matters  pertaining  to  the  strategic  and 
operational  employment  of  assigned  forces,  the  conduct  of  joint  and  combined  operations  and 
other  necessary  functions  of  the  command  required  to  accomplish  assigned  tasks  and  missions. 
Id.  Being  an  original  classification  authority  was  only  one  of  his  many  responsibilities. 

On  balance,  the  minimal  significance  of  RADM  Donegan’s  testimony  would  not  have 
outweighed  the  difficulty,  expense,  and  effect  on  military  operations  of  obtaining  his  physical 
presence  at  the  investigation.  This  was  especially  true  given  the  sworn  declaration  that  he 
provided  to  the  parties  contained  all  his  relevant  testimony,  and  his  classification  of  documents 
cannot  be  challenged  in  a  court  of  law.  The  10  did  not  err  in  his  determination. 

b.  Mr.  Robert  Betz 

i.  10  Determination 

The  10  made  detailed  findings  as  to  why  he  determined  Mr.  Betz  was  not 
reasonably  available.  The  10  made  the  following  written  determination;  “he  is  not 
reasonably  available  because  while  his  testimony  is  relevant,  he  is  CYBERCOM’s  Chief 
Classification  Advisory  Officer;  the  significance  of  his  expected  testimony  with  respect 
to  his  classification  determinations  concerning  the  alleged  chat  logs  between  Mr.  Lamo 
and  PFC  Manning  does  not  outweigh  the  effect  on  military  operations  of  obtaining  his 
presence  at  the  investigation.”  Enclosure  34. 

ii.  Value  of  Testimony 

The  in-hearing  testimony  of  the  Mr.  Betz  had  no  evidentiary  value.  Mr.  Betz 
drafted  a  classification  review  of  the  chat  logs  between  the  Accused  and  Mr.  Adrian 
Lamo  for  LtGen  Schmidle.  While  relevant  to  how  to  properly  handle  classified 
information  in  the  chat  logs,  which  were  not  marked  as  classified  when  made,  the  fact 
that  the  documents  were  classified  and  why  was  not  relevant  to  any  of  the  charges.  The 
Accused  was  not  charged  with  any  of  the  compromises  made  during  the  chats. 

iii.  Difficulty  of  Obtaining  Testimony 

Mr.  Betz  was  the  USCYBERCOM  Chief  Classification  Advisory  Officer,  located  at  Fort 
Meade,  Maryland,  and  was  responsible  for  supporting  and  advising  the  Commander  and  Deputy 
Commander  USCYBERCOM  as  the  command’s  senior  classification  expert.  enclosure  7. 
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On  balance,  the  significance  of  Mr.  Betz’s  testimony,  which  was  not  relevant  to  the 
charged  misconduct,  would  not  have  outweighed  the  effect  on  military  operations  of  obtaining 
his  physical  presence  at  the  investigation.  The  lO  did  not  err  in  his  determination. 

c.  LtGen  Robert  Schmidle,  Jr. 

i.  10  Determination 

The  lO  made  detailed  findings  as  to  why  he  determined  LtGen  Schmidle  was  not 
reasonably  available.  The  lO  made  the  following  written  determination:  “he  is  not 
reasonably  available  because  while  his  testimony  is  relevant,  he  is  CYBERCOM’s 
Deputy  Commander;  the  significance  of  his  expected  testimony  with  respect  to  his 
classification  determinations  concerning  the  alleged  chat  logs  between  Mr.  Lamo  and 
PFC  Manning  does  not  outweigh  the  effect  on  military  operations  of  obtaining  his 
presence  at  the  investigation.”  Enclosure  34. 

ii.  V  alue  o  f  T  estimony 

The  in-hearing  testimony  of  LtGen  Schmidle  had  no  evidentiary  value.  LtGen 
Schmidle,  as  the  OCA  for  the  chat  logs  of  the  Accused  and  Mr.  Lamo,  endorsed  the 
classification  review  drafted  by  Mr.  Betz.  While  relevant  to  how  to  properly  handle 
classified  information  in  the  chat  logs,  which  were  not  marked  as  classified  when  made, 
the  fact  that  the  documents  were  classified  and  why  was  not  relevant  to  any  of  the 
charges.  The  Accused  was  not  charged  with  any  of  the  compromises  made  during  the 
chats. 

iii.  Difficulty  of  Obtaining  Testimony 

LtGen  Schmidle  was  the  Deputy  Commander  USCYBERCOM,  located  at  Fort  Meade, 
Maryland.  S^  enclosure  7. 

On  balance,  the  significance  of  LtGen  Schmidle’ s  testimony,  which  was  not  relevant  to 
the  charged  misconduct,  would  not  have  outweighed  the  effect  on  military  operations  of 
obtaining  his  physical  presence  at  the  investigation,  given  his  position  as  Deputy  Commander 
USCYBERCOM.  The  lO  did  not  err  in  his  determination. 

d.  VADM  Robert  Harward 

i.  10  Determination 

The  10  made  detailed  findings  as  to  why  he  determined  VADM  Harward  was  not 
reasonably  available.  The  10  made  the  following  written  determination:  “he  is  not  reasonably 
available  because  while  his  testimony  is  relevant,  he  is  located  in  Florida  and  is  CENTCOM’s 
Deputy  Commander;  the  significance  of  his  expected  testimony  with  respect  to  his  classification 
determinations  concerning  the  CIDNE  Afghanistan  Events,  CIDNE  Iraq  Events,  other  briefings 
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and  the  BE22  PAX.wmv  video  does  not  outweigh  the  difficulty,  expense,  and  effect  on  military 
operations  of  obtaining  his  presence  at  the  investigation.”^  Enclosure  34. 

ii.  Value  of  Testimony 

The  in-hearing  testimony  of  VADM  Harward,  while  relevant  to  the  charged  documents, 
would  have  had  minimal  evidentiary  value.  As  the  original  classification  authority  for  the 
charged  CIDNE-A  records;  CIDNE-I  records;  "BE22  PAX.wmv";  and  records  relating  to  Farah 
Province,  Afghanistan,  VADM  Harward  could  have  testified  that  the  charged  information  was 
properly  classified,  that  the  information  was  classified  as  charged,  and  why  the  information  was 
classified.  The  CIDNE-A  records;  CIDNE-I  records;  and  records  relating  to  Farah  Province, 
Afghanistan,  which  were  charged  as  classified,  were  all  marked  with  the  appropriate 
classification  or  with  the  appropriate  color  of  the  classification.  This  was  when  they  were 
compromised  and  at  the  time  of  the  Article  32  investigation.  Information  is  presumed  to 
continue  to  meet  the  classification  requirements  and  require  protection  unless  other  guidance  is 
given  by  an  OCA.  Exec.  Order  No.  13,526  §  3.1(d);  AR  380-5,  para.  3.2(b).  All  the  documents 
were  charged  as  classified;  therefore,  were  presumed  classified  regardless  of  whether  or  not  the 
classification  review  was  completed. 

iii.  Difficulty  of  Obtaining  Testimony 

As  the  10  correctly  noted,  VADM  Harward  was  the  Deputy  Commander, 
USCENTCOM,  located  at  MacDill  Air  Force  Base,  Florida.  He  was  one  on  a  very  short  list  of 
individuals  specifically  delegated  Top  Secret  Original  Classification  Authority  by  the  Deputy 
Secretary  of  Defense  pursuant  to  Executive  Order  13,526.  See  enclosure  8.  Being  an  original 
classification  authority  was  only  one  of  his  many  responsibilities. 

On  balance,  the  minimal  significance  of  VADM  Harward’s  testimony  would  not  have 
outweighed  the  difficulty,  expense,  and  effect  on  military  operations  of  obtaining  his  physical 
presence  at  the  investigation.  This  was  especially  true  given  the  sworn  declaration  that  he 
provided  to  the  parties  contained  all  his  relevant  testimony,  and  his  classification  of  documents 
cannot  be  challenged  in  a  court  of  law.  The  10  did  not  err  in  his  determination. 

e.  Under  Secretary  of  State  for  Management  Patrick  Kennedy 
i.  10  Determination 

The  10  made  detailed  findings  as  to  why  he  determined  Under  Secretary  Kennedy  was 
not  reasonably  available.  The  10  made  the  following  written  determination:  “he  is  not 
reasonably  available  because  while  his  testimony  is  relevant,  he  is  Undersecretary  of  State  for 
Management;  the  significance  of  his  expected  testimony  with  respect  to  his  classification 


*  "CIDNE"  is  the  Combined  Information  Data  Network  Exchange  (hereinafter  "CIDNE-A"  or  "CIDNE-I").  CIDNE 
is  USCENTCOM’s  directed  reporting  tool  for  the  majority  of  operational  reporting  within  Afghanistan  and  Iraq.  It 
is  a  database  that  was  created  to  collect  and  analyze  critical  battlefield  data  to  provide  daily  operational  and 
intelligence  community  reporting  relevant  to  a  commander’s  daily  decision-marking  processes.  CIDNE®, 
http://www.issinc.com/programs/cidne.htmI  (last  visited  Mar.  8,  2012). 
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determinations  concerning  diplomatic  cables  does  not  outweigh  the  difficulty  of  obtaining  his 
presence  at  the  investigation.”  Enclosure  34. 

ii.  Value  of  Testimony 

The  in-hearing  testimony  of  Under  Secretary  Kennedy,  while  relevant  to  the  charged 
cables,  would  have  had  minimal  evidentiary  value.  As  the  OCA  for  the  classified  charged 
Department  of  State  cables,  Under  Secretary  Kennedy  would  have  testified  that  the  charged 
cables  were  properly  classified,  that  the  cables  were  classified  as  charged,  and  why  the  cables 
were  classified.  The  charged  cables  were  all  clearly  marked  with  the  appropriate  classification  at 
the  time  of  their  compromise  and  at  the  time  of  the  Article  32  investigation.  Information  is 
presumed  to  continue  to  meet  the  classification  requirements  and  require  protection  unless  other 
guidance  is  given  by  an  OCA.  Exec.  Order  No.  13,526  §  3.1(d);  AR  380-5,  para.  3.2(b).  The 
cables,  therefore,  were  presumed  classified  regardless  of  whether  or  not  the  classification  review 
was  completed. 


iii.  Difficulty  of  Obtaining  T estimony 

Under  Secretary  Kennedy  was  the  Under  Secretary  of  State  for  Management,  a 
Presidential  Appointee  requiring  Senate  Confirmation  who  reports  to  the  Secretary  of  State.  He 
was  responsible  for  the  activities  of  ten  bureaus  and  offices  that  are  responsible  fisr  management 
improvement  initiatives;  diplomatic  security  and  foreign  missions;  information  resources 
management;  support  services  for  domestic  and  overseas  operations;  consular  affairs;  human 
resources;  the  Foreign  Service  Institute;  overseas  buildings;  medical  services;  and  financial 
resources  management.  See  enclosure  9. 

On  balance,  the  minimal  significance  of  Under  Secretary  Kennedy’s  testimony  would  not 
have  outweighed  the  difficulty,  expense,  and  effect  on  military  operations  of  obtaining  his 
physical  presence  at  the  investigation.  This  was  especially  true  given  the  sworn  declaration  that 
he  provided  to  the  parties  contained  all  his  relevant  testimony,  and  his  classification  of 
documents  cannot  be  challenged  in  a  court  of  law.  The  10  did  not  err  in  his  determination. 

f.  RADM  David  Woods 

i.  10  Determination 

The  lO  made  detailed  findings  regarding  RADM  Woods  was  the  following:  “he  is  not 
reasonably  available  because  while  his  testimony  is  relevant,  he  is  Commander  of  the  Joint  Task 
Force-Guantanamo;  the  significance  of  his  expected  testimony  with  respect  to  his  classification 
determinations  concerning  the  documents  at  issue  does  not  outweigh  the  difficulty,  expense,  and 
effect  on  military  operations  of  obtaining  his  presence  at  the  investigation.”  Enclosure  34. 

ii.  Value  of  Testimony 

The  in-hearing  testimony  of  RADM  Woods,  while  relevant  to  classified  charged 
documents,  would  have  had  minimal  evidentiary  value.  As  the  original  classification  authority 
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for  the  charged  SOUTHCOM  records,  RADM  Woods  could  have  testified  that  the  charged 
records  were  properly  classified,  that  the  records  were  classified  as  charged,  and  why  the  records 
were  classified.  The  charged  records  were  all  clearly  marked  with  the  appropriate  classification 
when  they  were  compromised  and  at  the  time  of  the  Article  32  investigation.  Information  is 
presumed  to  continue  to  meet  the  classification  requirements  and  require  protection  unless  other 
guidance  is  given  by  an  OCA.  Exec.  Order  No.  13,526  §  3.1(d);  AR  380-5,  para.  3.2(b).  The 
records,  therefore,  were  presumed  classified  even  without  the  classification  review. 

iii.  Difficulty  of  Obtaining  T estimony 

As  the  lO  correctly  noted,  RADM  Woods  was  the  Commander,  JTF-GTMO,  located  in 
Guantanamo  Bay,  Cuba.  Being  an  original  classification  authority  was  only  one  of  his  many 
responsibilities .  enclosure  1 0. 

On  balance,  the  minimal  significance  of  RADM  Woods’s  testimony  would  not  have 
outweighed  the  difficulty,  expense,  and  effect  on  military  operations  of  obtaining  his  physical 
presence  at  the  investigation.  This  was  especially  true  given  the  sworn  declaration  that  he 
provided  to  the  parties  contained  all  his  relevant  testimony,  and  his  classification  of  documents 
cannot  be  challenged  in  a  court  of  law.  The  10  did  not  err  in  his  determination. 

g.  Mr.  Robert  Roland 

i.  10  Determination 

The  defense  did  not  request  Mr.  Roland  as  a  witness  at  the  Article  32.  enclosure  3. 
The  10,  therefore,  did  not  make  a  written  determination  for  Mr.  Roland  apart  fi-om  the  finding 
that  he  was  not  reasonably  available  and  that  the  10  would  consider  his  sworn  declaration. 

ii.  Value  of  Testimony 

See  classified  supplement. 


Difficulty  of  Obtaining  Testimony 


See  classified  supplement. 

The  lO  did  not  err  in  any  of  his  determinations.  The  Accused,  therefore,  was  denied  no 
substantial  pretrial  right. 

B.  The  Prosecution  has  Not  Improperly  Impeded  Defense  Access  to  Any  Witness. 

The  defense  claims  that  unusual  circumstances  exist  in  the  case  at  bar  which  require 
depositions;  specifically,  that  the  prosecution  has  improperly  impeded  access  to  three  of  the  eight 
requested  individuals.  See  Defense  Motion. 
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To  support  its  proposition,  the  defense  cites  United  States  v.  Cumberledge.  6  M.  J.  at  203 
and  United  States  v.  Killebrew,  9  MJ.  154  (C.M.A.  1980). 

In  Cumberledge.  the  Court  determined  that  although  the  government  had  not  produced 
“key”  witnesses,  and  the  SJA  had  blocked  access  to  the  witnesses  until  one  month  before  trial 
because  of  a  concern  for  their  safety,  there  was  no  prejudicial  denial  of  right  of  access  of 
witnesses  where  the  defense  was  able  to  interview  the  witnesses  at  length,  the  witnesses  had 
previously  testified  in  a  companion  case  to  virtually  the  same  information  and  defense  had  a 
transcript  of  the  testimony,  and  no  motion  for  a  continuance  was  made  to  allow  further  pretrial 
examination  of  witnesses.  6  M.J.  at  205-06.  The  Court  mentions  but  does  not  order  depositions. 
Id  at  206  n.  13. 

Similarly,  in  Killebrew.  the  Court  mentions,  but  does  not  order,  a  deposition  as  a 
possibility  when  the  government  deliberately  blocked  the  defense  counsel’s  access  to  a  potential 
witness  who  was  in  protective  custody.  9  M.J.  at  154.  The  defense  alleged  the  witness  could 
support  the  affirmative  defense  of  entrapment,  and  the  prosecution  admitted  that  they  may  call 
the  witness  in  rebuttal,  but  the  prosecution  still  would  not  allow  the  defense  to  meet  with  the 
witness  before  trial.  Id,  at  158.  The  Court  specifically  noted  that  typically  the  trial  counsel  need 
not  arrange  for  defense  interviews  of  witnesses;  however,  because  the  prosecution  moved  the 
witness  out  of  reach  of  the  defense,  and  the  defense  had  no  way  to  contact  the  witness,  unusioal 
circumstances  existed  in  which  the  prosecution  had  to  assist  the  defense  in  arranging  its  witness 
interview.  Id.  at  160. 

Neither  case  cited  by  defense  is  relevant  to  the  case  at  bar.  Firstly,  the  request  is 
premature.  The  defense  requested  individuals  were  found  not  reasonably  available  at  the  Article 
32  and  have  not  been  named  as  witnesses  for  trial.  The  prosecution  will  provide  defense  counsel 
with  timely  and  meaningful  access  to  all  trial  witnesses  as  the  prosecution  did  at  the  Article  32. 

Secondly,  the  prosecution  has  not  impeded  the  defense  access  to  the  requested  witnesses. 
Unlike,  Killebrew.  the  prosecution  has  not  moved  witnesses  to  a  location  where  only  the 
prosecution  can  access  them.  The  Defense  Article  32  Witness  List,  dated  2  December  201 1 , 
listed  the  contact  information  for  all  but  three  of  the  witnesses  for  whom  defense  is  requesting. 
See  enclosure  3.  As  for  the  three  remaining  witnesses  for  whom  the  defense  has  not  been  able  to 
ascertain  contact  information,  just  the  opposite  is  true.  Since  the  defense  alleged  that  the  three 
individuals  could  be  potential  defense  witnesses,  the  prosecution  has  worked  with  the  relevant 
agencies  to  ascertain  contact  information.  In  fact,  on  29  February  2012,  the  government  was 
able  to  obtain  and  forward  to  the  defense  the  point  of  contact  for  one  of  the  three  requested 
individuals.  The  requested  contact  information  requires  coordination  with  other  individuals,  as 
the  potential  witnesses  are  in  highly  demanding  positions  of  authority  in  the  U.S.  Government. 

Finally,  the  witnesses  are  not  essential  to  the  prosecution’s  case  and  the  prosecution 
produced  the  witness’s  sworn  statements  which  document  the  substance  of  their  potential 
testimony.  The  defense  has  also  not  articulated  a  reason  as  to  why  the  witnesses  are  even 
relevant  to  its  case. 
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CONCLUSION 


Since  no  evidence  exists  that  the  defense  requested  deposition  witnesses  will  not  be 
available  for  trial,  and  no  unusual  circumstances  exist,  including  improper  Article  32 
determinations  or  prosecution  impeding  access  to  witnesses,  there  is  no  reason  to  conduct  a 
deposition.  All  the  defense  deposition  requests,  therefore,  should  be  denied. 


ANGEL  M.  OVERGAARD 
CPT,  JA 
Trial  Counsel 


1  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Defense  Counsel, 
via  electronic  mail,  on  8  March  2012. 


ANGEL  M.  m^RGAARD 
CPT,  JA 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  1 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 


APPET  J.ATF.  FA-HIBIT 

Pw  Of  Paj«<» ) 

UNCLASSIFIED  (sl^RET/ZORCON/NOFORN  WITH  S^EXHIBIT  65  Ends) 


INVESTIGATING  OFFICER’S  REPORT 

(Of  Charges  Under  Article  32,  UCMJ  and  R.C.M.  405,  Manual  for  Courts-Martial) 

la.  FROM:  (Namt  of  frtvtstlgating  Officer  - 

Aan;  First,  MI) 

Alznanza,  Paul  R. 

b.  GRADE 

0-5 

c,  organization 

150th  Legal  Support  Detachment  (LSO) 

d.  DATE  OF  REPORT 

11  Jan  2012 

2a.  TO:  (Name  of  Oficer  who  directed  the 

invesligtuion  -  last.  First.  Ml) 

Cof&nan,  Carl  R.,  Jr. 

b.  TTILE 

Commander 

c.  ORGANIZATION 

U.S.  Army  Garrison 

Joint  Base  Myer-Henderson  Hall,  Fort  Myer,  VA  222 1 1 

3a.  NAME  OF  ACCUSED  (Last.  First  Ml) 

Manning,  Bradley  E. 

b.  GRADE 

E-3 

c.  SSN 

d.  ORGANIZATION 

HHC,  USAG,  JB  Myer-Hen.  Hall 

e.  DATE  OF  CHARGES 

1  March  2011 

(Check  appropriate  answer) 

YES 

NO 

4.  IN  ACCORDANCE  WITH  ARTICLE  32,  UCMJ,  AND  R.C.M.  405,  MANUAL  FOR  COURTS-MARTIAL, 

1  HAVE  INVESTIGATED  THE  CHARGES  APPENDED  HERETO  (ExhlbH  1) 

X 

5.  THE  ACCUSED  WAS  REPRESENTED  BY  COUNSEL  (If  not  see  9  below) 

X 

6.  COUNSEL  WHO  REPRESENTED  THE  ACCUSED  WAS  QUALIFIED  UNDER  R.C.M.  405(d)  (2),  502(d) 

X 

Ta.  NAMg  OF  OeFENSe  counsel  (Last  First.  MI) 

Coombs,  David  E. 

b.  GRADE 

CIV 

NAME  OF  ASSISTANT  DEFENSE  COUNSEL  (If  any) 

Kemkes,  Matthew  J. 

b. 

O 

koE 

-4 

C.  ORGANIZATION  (7/^Rpn)pri«^i 

C  OfKsANIZATlON 

U.S.  Army  Trial  Defense  Service,  Atlantic  Region 

d.  ADDRESS  (If  appropriate) 

1 1  South  Angell  St,  Suite  317 

Providence.  RI  02906 

d.  ADDRESS  (TCqRpropriofe; 

229  Forrest  Circle 

FottMyer,VA  22211 

9.  (To  be  signed  by  accused  if  accused  waives  counsel.  If  accused  does  not  sign,  investigating  officer  will  explain  in  detail  in  Item  21.) 

a  PLACE 

lb.  DATE 

1  HAVE  BEEN  INFORMED  OF  MY  RIGHT  TO  BE  REPRESENTED  IN  THIS  INVESTIGATION  BY  COUNSEL,  INCLUDING  MY  RIGHT  TO 

CIVILIAN  OR  MILITARY  COUNSEL  OF  MY  CHOICE  IF  REASONABLY  AVAILABLE.  1  WAIVE  MY  RIGHT  TO  COUNSEL  IN  IBIS  INVESTIGATION. 

c.  SKSNATUREOFAWuSeo 

10.  AT  THE  BEGINNING  OF  THE  INVESTIGATION  1  INFORMED  THE  ACCUSED  OF:  (Check  appropriate  answer) 

YES 

NO 

a.  THE  CHARGE(S)  UNDER  INVESTIGATION 

X 

b.  THE  IDENTITY  OF  THE  ACCUSER 

X 

c.  THE  RIGHT  AGAINST  SELF-INCRIMINATION  UNDER  ARTICLE  31 

X 

d.  THE  PURPOSE  OF  THE  INVESTIGATION 

X 

e.  THE  RIGHT  TO  BE  PRESENT  THROUGHOUT  THE  TAKING  OF  EVIDENCE 

X 

f  THE  WITNESSES  AND  OTHER  EVIDENCE  KNOWN  TO  ME  WHICH  1  EXPECTED  TO  PRESENT 

X 

g.  THE  RIGHT  TO  CROSS-EXAMINE  WITNESSES 

X 

h.  THE  RIGHT  TO  HAVE  AVAILABLE  WITNESSES  AND  EVIDENCE  PRESENTED 

X 

i.  THE  RIGHT  TO  PRESENT  ANYTHING  IN  DEFENSE.  EXTENUATION.  OR  MITIGATION 

X 

j  THE  RIGHT  TO  MAKE  A  SWORN  OR  UNSWORN  STATEMENT,  ORAaY  OR  IN  WRITING 

X 

11a  THE  ACCUSED  AND  ACCUSED’S  COUNSEL  W€RE  PRESENT  THROUGHOUT  THE  PRESENTATION  OF  EVIDENCE  (If  the  accused 
or  counsel  were  absem  titring  any  part  of  the  presentation  of  evidence,  complete  b  below.) 

X 

b.  STATE  TVC  CIRCUMSTANCES  AnO  DESCRIBE  THE  PROCEEDINGS  CONDUCTED  IN  THE  ABSENCE  OF  ACCUSED  OR  COUNSEL 

NOTE:  If  additional  apace  to  required  for  any  Mam,  enter  the  addHlonal  material  in  item  21  or  on  a  separata  sheet  Identify  such  material  wMh 
the  proper  numerical  and,  If  appropriate,  lettered  heading  (Example:  "Ic")  Securely  attach  any  addMIonal  sheets  to  the  form  and  add  a  note  in 
the  approprtats  Hem  of  the  form:  "Sea  addHlonal  sheet” 
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UNCLASSIFIED  (SECRET//ORCON/NOFORN  WITH  10  EXHIBIT  55  Ends) 
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12a.  TWE  FOLLOWING  WITNESSES  TESTIFIED  UNDER  OATH:  (Check  appropriate  answer) 


NAME  (/.as/.  First.  Ml) 

GRADE  (If  any) 

ORGANIZATION/AODRESS  (Whichever  is  appropriate) 

YES 

NO 

Graham,  Toni 

102nd  MP  Det  (CID),  Schofield  Barracks,  HI 

X 

Robertson,  Calder 

Computer  Crimes  Investigative  Unit,  CID,  Germany 

X 

Mander,  Mark 

Computer  Crimes  Investigative  Unit,  CID,  Quantico,  VA 

X 

Bettencourt,  Troy 

U.S.  Treasury  Department  (formerly  of  Computer  Crimes 

Investigative  UniL  CID) 

X 

Madrid,  Biyan  H. 

E-7  (Ret) 

Buckeye,  AZ 

X 

See  continuation  sheet 

b!  THE  SUBSTANCE  OF  THE  TESTIMONY  OF  THESE  WITNESSES  HAS  BEEN  REDUCED  TO  WRITING  AND  IS  ATTACHED. 

X  ^ 

13a.  THE  FOaOWlNG  STATEMENTS,  DOCUMENTS.  OR  MATTERS  WERE  CONSIDERED;  THE  ACCUSED  WAS  PERMITTED  TO 
EXAMINE  EACH. 

DESCRIPTION  OF  ITEM 

LOCATION  OF  ORIGINAL  (If  not  attached) 

See  continuation  sheet 

b.  EACH  ITEM  CONSIDERED,  OR  A  COPY  OR  RECITAL  OF  THE  SUBSTANCE  OR  NATURE  THEREOF,  IS  ATTACHED 

X 

14,  THERE  ARE  GROUNDS  TO  BEUEVE  THAT  THE  ACCUSED  WAS  NOT  MENTAUY  RESPONSIBLE  FOR  THE  OFFENSE(S)  OR  NOT 
COMPETENT  TO  PARTICIPATE  IN  THE  DEFENSE.  (See  R.C.M.  909.  9l6(k).) 

X 

15.  THE  DEFENSE  DID  REQUEST  OBJECTIONS  TO  BE  NOTED  IN  THIS  REPORT  (If  Yes.  specify^  in  Item  21  beltm.) 

X 

16.  Aa  ESSENTIAL  WITNESSES  WILL  BE  AVAILABLE  IN  THE  EVENT  OF  TRIAL 

X 

1 7.  THE  CHARGES  AND  SPECIFICATIONS  ARE  IN  PROPER  FORM 

X 

18.  REASONABLE  GROUNDS  EXIST  TO  BELIEVE  THAT  THE  ACCUSED  COMMITTED  THE  OFFENSE(S)  ALLEGED 

X 

19.  1  AM  NOT  AWARE  OF  ANY  GROUNDS  WHICH  WOULD  DISQUALIFY  ME  FROM  ACTING  AS  INVESTIGATING  OFFCER 
(See  R.C.M.  405(d)(1). 

X 

20.  IRECOMM^D;  IZ  ~ 

a.  TRWLBY  n  SUMMARY  □  SPECIAL  Kl  GENERAL  COURT-MARTIAL 

b.  (Specify  in  Item  21  betcnf) 


21.  REMARKS  (Include,  as  necessary,  exi^anation  for  any  delays  Iniht  Investlgakm.  and  exptanailonfor  cmy  ~no"  answers  above.) 

See  continuation  sheet 

(For  classified  testimony  and  exhibits,  see  classified  annex.  An  unclassified  memorandum  concerning  the  classified  annex  is  attached  as  lO  Ex.  55.) 


22a.  TYf«D  NAME  OF  INVESTIGATING  bFFiCfeR 

Almanza,  Paul  R. 

b.  GRADE 

0-5 

c.  OftGAI^IiAYlCiN 

150ih  Judge  Advocate  General  Detachment  (LSO) 

d.  SIGNATURE  OF  INVESTIGATING  OFFICER  ^ 

e.  DATE 

11  Jan  2012 

UNCLASSIFIED  (SECRET//ORCON/NOFORN  WITH  10  EXHIBIT  55  Ends) 
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Item  8a,  assistant  defense  counsel: 

Paul  R.  Bouchard,  0-3  (P),  U.S.  Army  Trial  Defense  Service,  Atlantic  Branch,  4217  Roberts 
Ave.,  3rd  Floor,  Fort  Meade,  MD  20755 

Item  12a.  witnesses  who  testified  under  oath: 

Lim,  Steven  J.,  0-3,  HQ,  First  Army  Division-East,  Fort  Meade,  MD 
Fulton,  Casey  M.,  0-3, 2nd  Bde,  lOth  Mountain  Div.,  Fort  Drum,  NY 
Adkins,  Paul  D.,  E-7, 10th  Mountain  Div.,  Fort  Dnim,  NY' 

Balonek,  Kyle  J.,  WOl,  10th  Mountain  Div.,  Fort  Drum,  NY^ 

Madaras,  Chad  M.,  E-5,  2nd  Bde,  10th  Mountain  Div.,  Fort  Drum,  NY 
Milliman,  Jason  A.,  Palmyra,  VA 

Cherepko,  Thomas  M.,  0-3,  NATO  Force  Command  Madrid,  Spain 

Shaver,  David,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 

Baker,  Eric  S.,  E-4,  62nd  Military  Police  Detachment,  Fort  Drum,  NY 

Johnson,  Mark,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 

Showman,  Jihrleah,  Syracuse,  NY 

Bigelow,  Peter  J.,  E-6,  AFSOUTH  BN  Naples,  Italy 

Williamson,  Alfred,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 
Edwards,  Antonio,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA 
Lamo,  Adrian,  Carmichael,  CA 

Padgett,  Daniel,  E-5, 2nd  Me,  10th  Mountain  Div.,  Fort  Drum,  NY 
Keay,  Barclay  D.,  0-3,  2nd  Bde,  10th  Mountain  Div.,  Fort  Drum,  NY 

Item  13a.  statements,  documents,  or  matters  considered: 

The  dociunents  considered  are  listed  in  10  Ex.  43  (14  Dec  1 1  Evidence  List).  As  the  defense 
objected  on  the  basis  of  lack  of  authentication  to  several  categories  of  documents,  see  10  Ex.  44 
(14  Dec  1 1  Determinations  Regarding  Defense  Objections  to  Government  Evidence),  I 
determined  I  would  consider  certain  documents  subject  to  authentication.  Those  documents  are 
listed  below; 

lA  Exam  (Bates  #  00375768-771) 
lA  Training  Requirement  (Bates  U  00375772) 
lA  Virtual  Training  (Bates  #  00375773) 
lA  Virtual  Training  #  2  (Bates  #  00375774) 

Test  Results  (Bates  #  00022348) 

Al-Qaida  Recruiting  Video  (Bates  #  00408202-36) 

Al-Qaida  in  the  Arabian  Peninsula  Magazine  (Bates  #  00012570-71 1) 

Enemy  #  1  Possession  Evidence  (HR  6  089  0563  1 1  (Redacted),  Bates  M  00410660-64;  Metadata 
display.  Bates  #  00410658-59;  and  Forensically  recovered  material.  Bates  #  00410654-57) 


'  SFC  Adkins  invoked  his  Article  3 1  rights;  I  therefore  determined  he  was  unavailable  and  considered  his  sworn 
statements  (Bates  #  00013371-76;  00013378-82;  00013384-87). 

^  WOl  Balonek  invoked  his  Article  3 1  rights;  I  therefore  determined  he  was  unavailable  and  considered  his  sworn 
statement  (Bates  #00013416-20). 
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C3  Document  (Bates  #  00378141-47) 

PFC  Manning’s  Military  Intelligence  Work  Product  (Range  Story  Board,  Bates  #  00410607-09; 
multiple  SIPRNET  email  dated  1001 12,  Bates  #  00410613-14;  Multiple  SIPRNET  email  (Bates 
#  00410615-18;  SIPRNET  email  dated  091 130  (Bates  #  004106004)2) 

Af^ianistan  War  Logs  Posted  by  WikiLeaks  (Bates  #  00410668-70) 

HR  5  332  0069  10  (Bates  #  00410619-22) 

DISA  Trickier  Report  (Bates  #  00410653) 

CIDNE  data  on  the  Internet  (Bates  #  00410554) 

NCD  Valuation  Documents  (Bates  #  00410556-60) 


Additionally,  I  considered  the  sworn  statements  of  SFC  Adkins  (Bates#  00013371-76; 
00013378-82;  00013384-87)  and  WOl  Balonek  (Bates  #  00013416-20),  who  invoked  their 
Article  3 1  rights. 

Attached  are  the  following  marked  exhibits: 


10 

Ex. 

1(D) 

10 

Ex. 

2(D) 

10 

Ex. 

3 

10 

Ex. 

4(D) 

10  Ex. 

5 

10 

Ex. 

6 

10 

Ex. 

7 

10  Ex. 

8 

10 

Ex. 

9 

10 

Ex. 

10(P) 

10 

Ex. 

11(P) 

10 

Ex. 

12 

10 

Ex. 

13 

10  Ex. 

14(D) 

10 

Ex. 

15(P) 

10 

Ex. 

16 

10  Ex. 

17 

10 

Ex. 

18(P) 

10  Ex. 

19(D) 

10 

Ex. 

20 

10 

Ex. 

21(D) 

10 

Ex. 

22 

10 

Ex. 

23 

10 

Ex. 

24 

10 

Ex. 

25 

10  Ex. 

26 

10 

Ex. 

27 

Notice  of  Appearance,  Mr.  Coombs 

Defense  Motion  Requesting  Recusal  of  Investigating  Officer,  16  December  201 1 
Writ  Seeking  Access  to  the  Proceedings  (not  considered) 

Sealed  Defense  Stipulation  of  Expected  Testimony  (not  considered) 

Closed  Hearing  Checklist,  18  December  201 1  (not  considered) 

Government  Request  for  Closed  Session,  15  December  201 1 
Open  Hearing  Checklist,  18  December  201 1  (not  considered) 

Closed  Hearing  Checklist,  19  December  201 1  (not  considered) 

Open  Hearing  Checklist,  19  December  201 1  (not  considered) 

Bates  #  00409680-84,  00409719-21 
Bates  #  00376856, 00409685-718 

Closed  Hearing  Checklist,  19  December  201 1  (not  considered) 

Open  Hearing  Checklist,  1 9  December  201 1  (not  considered) 

Defense  Assertion  of  Privilege  Under  M.R.E.  503, 19  December  201 1 
Government  Response  to  Defense  Assertion  of  Privilege  Under  M.R.E.  503, 

20  December  201 1 

Unclassified  Closed  Hearing  Checklist,  20  December  201 1  (not  considered) 
Unclassified  Open  Hearing  Checklist,  20  December  201 1  (not  considered) 

Bates  #  00410555,  00409679 
Lamo  Chat 

Writ-Appeal  Seeking  Access  to  the  Proceedings  (not  considered) 

Defense  Article  32  Exhibits 

10  Appointment  Memorandum,  4  August  2010 

Directive  to  Investigate  Additional  Charges  Memorandum,  18  March  201 1 
Special  Instructions  for  Article  32  Investigation  Memorandum, 

16  November  20 11 

Charge  Sheet  containing  Additional  Charges  I -III  and  their  Specifications, 

1  March  2011 

Defense  Notice  Under  M.R.E.  505(hX3),  22  November  201 1 
Article  32  Investigation  Notification  Memorandum,  23  November  1 1 
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lO  Ex.  28 

10  Ex.  29 
10  Ex.  30 
10  Ex.  31 

10  Ex.  32 
10  Ex.  33 
10  Ex.  34 
10  Ex.  35 

10  Ex.  36 
10  Ex.  37 

10  Ex.  38 
10  Ex.  39 

10  Ex.  40 
10  Ex.  41 
10  Ex.  42 
10  Ex.  43 
10  Ex.  44 

10  Ex.  45 
10  Ex.  46 
10  Ex.  47 
10  Ex.  48 
10  Ex.  49 
10  Ex.  50 

10  Ex.  51 
10  Ex.  52 
10  Ex.  53 

10  Ex.  54 
10  Ex.  55 

10  Ex.  56 


Article  32  Investigation  Notification  Memorandum  Acknowledgement, 

28  November  1 1 

Defense  Motion  for  Closed  Hearing  Under  R.C.M  405(hX3),  28  November  201 1 
Defense  Request  for  Production  of  Evidence 

Government  Response  to  Defense  Request  for  Production  of  Evidence, 

30  November  201 1 

Defense  Request  to  Compel  Production  of  Evidence,  1  December  2011 
Defense  Request  f<x  Article  32  Witnesses,  2  December  2011 
Government  Requested  Evidence  List,  2  December  201 1 
Government  Response  to  Defense  Request  to  Close  Article  32  Hearing, 

4  December  201 1 

Defense  Response  to  Government’s  405(hX3)  Filing,  4  Etecember  201 1 
Government  Response  to  Defense  Notice  Under  M.R.E.  505(hX3), 

5  December  201 1 

Government  Additional  Requested  Evidence  List,  7  December  201 1 
Government  Response  to  Defense  Request  for  Article  32  Witnesses, 

7  December  201 1 

Defense  Witness  Justification,  8  December  201 1 
Witness  List,  13  December  201 1 
Closure  Determination,  13  December  201 1 
Evidence  List,  14  December  201 1 

Determinations  Regarding  Defense  Objections  to  Government  Evidence, 

14  December  2011 

Determinations  as  to  Defense  Requested  Evidence,  15  December  2011 
Determinations  as  to  Defense  Requested  Witnesses,  15  December  201 1 
DetermirraticMis  as  to  Defense  Requested  Witnesses  -  Revised,  16  December  201 1 
Determinations  as  to  Defense  Requested  Witnesses  -  Revised,  17  December  201 1 
Reconsideration  of  Closure  Determination,  20  December  201 1 
Determination  on  Defense  Assertion  of  Privilege  Under  M.R.E.  503, 

21  December  2011 

Defense  Notice  of  Evidence,  23  December  201 1 

Memoranda  concerning  excludable  delay,  various  dates 

E-mails  discussing  consideration  of  statements  under  penalty  of  peijury,  various 

dates 

10  Chronology 

Unclassified  memorandum,  without  enclosures,  concerning  classified  annex  to 
this  report  containing  lO  Exhibits  (C)  1  -  (Q  5,  1 1  January  2012 
Transcript  of  Hearing  (Verbatim  16  December  201 1,  Summarized  17-22 
December  2011) 
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Item  21.  remarks: 


/.  Analysis  of  the  Additional  Charges  and  Their  Specifications:^ 

The  following  supports  my  determination  that  reasonable  grounds  exist  to  believe  that  the 
accused  committed  the  offenses  alleged  in  Additional  Charges  I-III  and  their  Specifications.  In 
order  that  this  document  may  remain  unclassified,  I  have  referenced  Bates  numbers  of  classified 
documents  in  the  record  where  necessary  and  have  only  included  unclassified  references  to  the 
information  contained  in  those  documents.  Also,  in  light  of  the  voluminous  record  in  this  case,  I 
typically  simply  refer  to  Bates  numbers  of  documents  instead  of  referring  to  documents  attached 
as  hard  copy  exhibits. 

Additional  Charge  I  and  its  Specification  (Art  104,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  four  elements; 

(1)  that  at  or  near  Contingency  Operating  Statitm  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  27  May  2010,  the  accused,  without  proper  authority,  knowingly 
gave  intelligence  information  to  certain  persons,  namely:  Al-Qaida,  Al-Qaida  in  the  Arabian 
Peninsula,  and  a  person  or  entity  specified  in  Bates  #  00410660-64; 

(2)  that  the  accused  did  so  through  indirect  means; 

(3)  that  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  and  a  person  or  entity  specified  in  Bates  # 
00410660-64  were  enemies;  and 

(4)  that  this  intelligence  information  was  true,  at  least  in  part 

“Intelligence”  means  any  helpful  information,  given  to  and  received  by  the  enemy,  which  is  true, 
at  least  in  part. 

“Enemy”  includes  not  only  organized  opposing  forces  in  time  of  war,  but  also  any  other  hostile 
body  that  our  forces  may  be  opposing  such  as  a  rebellious  mob  or  a  band  of  renegades  and 
includes  civilians  as  well  as  members  of  military  organizations. 

Under  U.S.  v.  Batchelor,  22  C.M.R.  144,  158  (C.M.A.  1956),  “Article  104(2)  of  the  Code  does 
not  require  a  specific  criminal  intent  of  any  sort”  and  thus  is  a  general  intent  crime. 


^  Qutrges  were  initially  preferred  against  the  accused  on  5  July  201 0.  On  1 8  Mar  201 1,  the  convening  authority 
informed  me  that  those  original  charges  were  dismissed  and  directed  me  not  to  consider  them.  See  10  Ex.  23. 
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Facts 

The  evidence  showed  that  PFC  Manning  knew  the  enemy  received  information  fiom 
WikiLeaks/  The  evidence  also  showed  that  from  November  2009  through  May  2010,  there 
were  over  one  hundred  searches  for  WikiLeaks  under  PFC  Manning's  user  profiles  on  his 
primary  and  secondary  SIPRNET  computers/  More  generally,  the  evidence  showed  the  accused 
knew  that  our  adversaries,  including  enemy  governments  and  non-government  organizations 
such  as  terrorists,  obtained  information  via  the  Internet  because  he  was  required  to  conduct  a 
training  presentation  on  Operational  Security  as  corrective  training  when  he  was  at  Advanced 
Individual  Training  on  13  Jime  2008/ 

Additionally,  the  evidence  showed  that  the  accused  was  a  trained  intelligence  analyst  who  was 
developing  his  skills  during  the  deployment/  Fiimlly,  the  evidence  showed  that  PFC  Manning 
signed  non-disclosure  agreements  stating  that  “unauthorized  disclosure  ...  of  classified 
information  by  me  could  cause  damage  or  irreparable  injury  to  the  United  States  or  could  be  used 
to  advantage  by  a  foreign  nation.”* *  It  is  reasonable  to  infer  fiom  these  facts  that  the  accused 
knew  enemies  of  the  United  States  would  receive  information  released  by  WikiLeaks. 

The  evidence  showed  that  the  accused,  at  or  near  Contingency  Operating  Base  Hanuner,® 
between  on  or  about  1  November  2009  and  on  or  about  27  May  2010,  knowingly  gave 
intelligence  information  to  WikiLeaks,  including:  a  video  file  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC.  Anyone.avi;”  more  than  one  classified  memorandum  produced 
by  a  United  States  Government  intelligence  agency,  the  CIDNE-Iraq  database;  the  CIDNE  - 
Afghanistan  database;  a  United  States  Southern  Command  database,  more  than  five  classified 
records  relating  to  a  military  operation  in  Farah  Province,  Af^ianistan,  occurring  on  or  about  4 
May  2009;  a  file  named  “BE22  PAX.zip”  containing  a  video  named  “BE  22  PAX.wmv;”  the 
Department  of  State  Net-Centric  Diplomacy  database;  a  classified  record  produced  by  a  United 
States  Army  intelligence  organization,  dat^  1 8  March  2008;  and  the  United  States  Forces  -  Iraq 
Microsoft  Outlook/Sharepoint  Exchange  Server  global  address  list'®  While  some  of  this 
information  was  not  classified,  the  evidence  showed  that  it  is  all  “intelligence  inf  carnation”  in 
that  it  would  be  helpful  for  the  enemy  to  possess  and  was  true,  at  least  in  part  For  example,  the 
CIDNE  databases  contained  a  vast  amount  of  information  concerning  enemy  tactics  and  the  U.S. 
military’s  response  to  those  tactics,"  while  the  last  item  listed,  the  global  address  list,  would  be 


*  Sec  Army  Intelligence  Forensic  Report,  Bates  #  0046452-66  and  attachments. 

‘  Testimony  of  SA  Shaver. 

‘  See  PFC  Manning’s  External  Hard  Drive  Forensic  Report,  Bates  #  00125270-318,  in  particular  Bates  #  00125314- 
16,  for  a  copy  of  the  PowerPoint  presentation  the  accus^  gave.  SFC  Madrid  also  testified  that  the  accused’s 
corrective  training  presentation  explained  that  it  could  be  dangerous  to  disclose  classified  information  because 
outside  entities  could  seek  U.S.  infbrmatioa  Additionally,  SFC  Madrid  testified  tiiatthe  accused  also  sulwnitted  a 
typed  document  providing  more  detail,  including  references  to  the  relevant  regulations. 

’  Testimony  of  CPT  Fultoa 

*  See  PFC  Manning’s  Non-Disclosure  Agreements,  Bates  #  00022912-13, 00036801-02. 

’  Throughout  the  hearing,  the  wimesses  typically  referred  to  “FOB  Hammer”  rather  than  “Contingency  Operating 
Base  Hammer.”  It  was  clear,  however,  t^t  they  were  referring  to  the  same  place. 

The  analysis  of  Specifications  2-16  of  Additkmal  Charge  II  provides  more  detail  about  the  offense  conduct 
involving  each  of  these  items. 

'*  Testimony  of  CPT  Fulton. 
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helpful  for  the  enemy  to  possess  in  that  it  would  enable  the  enemy  to  engage  in  “spearfishing,”  a 
targeted  attempt  to  gain  information  firom  an  unsuspecting  source  by  masquerading  as  someone 
the  source  trusts;  specific  information  such  as  knowledge  of  full  names  and  emails  facilitates 
because  it  is  more  likely  to  make  the  targeted  source  believe  the  spearfisher  is 


While  the  evidence  did  not  show  that  PFC  Manning  directly  provided  this  intelligence 
information  to  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  or  the  person  or  entity  specified  in 
Bates  #  00410660-64,  the  evidence  did  show  that  PFC  Manning  provided  this  intelligence 
information  to  WikiLeaks,  and  that  enemies  of  the  United  States  possessed  this  informatioa  For 
example,  the  video  named  “12  Jul  07  CZ  ENGAGEMENT  ZONE  20  GC  Anytme.avi”  is 
contained  in  the  recruiting  video  produced  by  Al-Qaida’s  media  arm'^  and  is  described  as 
“footage  published  by  the  WikiLeaks  website,”  wWch  clearly  indicates  that  the  enemy  obtained 
this  video  fi’om  WikiLeaks.  That  video  also  specifically  references  the  leak  of  a  State 
Department  cable,  which  indicates  they  obtained  the  cable  from  WikiLeaks,  and  also  references 
WikiLeaks  documents  describing  communications  by  leaders  in  Islamic  countries  with  the 
United  States,  which  also  indicates  they  are  referring  to  State  Department  cables  they  obtained 
from  WikiLeaks  Another  example  is  that  the  evidence  showed  the  CIDNE-Afghanistan 
information  was  available  to  the  enemy  via  the  Internet*^  The  accused  therefore  indirectly 
provided  this  intelligence  information  to  the  enemy  by  providing  it  to  WikiLeaks. 

The  evidence  also  showed  that  Al-Qaida,  Al-Qaida  in  the  Arabian  Peninsula,  and  the  classified 
person  or  entity  specified  in  Bates  #  00410660-64  are  enemies  of  the  United  States.  First,  the 
recruiting  video  produced  by  Al-Qaida’s  media  arm**  exhorts  the  viewer  to  attack  the  United 
States.  Similarly,  the  Al-Qaida  in  the  Arabian  Peninsula  “Inspire”  magazines  and  associated 
explanatory  materials’®  make  clear  that  AQAP  is  also  an  enemy  of  the  United  States.  Finally,  the 
description  of  the  classified  person  or  entity  specified  in  Bates  #  00410660-64  leaves  little  doubt 
as  to  whether  that  person  or  entity  is  an  enemy  of  the  United  States. 

The  evidence  also  showed  that  the  information  at  issue  is  true,  at  least  in  part  For  example,  the 
video  entitled  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC.  Anyone.avi”  depicts  what  it 
depicts.  There  was  no  evidence  that  any  of  the  information  at  issue  was  false. 

Although  this  offense  is  a  general  intent  crime,  the  evidence  showed  that  PFC  Manning  made 
statements  during  a  counseling  session  with  then-SPC  Showman  prior  to  the  deployment  to  the 
effect  that  the  American  flag  meant  nothing  to  him  and  that  he  held  no  edlegiance  to  this  covmtry 
or  to  its  people.’’  While  this  statement  was  made  in  the  omtext  of  a  counseling  session  that  PFC 
Manning  was  not  pleased  to  be  participating  in,  and  thus  may  have  been  made  primarily  to  “push 
the  buttons”  of  the  person  counseling  him,  PFC  Manning  was  a  trained  intelligence  analyst  and 
should  have  known  not  to  make  such  a  statement  flippantly.  Accordingly,  there  are  reasonable 


spearfishing 

legitimate.^ 


Testimony  of  SA  Bettencourt. 

”  Bates  #  00408202-236. 

’*  CIDNE  Data  on  the  Internet,  Bates  #  00410554. 

Bates  #00408202-236. 

“Bates  #00012570-711. 

’’  Testimony  of  Ms.  Showman  in  defense-requested  closed  session. 
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grounds  to  believe  that  PFC  Manning  meant  what  he  said,  which  turn  would  support  the  requisite 
criminal  intent  were  this  a  specific  intent  crime. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  cmnmitted  the  offense 
alleged  in  Additional  Charge  I  and  its  Specification. 

Additional  Charge  II,  Specification  1  (Art  134,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  two  elements: 

(1)  that  at  our  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  27  May  2010,  the  accused  wrongfully  and  wantonly  caused 
intelligence  belonging  to  the  United  States  to  be  published  on  the  Internet,  having  knowledge 
that  intelligence  published  on  the  Internet  is  accessible  to  the  enemy;  and 

(2)  that,  imder  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

“Conduct  prejudicial  to  good  order  and  discipline”  is  conduct  which  causes  a  reasonably  direct 
and  obvious  injury  to  go^  order  and  discipline.  “Service  discrediting  conduct”  is  conduct 
which  tends  to  harm  the  reputation  of  the  service  or  lower  it  in  public  esteem. 

Facts 

The  facts  at  issue  here  are  similar  to  those  discussed  above  concerning  Additional  Charge  I  and 
its  Specification.  Specifically,  there  is  little  doubt  that  between  the  dates  and  at  the  location 
alleged,  PFC  Manning  caused  intelligence  belonging  to  the  United  States  to  be  published  on  the 
Internet  by  providing  it  to  WikiLeaks,  and  that  when  he  did  so  he  knew  intelligence  published  on 
the  Internet  is  accessible  to  the  enemy. 

Additionally,  testimony  was  presented  that  PFC  Manning’s  conduct  was  prejudicial  to  good 
order  and  discipline  and  service  discrediting.'*  The  evidence  showed  that  it  is  impossible  to 
control  or  verify  each  and  every  download  or  transfer  of  information  that  intelligence  analysts 
conduct,  due  to  the  tempo  of  operations  in  a  Sensitive  Compartmented  Infcwmation  Facility  such 
as  the  facility  where  PFC  Manning  worked  in  Iraq.  Because  of  this,  the  evidence  showed  that 
trust  is  important  in  protecting  classified  information.*®  PFC  Manning’s  violations  of  that  trust 
prejudiced  good  order  and  discipline  and  also  discredited  the  service. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1  of  Additional  Charge  II. 


'*  Testimony  of  CPT  Lim. 

”  Testimony  of  CPTs  Lim  and  Fulton. 
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Additional  Charge  II,  Specification  2  (Art  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 5 
February  2010  and  on  or  about  5  April  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  a  video  file  named  “12  JUL  07  CZ 
ENGAGEMENT  ZONE  30  GC  Anyone.avi”; 

(2)  that  the  accused  had  reason  to  believe  such  information  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  corrununicated,  delivered,  transmitted,  or  caused  to  be 
communicated,  delivered,  or  transmitted  the  said  information  to  a  person  not  entitled  to  receive 
it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that  the  accused’s  conduct  was  prejudicial  to  good  order  and  discipline  in  the  armed  forces 
and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  “12  Jul  07”  was  searched  for  from  both  of  PFC  Manning’s  primary 
and  secondary  SIPRNET  computers.^'  The  evidence  also  showed  that  the  Apache  air  strike 
video  located  on  the  network  share  drive  belonging  to  the  2nd  Brigade  Combat  Team,  10th 
Moimtain  Division,  Office  of  the  Staff  Judge  Advocate,  exactly  matched  a  video  identified  in 
PFC  Manning’s  user  profile  on  PFC  Manning’s  primary  SIPRNET  axnputer.^  The  evidence 
also  showed  that  a  CD-RW  containing  a  video  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE 
30  GC  Anyone. wmv”  was  accessed  using  PFC  Manning’s  personal  Macintosh  computer  on  15 
Feb  2010.^  Additionally,  the  evidence  showed  that  a  CD-RW  created  on  27  April  2010 
containing  a  video  named  “12  JUL  07  CZ  ENGAGEMENT  ZONE  30  GC  Anyone.wmv”  (which 
did  not  have  all  of  the  content  of  the  video  found  on  PFC  Manning’s  primary  SIPRNET 
computer),  with  a  “SECRET”  sticker  on  it,  was  found  in  PFC  Manning’s  on-post  quarters.^'*  The 
evidence  showed  that  WikiLeaks  released  this  video  on  5  April  2010.^ 

While  there  was  no  digital  forensic  evidence  fi-om  PFC  Manning’s  personal  computer  directly 
indicating  that  this  video  was  uploaded  to  WikiLeaks,  the  forensic  examination  did  find  evidence 
in  Unallocated  Clusters  (UC)  (briefly,  areas  on  a  disk  where  the  data  has  been  “deleted”  but  still 


These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6.18.1030A. 

Intelink  Logs  Forensic  Report,  Bates  #  00375116-129,  at  page  1 1  (this  document  also  has  the  relevant  dates). 

^  10*  Mountain  Shares  Forensic  Report,  Bates  #  00046074-00046097,  at  22. 

“  See  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  pages  48-49. 

^  See  PFC  Manning’s  CD  Forensic  Report,  Bates  #  001995 1 1-522,  at  pages  1,  7-8. 

“  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  Attachment  S,  Bates  #  00125269 
(carved_D7890_72473018408_72473024123  Collateral  Murder.pdf). 
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remains  on  the  disk  and  can  be  recovered  forensically)  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://vmw.vkikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks 
website."  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  fix)m  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  fix)m  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.^’  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  video  to  WikiLeaks. 

The  evidence  also  showed  that  on  19  May  2010,  in  an  unencrypted  email  exchange  with  Eric 
Schmiedl,  PFC  Manning  wrote,  “Are  you  familiar  with  WikiLeaks,”  and  then  after  receiving  an 
affirmative  reply  from  Mr.  Schmiedl,  then  wrote,  “I  was  the  source  of  the  1 2  JUL  07  video  from 
the  Apache  Weapons  Team,  which  killed  the  two  journalists  and  injured  two  kids.”^* 

Additionally,  the  evidence  showed  that  the  accused,  in  his  chats  with  Mr.  Lamo,  admitted 
forwarding  the  video  that  is  the  subject  of  this  specification,  also  referred  to  as  the  “collateral 
murder”  or  “CM”  video,  to  WikiLeaks.  In  those  chats,  a  person  using  the  “bradass87”  screen 
name,  who  Mr.  Lamo  determined  to  be  the  accused,  made  the  following  statements:  (1)  “the  CM 
video  came  from  a  server  in  our  domain!  and  not  a  single  person  noticed;”  (2)  in  response  to 
Lamo’s  question  about  what  CM  meant,  “Apache  Weapons  Team  video  of  12  Jul  07  airstrike  on 
Reuters  journos. . .  some  sketchy  but  fairly  normal  street-folk. . .  and  civilians;”  (3)  in  response  to 
Lamo’s  question  of  where  he  (lamo)  could  transmit  similar  material  if  he  had  it,  “wl.org 
submission  system”;  and  (4)  “i  just. . .  couldn’t  let  these  things  stay  inside  of  the  system. . .  and 
inside  of  my  head  . . .  i  recognized  the  value  of  some  things. . .  knew  what  they  meant. . .  dug 
deeper  . . .  i  watched  that  video  cold,  for  instance  ...  at  first  glance ...  it  was  just  a  bunch  of  guys 
getting  shot  up  by  a  helicopter. . .  no  big  deal. . .  about  two  dozen  more  where  that  came  fixxn 
right. . .  but  something  struck  me  as  odd  with  the  vm  thing. . .  and  also  the  fact  it  was  being  stored 
in  a  JAG  officer’s  directory. . .  so  i  looked  into  it. . .  eventually  tracked  down  the  date,  and  then 
the  exact  GPS  co-ord. . .  and  i  was  like. . .  ok,  so  thats  what  happened. . .  cool. . .  then  i  went  to  the 
regular  internet. . .  and  it  was  still  on  my  mind. . .  so  i  typed  into  goog. . .  the  date,  and  the 
location...  and  then  I  see  this  httpv'/wwwjaytimes.coi^2007/07/13/world/middleeast/13iraq.html 
...  i  kept  that  in  my  mind  for  weeks. . .  probably  a  month  and  a  half. . .  before  I  forwarded  it  to 
them.”^^ 


PFC  Manning’s  Persona]  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

See  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  001 24283-362,  atpage  44.  Note  that  die  login 
password  for  PFC  Manning’s  personal  computer  was  “TWinkl492! !,”  which  also  was  the  passphrase  for  PFC 
Manning’s  GPG  keyring  which  contained  a  key  used  to  decrypt  emails  between  Schmiedl  and  PFC  Manning.  The 
forensic  examiner  concluded  “it  is  likely  that  PFC  Manning  neglected  to  enable  encryption’’  when  sending  the 
message  quoted  above  Id,  at  45.  ‘TWinkl492!!’’  was  also  identified  as  a  password  for  several  instant  messaging 
accounts,  including  breanna.e.manning  (AIM),  breanna.e.manning@gmaiLcom  (AIMX 

pressassociation@jabber.ccc.de  (JabberX  and  pressassociation@jabber.org  (JabberX  a  variation  of  this  password, 
“TWinkl492!@!,’’ was  identifiedas  die  password  for  dawgnetwork@jabber.ccade(JabberX  Id  at  14.  The 
commonality  among  these  passwords  indicates  that  the  same  individual  used  them. 

®  Lamo  Chat,  10  Ex.  19(D),  at  25-26.  (This  chat  is  also  in  the  forensic  reports  at  Lamo  Forensic  Report,  Bates  # 
00124107-31,  at  Attachment  J.)  During  his  testimony,  Mr.  Lamo  explained  that  the  person  using  the  “bradass87’’ 
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The  evidence  showed  that  WikiLeaks  released  this  video  on  5  April  2010.^°  WikiLeaks  was  not 
entitled  to  receive  this  video,  which  relates  to  the  national  defend  because  it  depicts  the 
activities  of  the  military.  Also,  the  evidence  shows  that  PFC  Manning  had  reason  to  believe  that 
the  video  could  be  used  to  the  injury  of  the  United  States  in  that  PFC  Manning  knew  the  enemy 
accessed  information  available  on  the  Internet  Additionally,  18  U.S.C.  793(e)  exists.  Finally, 
PFC  Manning’s  conduct  in  providing  this  video  to  WikiLeaJcs  is  prejudicial  to  good  order  and 
discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  2  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  3  (Art  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  22  March 
2010  and  on  or  about  26  March  2010,  the  accused  had  unauthorized  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  one  classified  memorandum  produced  by  a 
United  States  Government  intelligence  agency; 

(2)  that  the  accused  had  reason  to  believe  such  information  could  be  used  to  the  injury  of  the 
United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  transmitted,  or  caused  to  be 
communicated,  delivered,  or  transmitted  the  said  information  to  a  person  not  entitled  to  receive 
it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that  the  accused’s  conduct  was  prejudicial  to  good  order  and  discipline  in  the  armed  forces 
and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


Facts 

The  memoranda  at  issue  are  at  Bates  #  00378084-090  and  were  produced  by  a  United  States 
government  intelligence  agency.  The  evidence  showed  they  were  properly  classified.^ 


online  identity  identified  himself  as  Bradley  Manning  by  sending  Lamo  a  friend  request  when  Lamo  asked  if  he  was 
a  facebook  user  and  also  by  providing  Lamo  PFC  Manning’s  AKO  account  user  name  and  password. 

^  Intelink  Logs  Forensic  Report,  Bates  #  00375116-129,  at  9. 

’’  See  document  at  Bates  #  00378148-175. 
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Moreover,  the  evidence  showed  that  PFC  Manning  knew  they  were  classified  because  they  were 
properly  marked. 

Testimony  during  the  classified  portion  of  the  hearing  described  the  accessing  and  manipulatitm 
of  these  memoranda  on  PFC  Manning’s  primary  SIPRNET  computer. 

Analysis  of  PFC  Manning’s  personal  computer  showed  a  CD/DVD  containing  a  file  named 
“blah.zip”  was  burned  on  an  unknown  Windows  computer  at  12:55  on  22  March  2010  and  was 
accessed  on  PFC  Manning’s  personal  computer.^^  The  evidence  also  showed  that  on  22  March 
2010,  a  user  of  PFC  Manning’s  user  account  viewed  .pdf  files  of  the  memoranda  at  issue  on  his 
primary  SIPRNET  account;  the  forensic  examiner  concluded  that  the  sequence  of  viewing  the 
files  and  then  accessing  the  “blah.zip”  file  “could  indicate  . . .  [the  memoranda  at  issue]  were 
compressed  in  blah.zip.”^ 

The  contents  of  the  memoranda  are  such  that  a  person  familiar  with  them  would  conclude  that  if 
released  they  could  be  used  to  the  injury  of  the  United  States. 

While  there  was  no  digital  forensic  evidence  fi'om  PFC  Manning’s  personal  computer  directly 
indicating  that  these  memoranda  were  uploaded  to  WikiLeaks,  the  forensic  examination  did  find 
evidence  in  Unallocated  Clusters  (UC)  (briefly,  areas  on  a  disk  where  the  data  has  been  “deleted” 
but  still  remains  on  the  disk  and  can  be  recovered  forensically)  of  multiple  references  to  the 
WikiLeaks  upload  webpage,  https.7Avww.wikileaks.org/upload,  including  a  webpage  containing 
a  link  to  upload  documents  to  WikiLeaks,  and  also  referaices  indicating  a  possible  upload  of  the 
Farah  records  (see  discussion  of  Additional  Charge  11,  Specification  10,  below)  to  the  WikiLeaks 
website.^^  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  fixim  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  fi-om  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.^  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  memoranda  to  WikiLeaks. 

WikiLeaks  was  not  entitled  to  receive  these  memoranda,  which  relate  to  the  national  defense. 
Also,  the  evidence  shows  that  PFC  Manning  had  reason  to  believe  that  the  video  could  be  used  to 
the  injury  of  the  United  States  in  that  PFC  Manning  knew  the  enemy  accessed  information 
available  on  the  Internet  Additionally,  1 8  U.S.C.  793  exists.  Finally,  PFC  Manning’s  conduct 
in  providing  this  video  to  WikiLeaks  is  prejudicial  to  good  order  and  discipline  and  service 
discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  3  of  Additional  Charge  II. 


”  Classified  testimony  of  SA  Shaver,  10  Ex.  (C)  5  (including  relevant  dates). 

10th  Mountain  Shares  Forensic  report.  Bates  U  0046074-97,  at  2 1-22;  PFC  Manning’s  Personal  Computer 
Forensic  Report,  Bates  #  00124283-362,  at  49. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  50,  72. 

”  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 
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Additional  Charge  11,  Specification  4  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  3 1 
December  2009  and  on  or  about  5  January  2010,  the  accused  voluntarily,  intentionally  and 
knowingly  stole,  purloined,  or  converted  a  thing  of  value,  to  wit:  the  Combined  Information  Data 
Network  Iraq  database  containing  more  than  380,000  records,  to  his  use  or  to  the  use  of  another; 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1 ,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  rmder  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

The  word  “value”  means  the  face,  par,  or  market  value,  or  cost  price,  either  wholesale  or  retail, 
whichever  is  greater. 

A  “thing  of  value”  can  be  tangible  or  intangible  property. 

It  is  not  necessary  to  prove  that  the  accused  knew  that  the  Government  owned  the  property  at  the 
time  of  the  wrongful  taking  so  long  as  it  is  established  that  the  Government  did  in  fact  own  the 
money  or  property  involved,  that  it  had  a  value  in  excess  of  One  Thousand  Dollars  ($1,000),  and 
that  the  accusal  knowingly  and  willfully  stole,  purloined,  or  converted  it^’ 

Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Maiming’ s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492!!”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-180  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  fog  of  war,  and  revealing  the 
true  nature  of  2 1  st  century  asymmetric  warfare.  Have  a  good  day 


^  These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6. 1 8.64  L 
”  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #00125319-31,  at  1-2, 9. 
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The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
2010.^®  The  evidence  also  showed  that  WikiLeaks  released  391,840  reports  from  the  CIDNE- 
Iraq  database.'^  The  evidence  also  showed  that  in  Unallocated  Clusters  on  PFC  Manning’s 
personal  computer,  there  was  information  “likely  obtained”  from  the  CIDNE-Iraq  database  aixl 
that  documents  containing  the  same  text  and  associated  photographs  were  found  in  PFC 
Manning’s  SIPRNET  shared  folder,  the  forensic  examiner  concluded  “[i]t  is  likely  the  photos 
and  documents  in  PFC  MANNING’S  SIPRNET  shared  folder  were  copied  to  ...  [his]  personal 
computer  through  the  use  of  removable  media.”^' 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Iraq  database  was  uploaded  to  WikiLeaks,  the  forensic  examination 
did  find  evidence  in  Unallocat^  Clusters  of  multiple  references  to  the  WikiLeaks  upload 
webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload 
documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records 
(see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.^^ 
Moreover,  PFC  Manning’s  chats  with  a  person  using  the  pressassociation@jabber.ccc.de  user 
name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian 
Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010  discussed  uploading  material 
to  WikiL^ks.^^  These  facts,  taken  together,  provide  circumstantial  evidence  that  PFC  Manning 
uploaded  the  CIDNE-Iraq  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  converted 
the  database  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this  information 
public  and  thus  deprive  its  owner,  the  United  States,  of  its  use  or  benefit.  While  PFC  Manning  in 
his  duties  as  an  intelligence  analyst  deployed  to  Iraq  had  reason  to  use  the  CIDNE-Iraq  database 
every  day,'*^  he  had  no  authorization  to  take  this  database  from  its  owner  and  thus  his  taking  it 
constituted  stealing  it. 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  CIDNE-Iraq  database,  there  was 
evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.^^This  circumstantial  evidence  supports  a  conclusion  that  the  value  of  the  CIDNE-Iraq 
database  was  over  $1,000. 

The  evidence  showed  that  1 8  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Mzmning  committed  the  offense 
alleged  in  Specification  4  of  Additional  Charge  II. 


”  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  7. 

““  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-Iraq  database 
released  in  October  2010). 

PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  62-63. 

^  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

*’PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

^  Testimony  of  CPT  Lim. 

NCD  Valuation  Documents,  Bates  #  004 1 0556-60. 
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Additional  Charge  II,  Speciflcation  5  (Art  134,  UCMJ;  18  U.S.C.  793(e)): 


Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  31 
December  2009  and  on  or  about  9  February  2010,  the  accused  had  unauthorized  possession  of 
inf(»mation  relating  to  the  national  defense,  to  wit:  more  than  twenty  classified  records  fi-om  the 
Combined  Information  Data  Network  Exchange  Iraq  database; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  imder  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 


The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492!!”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  fw  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90-1 80  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  W  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.”^ 


The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
2010.^’  The  evidence  also  showed  that  WikiLeaks  released  391,840  repOTts  from  the  CIDNE- 
Iraq  database.'* **  The  evidence  also  showed  that  in  Unallocated  Clusters  on  PFC  Manning’s 
personal  computer,  there  was  information  “likely  obtained”  fi-om  the  CIDNE-Iraq  database  and 
that  documents  containing  the  same  text  and  associated  photographs  were  found  in  PFC 
Manning’s  SIPRNET  shared  folder,  the  forensic  examiner  concluded  “[i]t  is  likely  the  photos 


^  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00 1 253 1 9-3 1 ,  at  1  -2, 9. 

PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-3 1 ,  at  7. 

**  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  of  SA  Bettencourt  (CIDNE-lraq  database 
released  in  October  2010). 
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and  documents  in  PFC  MANNING’S  SIPRNET  shared  folder  were  copied  to  ...  [his]  personal 
computer  through  the  use  of  removable  media.”^’ 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Iraq  database  was  uploaded  to  WikiLeaks,  the  forensic  examination 
did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload 
webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to  upload 
documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records 
(see  discussion  of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.^ 
Moreover,  PFC  Manning’s  chats  with  a  person  using  the  pressassociation@jabber.ccc.de  user 
name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian 
Assange  (editor  of  WikiLeaks)  from  1 7  May  201 0  to  24  May  2010  discussed  uploading  material 
to  WikiLeaks.**  These  facts,  taken  together,  provide  circumstantial  evidence  that  PFC  Manning 
uploaded  the  CIDNE-Iraq  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  knew  the 
database  would  be  released  and  that  the  information  contained  in  the  reports,  by  “removing  the 
fog  of  war”  concerning  actions  in  which  U.S.  military  forces  were  involved,  could  be  used  to  the 
injury  of  the  United  States.  His  statement  in  that  document  that  the  recipient  needed  to  “sit  on 
the  irformation  ...  to  protect  source”  indicates  that  he  knew  WikiLeaks  was  not  entitled  to 
receive  this  information. 

The  evidence  showed  that  there  were  more  than  twenty  of  these  documents*^  and  that  they  were 
properly  classified  and  remain  classified.** 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
the  database  to  WikiLeaks  was  prejudicid  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  5  of  Additional  Charge  H. 


Additional  Charge  II,  Specification  6  (Art.  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  foUowing  five  elements: 


PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  62-63. 

**  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 
”  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

”  Bates  #  00377912-378027. 

“  Classification  Review,  Bates  #  00376879-902. 
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( 1 )  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  3 1 
December  2009  and  on  or  about  8  January  2010,  the  accused  voluntarily,  intentionally  and 
knowingly  stole,  purloined,  or  converted  a  thing  of  value,  to  wit:  the  Combined  Information  Data 
Network  Afghanistan  database  containing  more  than  90,000  records,  to  his  use  or  to  the  use  of 
another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  an  SD  Card  recovered  from  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492!!”  password  mentioned  above,  this  file  contained  the  complete 
CEDNE  databases  for  Afghanistan  (91 ,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  infOTmation.  You  might  need  to  sit  on  this  information,  perhaps  90- 1 80  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  f(«  of  war,  and  revealing  the 
true  nature  of  2 1  st  century  asymmetric  warfare.  Have  a  good  day.” 

The  evidence  showed  that  PFC  Manning  was  at  his  aunt’s  residence  on  or  about  26  January 
2010.*^  The  evidence  also  showed  that  WikiLeaks  released  74,778  reports  from  the  CIDNE- 
Afghanistan  database. 

The  evidence  showed  that  between  1  January  2010  and  7  January  2010,  there  were  372 
coimections  fi'om  the  server  containing  the  CIDNE-Afghanistan  database  and  PFC  Maiming’s 
secondary  SIPRNET  computer,  resulting  in  the  transfer  of  256.76  MB  of  data  to  PFC  Manning’s 
secondary  SIPRNET  computer.*’  The  evidence  showed  that  the  “last  modified”  date  for  the 
CIDNE-Afghanistan  file  contained  in  the  yata.tar.bz2.nc  file  mentioned  above  was  8  January 


^  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  1-2, 9. 

’’  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  7. 

”  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  ofSA  Bettencourt  (CIDNE-Afghanistan 
database  released  in  July  2010). 

’’  Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  1 . 

16 


o  a 

Continuation  Sheet,  DD  Form  457,  U.S.  v.  PFC  Bradley  E.  Manning 


2010.* **  The  entirety  of  the  CIDNE-Afghanistan  database  so  downloaded  was  located  during  the 
forensic  examination  of  PFC  Manning’s  SD  cardL^’' 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Afghanistan  database  was  uploaded  to  WikiLeaks,  the  forensic 
examination  did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (see  discussion  of  Additional  Charge  U,  Specification  10,  below)  to  the  WikiLeaks 
website.^  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  from  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiL^ks.^’  These  facts,  t^en  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  CIDNE-Afghanistan  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  converted 
the  database  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this  information 
public  and  thus  deprive  its  owner,  the  United  States,  of  its  use  or  benefit  While  PFC  Manning  in 
his  duties  as  an  intelligence  analyst  deployed  to  Iraq  had  reason  to  use  the  CIDNE-Iraq  database 
every  day,  he  had  no  need  to  access  the  CIDNE-Afghanistan  database,^  and  he  had  no 
authorization  to  take  this  database  from  its  owner  and  thus  his  taking  it  constituted  stealing  it 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  CIDNE-Afghanistan  database, 
there  was  evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over 
$4  million.^  This  circumstantial  evidence  supports  a  conclusion  that  the  value  of  the  CIDNE- 
Iraq  database  was  over  $1,000. 

The  evidence  showed  that  1 8  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  6  of  Additional  Charge  II. 


Additional  Charge  11,  Specification  7  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 


*  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  9-10. 

Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  7. 

“  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 
*'  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 
Testimony  of  CPT  Lim. 

“  NCD  Valuation  Documents,  Bates  #  00410556-60. 
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In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  3 1 
December  2009  and  on  or  about  9  February  2010,  the  accused  had  unauthorized  possession  of 
information  relating  to  the  national  defense,  to  wit:  more  than  twenty  classified  records  from  the 
Combined  Information  Data  Network  Exchange  Afghanistan  database; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  an  SD  Card  recovered  frcm  the  residence  of  PFC  Manning’s  aunt 
contained  an  encrypted  archive  file  named  “\DCIM\100KM380\yada.tar.bz2.nc.”  When 
decrypted,  using  the  “TWinkl492!!”  password  mentioned  above,  this  file  contained  the  complete 
CIDNE  databases  for  Afghanistan  (91,91 1  reports)  and  Iraq  (391,883  reports).  It  also  contained 
a  “READ  ME”  file  describing  the  contents  and  stating,  “It’s  already  been  sanitized  of  any  source 
identifying  information.  You  might  need  to  sit  on  this  information,  perhaps  90- 1 80  days,  to 
figure  out  how  best  to  release  such  a  large  amount  of  data,  and  to  protect  source.  This  is  possibly 
one  of  the  more  significant  documents  of  our  time,  removing  the  of  war,  and  revealing  the 
true  nature  of  21st  century  asymmetric  warfare.  Have  a  good  day.’ 

The  evidence  showed  that  PFC  Maiming  was  at  his  aunt’s  residence  on  or  about  26  January  10.^^ 
The  evidence  also  showed  that  WikiLeaks  released  74,778  reports  from  the  CIDNE-Afghanistan 
database.^ 

The  evidence  showed  that  between  1  January  2010  and  7  January  2010,  there  were  372 
coimections  from  the  server  containing  the  CIDNE-Afghanistan  database  and  PFC  Manning’s 
secondary  SIPRNET  computer,  resulting  in  the  transfer  of  256.76  MB  of  data  to  PFC  Meinning’s 
secondary  SIPRNET  computer.®’  The  evidence  showed  that  the  “last  modified”  date  for  the 
CIDNE-Afghanistan  file  contained  in  the  yata.tar.bz2.nc  file  mentioned  above  was  8  January 


**  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  001253 19-31,  at  1-2, 9. 

PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  7. 

“  CIDNE  Files  Forensic  Report,  Bates  #  00054312-17,  at  5;  Testimony  ofSA  Bettencourt  (CIDNE-Afghanistan 
database  released  in  July  2010). 

Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  1 . 
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2010.®*  The  entirety  of  the  CIDNE-Afghanistan  database  so  downloaded  was  located  during  the 
forensic  examination  of  PFC  Manning’s  SD  card.®’ 

While  there  was  no  digital  forensic  evidence  from  PFC  Manning’s  personal  computer  directly 
indicating  that  the  CIDNE-Afghanistan  database  was  uploaded  to  WikiLeaks,  the  forensic 
examination  did  find  evidence  in  Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks 
upload  webpage,  https://www.wikileaks.org/upload,  including  a  webpage  containing  a  link  to 
upload  documents  to  WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah 
records  (sec  discussion  of  Additional  Charge  H,  Specification  10,  below)  to  the  WikiLeaks 
website.'®  Moreover,  PFC  Manning’s  chats  with  a  person  using  the 

pressassociation@jabber.ccc.de  user  name,  aliased  as  Nathaniel  Frank  fit>m  22  February  2010  to 
25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to  24  May  2010 
discussed  uploading  material  to  WikiLeaks.”  These  facts,  taken  together,  provide  circumstantial 
evidence  that  PFC  Manning  uploaded  the  CIDNE-Afghanistan  database  to  WikiLeaks. 

PFC  Manning’s  comments  in  the  “read  me”  document  quoted  above  indicate  that  he  knew  the 
database  would  be  released  and  that  the  information  contained  in  the  reports,  by  “removing  the 
fog  of  war”  concerning  actions  in  which  U.S.  military  forces  were  involved,  could  be  used  to  the 
injury  of  the  United  States.  His  statement  in  that  document  that  the  recipient  needed  to  “sit  on 
the  information  ...  to  protect  source”  indicates  that  he  knew  WikiLeaks  was  not  entitled  to 
receive  this  information.  While  PFC  Manning  in  his  duties  as  an  intelligence  analyst  deployed  to 
Iraq  had  reason  to  use  the  CIDNE-Iraq  database  every  day,  he  had  no  need  to  access  the  CIDNE- 
Afghanistan  database.’^ 

The  evidence  showed  that  there  were  more  them  twenty  of  these  documents’*  and  that  they  were 
properly  classified  and  remain  classified.” 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
the  database  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Maiming  committed  the  offense 
alleged  in  Specification  7  of  Additional  Charge  II. 


Additional  Charge  II,  Specification  8  (Art  134,  UCMJ;  18  U.S.C.  641): 

Law 


“  PFC  Manning’s  SD  Card  Forensic  Report,  Bates  #  00125319-31,  at  9-10. 

Centaur  Logs  Forensic  Report,  Bates  #  00046567-76,  at  7. 

PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67, 77-78. 
’’  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

Testimony  of  CPT  Lim. 

”  Bates  #00377846-377911 
Classification  Review,  Bates  #  00376879-902. 
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In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  or  about  8  March  2010,  the 
accused  voltmtarily,  intention^y  and  knowingly  stole,  purloined,  or  converted  a  thing  of  value, 
to  wit  a  United  States  Southern  Command  database  containing  more  than  700  records  belonging 
to  the  United  States  government  to  his  use  or  to  the  use  of  another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
vaJue  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  primary  and  secondary  SIPRNET  computers 
searched  for  retention  of  interrogation  videos,  initially  on  28  November  2009,  and  during  the 
month  of  March  2010  conducted  over  700  searches  using  wget  commands  (which  are  used  to 
download  files  from  a  web  server)  pertaining  to  Guantanamo  Bay  detainees.  The  forensic 
examiner  downloaded  the  same  documents  using  the  same  program,  and  verified  that  those 
documents  were  the  same  documents  on  the  WikiLeaks  website  by  comparing  them.’^  The 
forensic  examiner  also  found  four  complete  JTF  Guantanamo  Bay  detainee  assessments  on  PFC 
Manning’s  primary  SIPRNET  computer  under  PFC  Manning’s  user  profile.’®  Moreover,  in  his 
chats  with  Mr.  Lamo,  PFC  Manning  admitted  providing  these  documents  to  WikiLeaks  in  the 
following  statements:  “oh,  the  JTF  GTMO  papers. . .  Assange  has  those  too;”  and,  after  Lamo 
said  he  read  those  papers  and  asked  if  Assange  had  “[ajnything  else  interesting  on  his  table”, 

PFC  Manning  said,  “idk  [I  don’t  know] ...  I  only  know  what  I  provide  him.”’ 

The  evidence  showed  there  was  no  work  related  reason  for  PFC  Manning  to  search  for 
Guantanamo  or  Guantanamo  deteinee  assessments.’* 

The  evidence  showed  that  the  terms  or  keywords  “Guantanamo”  or  “GTMO”  were  searched  for 
from  PFC  Manning’s  primary  and  second^  SIPRNET  computers  a  total  of  17  times.’^  The 


”  Testimony  of  SA  Shaver. 

Testimony  of  SA  Shaver. 

^  Lamo  Chat,  10  Ex.  19(D),  at  44. 

^  Testimony  of  CPT  Fulton;  Testimony  of  CPT  Lim. 

Intelink  Log  Files  Forensic  Report,  Bates  #  00375116-129,  at  9. 
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evidence  also  showed  that  the  wget  command  was  used  793  times  to  download  documente 
pertaining  to  Guantanamo  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.  " 

The  evidence  showed  that  on  8  March  2010,  in  an  online  chat  with 

pressassociation@jabber.ccc.de,  aliased  to  Nathaniel  Frank  at  the  time  but  later  aliased  to  Julian 
Assange  (editor  of  WikiLeaks),*'  PFC  Manning  made  statements  including;  “anyway,  im 
throwing  everything  I  got  on  JTF  GTMO  at  you  now. . .  should  take  a  while  to  get  up  tho  . . . 
summary/history/health  conditions/reasons  for  retaining  or  transfer  of  nearly  every  detainee  ...  I 
have  a  csv  that  organize  the  info  as  much  as  possible.”*^ 

Additionally,  the  forensic  examination  of  PFC  Manning’s  personal  computer  found  evidence  in 
Unallocated  Clusters  of  multiple  references  to  the  WikiLe^  upload  webpage, 
https://www.wikileaks.org/upioad,  including  a  webpage  containing  a  link  to  upload  documents  to 
WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records  (see  discussion 
of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.*^  These  facts,  taken 
together,  support  the  conclusion  that  PFC  Manning  uploaded  the  Southern  Command  database  to 
WikiLeaks. 

The  evidence  showed  that  between  24  April  201 1  and  21  June  201 1  WikiLeaks  released  765 
detainee  assessment  briefs,  documents  pertaining  to  detainees  at  Guantanamo  Bay,  Cuba. 

PFC  Manning’s  comments  in  his  chats  with  Mr.  Lamo  about  why  he  released  documents  to 
WikiLeaks  indicate  that  that  he  converted  this  database  to  his  own  use  or  the  use  of  another  in 
that  he  wanted  to  make  this  information  public  and  thus  deprive  its  owner,  the  United  States,  of 
its  use  or  benefit*’  PFC  Manning  had  no  need  to  access  Guantanamo  detainee  assessments  for 
his  job,*^  and  he  had  no  authorization  to  take  this  database  fixim  its  owner  and  thus  his  taking  it 
constituted  stealing  it 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  Southern  Command  database, 
there  was  evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over 
$4  million.*’  There  was  also  evidence  provided  that  the  value  of  the  information  WikiLeaks 
possessed  was  12  million  pounds,  or  between  $15-20  million.**  This  circumstantial  evidence 
supports  a  conclusion  that  the  value  of  the  Southern  Command  database  was  over  $1 ,000. 


”  Intelink  Log  Files  Forensic  Report,  Bates  #  003751 16-129,  at  12. 

*'  The  evidence  showed  that  a  perstxi  using  the  pressassociation@jabber.ccc.de  user  name  was  aliased  as  Nathaniel 
Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to 
24  May  20 10.  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #00124283-362,  at  20-32, 76. 

“  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  23. 

“  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-67,  77-78. 

“  Testimony  of  SA  Bettencourt 

“  For  example,  PFC  Manning  stated,  in  reference  to  the  State  Department  Cables,  that  “it  was  forwarded  to  WL  . . . 
and  god  knows  what  happens  now  ...  hopefully  worldwide  discussion,  debates,  and  reforms  ...  1  want  pecqjle  to  see 
the  truth...  regardless  of  who  they  are...  because  without  information,  you  cannot  make  informed  decisions  as  a 
public.”  lO  Ex.  19(D),  at  33. 

**  Testimony  of  CPT  Lim. 

*’  NCD  Valuation  Documents,  Bates  #  00410556-60. 

“  Testimony  of  SA  Bettencourt 
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The  evidence  showed  that  1 8  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  order 
and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  8  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  9  (Art.  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  8  March 
20 1 0  and  on  or  about  27  May  20 1 0,  the  accused  had  unauthorized  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  three  classified  rec^ds  from  a  United  States 
Southern  Command  database; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  commimicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  primary  and  secondary  SIPRNET  computers 
searched  for  retention  of  interrogation  videos,  and  during  the  month  of  November  conducted 
over  700  searches  using  wget  commands  (which  are  used  to  download  files  fi’om  a  web  server) 
pertaining  to  Guantanamo  Bay  detainee  suspects.  The  forensic  examiner  downloaded  the  same 
documents  using  the  same  program,  and  verified  that  those  documents  were  the  same  documents 
on  the  WikiLeaks  website  by  comparing  them*’  The  forensic  examiner  also  found  four 
complete  JTF  Guantanamo  Bay  detainee  assessments  on  PFC  Manning’s  pimary  SIPRNET 
computer  imder  PFC  Manning’s  user  profile.’®  Moreover,  in  his  chats  wiA  Mr.  Lamo,  PFC 
Manning  admitted  providing  these  documents  to  WikiLeaks  in  the  following  statements:  “oh,  the 
JTF  GTMO  papers. . .  Assange  has  those  too;”  and,  after  Lamo  said  he  read  those  papers  and 
asked  if  Assange  had  “[ajnything  else  interesting  on  his  table”,  PFC  Manning  said,  “idk  [I  don’t 
know] ...  I  only  know  what  I  provide  him.”” 


'  Testimony  of  SA  Shaver. 

'  Testimony  of  SA  Shaver. 

Lamo  Chat,  10  Ex.  19(D),  at  44. 
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The  evidence  showed  there  was  no  work  related  reason  for  PFC  Manning  to  search  for 
Guantanamo  or  Guantanamo  detainee  assessments/ 

The  evidence  showed  that  the  terms  or  keywords  “Guantanamo”  or  “GTMO”  were  searched  for 
from  PFC  Manning’s  primary  and  secondary  SIPRNET  computers  a  total  of  17  times.^^  The 
evidence  also  showed  that  the  wget  command  was  used  793  times  to  download  dociunents 
pertaining  to  Guantanamo  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.^ 

The  evidence  showed  that  on  8  March  201 0,  in  an  online  chat  with 

pressassociation@jabber.ccc.de,  aliased  to  Nathaniel  Frank  at  the  time  but  later  aliased  to  Julian 
Assange  (editor  of  WikiLeaks),’*  PFC  Manning  made  statements  including:  “anyway,  im 
throwing  everything  I  got  on  JTF  GTMO  at  you  now. . .  should  take  a  while  to  get  up  tho  . . . 
summary/history/h^th  conditions/reasons  for  retainin^r  transfer  of  nearly  every  detainee  ...  I 
have  a  csv  that  organizes  the  info  as  much  as  possible.” 

Additionally,  the  forensic  examination  of  PFC  Manning’s  personal  computer  found  evidence  in 
Unallocated  Clusters  of  multiple  references  to  the  WikiLeaks  upload  webpage, 
https://www.wikileaks.org/upioad,  including  a  webpage  containing  a  link  to  upload  documents  to 
WikiLeaks,  and  also  references  indicating  a  possible  upload  of  the  Farah  records  (see  discussion 
of  Additional  Charge  II,  Specification  10,  below)  to  the  WikiLeaks  website.’’  These  facts,  taken 
together,  support  the  conclusion  that  PFC  Manning  uploaded  the  Southern  Command  database  to 
WikiLeaks. 

The  evidence  showed  that  between  24  April  2011  and  21  June  2011  WikiLeaks  released  765 
detainee  assessment  briefs,  documents  pertaining  to  detainees  at  Guantanamo  Bay,  Cuba.’* 

PFC  Manning’s  comments  in  his  chats  with  the  person  using  the  pressassociation  screen  name, 
later  aliased  as  Julian  Assange,  indicate  that  he  had  reason  to  believe  the  information  he  provided 
concerning  JTF  GTMO  detention  memos  could  be  used  to  the  injury  of  the  United  States.  In 
those  chats,  PFC  Manning  asked:  “how  valuable  are  JTF  GTMO  detention  memos  containing 
summaries,  background  info,  capture  info,  etc.”  and  received  the  response,  “quite  valuable  to  the 
lawyers  of  these  guys  who  are  trying  to  get  them  out,  where  those  memos  suggest  their 
innocence/bad  proc^ure.””  PFC  Manning  had  no  need  to  access  Guantanamo  detainee 
assessments  for  his  Job,‘°°  and  he  had  no  authorization  to  provide  these  records  to  WikiLeaks, 
who  was  not  authorized  to  receive  it 


”  Testimony  of  CPT  Fulton;  testimony  of  CPT  Lim. 

”  Intelink  Log  Files  Forensic  Report  Bates  #  00375116-129,  at  9. 

^  Intelink  Log  Files  Forensic  Report  Bates  #  00375116-129,  at  12. 

”  The  evidence  showed  that  a  person  using  the  pressassociation@jabber.ccc.de  user  name  was  aliased  as  Nathaniel 
Frank  from  22  February  2010  to  25  March  2010,  and  as  Julian  Assange  (editor  of  WikiLeaks)  from  17  May  2010  to 
24  May  2010.  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  20-32, 76. 

PFC  Manning’s  Personal  Computer  Forensic  Report  Bates  #  00124283-362,  at  23. 

^  PFC  Manning’s  Personal  Computer  Forensic  Report  Bates  #  00124283-362,  at  65-67, 11 -li. 

Testimony  of  SA  Bettencourt 

”  PFC  Manning’s  Personal  Computer  Forensic  Report  Bates  #  00124283-362,  at  22. 

Testimony  of  CPT  Lim. 
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The  evidence  showed  that  there  were  more  than  three  of  these  records’®*  and  that  they  were 
properly  classified  and  remain  classified.'®^ 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grotmds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  9  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  10  (Art.  134,  UCMJ;  18  U.S.C.  793(e)); 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements; 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  Ajwil 
2010  and  on  or  about  27  May  2010,  the  accused  had  unauthoriz^  possession  of  information 
relating  to  the  national  defense,  to  wit:  more  than  five  classified  records  relating  to  a  military 
operation  in  Farah  Province,  Afghanistan  occurring  on  or  about  4  May  2009; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered;  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces 

Facts 

The  evidence  showed  that  a  user  of  PFC  Manning’s  user  account  on  his  primary  SIPRNET 
computer  downloaded  135  files  from  a  centcom.smil.mil  server  on  10  April  2010;  shortly 
thereafter,  after  these  files  were  viewed,  the  farah.zip  file  was  viewed  on  10  April  2010  on  PFC 
Manning’s  primary  SIPRNET  computer.*®^ 

The  evidence  showed  that  a  CD  created  on  1 1  April  201 0  at  9: 1 8  am  containing  a  file  named 
“farah.zip”  was  accessed  on  PFC  Manning’s  personal  computer.'®^ 


Bates  #00378123-140. 

Classification  Review,  Bates  #  00378646-49. 

PFC  Manning's  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #00211 037-1 1 0,  at  5 1  -52. 
PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  49. 
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The  evidence  from  Unallocated  Clusters  on  PFC  Manning’s  personal  computer  indicated  that 
seven  files  with  names  like  “farah.partl  .raf  ’  had  existed  in  a  “farah”  folder  on  the  desktop  of  that 
computer.  The  evidence  also  showed  that  at  least  four  of  these  files  had  been  uploaded  to 
WikiLeaks  after  having  been  encrypted  using  the  “mcrypt”  program,  as  they  had  the  .nc  file 
extension  added  (“farah.partl. rar.nc”),  an  indicator  of  the  use  of  that  encryption  program. 
Additionally,  the  examination  of  Unallocated  Clusters  on  PFC  Marming’s  personal  computer 
revealed  that  classified  documents  relating  to  the  operation  in  Farah  Province,  Afghanistan,  on  or 
about  4  May  2009  that  were  foimd  on  the  centcom.smil.mil  server  and  also  on  PFC  Manning’s 
primary  SIPRNET  computer  existed  on  his  personal  computer."^ 

The  evidence  showed  that  in  a  chat  with  Mr.  Lamo,  PFC  Manning  stated,  in  response  to  Lamo’s 
question  “what  do  you  consider  the  highlights”  immediately  following  PFC  Manning’s  statement 
that  he  only  knew  what  he  provided  to  Mr.  Assange,  “The  Gharani  airstrike  videos  and  full 
report,  Iraq  war  event  log,  the  ‘Gitmo  Papers,’  and  State  Department  cable  database.”**^  In  the 
context  of  his  discussion  earlier  in  those  chats  concerning  the  State  Department  cables  where  he 
said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now  . . .  hopefully  worldwide 
discussion,  debates,  and  reforms,”'*^*  PFC  Manning  had  reason  to  believe  that  the  information  in 
these  documents  could  be  used  to  the  injury  of  the  United  States.  PFC  Manning  had  no  need  to 
access  information  concerning  Afghanistan  for  his  job,*®*  and  he  had  no  authorization  to  provide 
these  documents  to  WikiLeaks,  which  was  not  authorized  to  receive  it 

The  evidence  showed  that  there  were  more  than  five  of  these  records' and  that  they  were 
properly  classified  and  remain  classified." ' 

The  evidence  showed  that  18  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  10  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  11  (Art  134,  UCMJ;  18  UJS.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  abcwt  8  January  2010,  the  accused  had  unauthorized  possession  of 


PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  65-68. 

106  pp^  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  54-58. 

Umo  Chat,  10  Exhibit  19(D),  at  44-45. 

Umo  Chat,  10  Ex.  1 9(D),  at  33. 

Testimony  of  CPT  Lim  (stating  PFC  Manning  had  no  need  to  access  the  CIDNE- Afghanistan  database  for  his 

#  00377425-498. 

Classification  Review,  Bates  #  00376879-902. 
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information  relating  to  the  national  defense,  to  wit:  a  file  named  “BE22  PAX.zip”  containing  a 
video  named  “BE22  PAX.wmv”; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces 

Facts 

On  8  January  2010,  WikiLeaks  tweeted  that  they  had  a  video  of  the  Gharani  airstrike  video  that 
was  encrypted,  and  asked  for  supercomputer  time  (presumably  to  decrypt  it).  In  his  chats 
with  Mr.  Lamo,  PFC  Manning  acknowledged  that  Assange  had  this  video  in  an  encrypted 
format  “they  also  caught  wind  that  he  [Assange]  had  a  video. . .  of  the  Gharani  airstrike  in 
Afghanistan,  which  he  has,  but  hasn’t  decrypted  yet . . .  the  production  team  was  actually 
working  on  the  Baghdad  strike  though,  which  was  never  re^y  encrypted  ...  he’s  got  the  whole 
1 5-6  for  that  incident ...  so  it  wont  just  be  video  with  no  context ...  but  its  not  nearly  as 
damning. . .  it  was  an  awful  incident,  but  nothing  like  the  baghdad  one  ...  the  investigating 
officers  left  the  material  unprotected,  sitting  in  a  director  on  a  centcom.smil.mil . . .  server  . . .  but 
they  did  zip  up  the  files,  aes-256,  with  an  excellent  password. . .  so  afaik  [as  far  as  I  know]  it 
haai’t  been  broken  yet.”"^ 

Additionally,  as  mentioned  above,  PFC  Manning  stated  that  the  “highlights”  of  what  he  provided 
to  Mr.  Assange  included  “the  Gharani  airstrike  videos  and  full  report.”’  '* 

The  evidence  also  showed  that  a  computer  owned  by  a  Mr.  Jason  Katz,  a  former  employee  of  the 
Departmait  of  Energy,  contained  a  file  named  BE.zip,  and  within  that  file  was  an  encrypted, 
password-protected  file  named  BE  22  PAX.wmv.  The  password  the  forensic  examiners  obtained 
from  CENTCOM  to  open  the  file  by  the  same  name  on  the  centcom.smil.mil  server  also  opened 
the  file  on  Mr.  Katz’s  computer,  and  the  files  appeared  to  be  the  same.  The  file  was  placed  on 
Mr.  Katz’s  computer  on  15  December  2009  and  Mr.  Katz  had  installed  a  password  cracking 
program  and  was  trying  to  decrypt  the  file. ' 

This  evidence,  particularly  PFC  Manning’s  statements  as  to  where  the  file  was  located  and  his 
knowledge  that  the  files  had  been  zipped  “with  an  excellent  password,”  together  with  the 
evidence  indicating  that  PFC  Manning  had  uploaded  the  farah.zip  files,  circumstantially 


Testimony  of  SA  Bettencourt;  Bates  #00410596-97. 
Lamo  Chat,  10  Ex.  19(D),  at  10-1 1. 

Lamo  Chat,  lO  Exhibit  1 9(D),  at  44-45. 

Testimony  of  SA  Shaver. 
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indicates  that  PFC  Manning  provided  the  BE  22  PAX.wmv  file  to  WikiLeaks  and  that  file  was 
the  one  that  was  placed  on  Mr.  Katz’s  computer. 

The  evidence  showed  that  in  the  context  of  his  chats  with  Mr.  Lamo  concerning  the  State 
Department  cables  where  he  said,  “it  was  forwarded  to  WL  ...  and  god  knows  what  happens  now 
. . .  hopefully  worldwide  discxission,  debates,  and  reforms,”*  PFC  Mannmg  had  reason  to 
believe  that  the  information  in  this  video  could  be  used  to  the  injury  of  the  United  States.  PFC 
Manning  had  no  need  to  access  information  concerning  Afghanistan  for  his  job,*  ‘  and  he  had  no 
authorization  to  provide  these  documents  to  WikiLeaks,  which  was  not  authorized  to  receive  it. 

The  evidence  showed  that  this  video  was  properly  classified  and  remains  classified,* 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
these  records  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Maiming  committed  the  offense 
alleged  in  Specification  1 1  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  12  (Art  134,  UCMJ;  18  UJS.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  <m  or  about  28  March 
2010  and  on  or  about  4  May  2010,  the  accused  voluntarily,  intentionally  and  knowingly  stole, 
purloined,  or  converted  a  thing  of  value,  to  wit  the  Department  of  State  Net-Centric  Diplomacy 
database  containing  more  than  250,000  records  belonging  to  the  United  States  government  to  his 
use  or  to  the  use  of  another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($1,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  imder  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


Lamo  Chat,  10  Ex.  19(D),  at  33. 

Testimony  of  CPT  Lim  (stating  PFC  Manning  had  no  need  to  access  the  CIDNE-Afghanistan  database  for  his 
job). 

"*  Classification  Review,  Bates  #  00376879-902. 
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Facts 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  contained,  under  his 
user  profile,  a  file  named  “files.zip”  in  the  “bloop”  folder  that  had  over  10,000  Depaitment^of 
State  cables  in  Jitml  web  page  format,  and  that  over  4,000  of  these  cables  were  classified."’  A 
CD  accessed  on  PFC  Manning’s  personal  computer  containing  files.zip  was  burned  on  4  May 
10.'“  The  evidence  showed  that  another  document  in  the  “bloop”  folder,  “backup.xlsx,”  was  a 
spreadsheet  with  cables  published  in  March,  April,  and  May  2010."'  The  tab  in  this  spreadsheet 
including  cables  published  in  March  and  April  2010  started  with  a  cable  with  number  25 1 ,288. 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  fouiKi  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  on  a  NIPRNET 
computer  by  the  bradley.manning  user  profile.'"  A  user  of  PFC  Manning’s  user  profile  on  that 
NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wgeLexe  on  3  May  2010  and 
downloaded  wget  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transferred  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  201 0,  under  PFC  Manning’s  user  profile. 

The  evidence  showed  that  on  20  August  2011,  WikiLeaks  released  25 1 ,287  Departn^nt  of  State 
cables  in  unredacted  form  and  made  them  available  on  the  Internet'^*  While  the  evidence  was 
that  WikiLeaks  did  not  release  the  cables  in  the  files.zip  folder,'^^  the  forensic  examination  found 
thousands  of  State  Department  cables  in  unallocated  space  on  PFC  Manning’s  primary  SIPRNET 
computer,  ranging  in  classification  fi-om  unclassified  to  secret;  many  were  complete,  but  many 
others  were  not'“  Additionally,  the  forensic  examination  of  PFC  Manning’s  pimary  SIPRNET 
computer  revealed  that  a  deleted  and  partially  overwritten  file  named  “c:\Lost 
File\backup\farah.zip”  was  originally  created  on  10  April  2010  and  contained  582  Department  of 
State  Cables,  over  250  of  which  were  classified.'^’  The  evidence  showed  the  Department  of 
State  cables  were  in  .csv  format,  a  way  of  moving  files  firom  one  database  to  another,  and  were 
Base64  encoded.'^*  Analysis  of  PFC  Manning’s  secondary  SIPRNET  computer  and  his  personal 
computer  also  showed  many  Department  of  State  cables  that  had  been  converted  to  Base64  and 
stored  in  .csv  format'^  Specifically,  appoximately  1 13,000  complete  Department  of  State 
cables  converted  to  Base64  were  found  in  a  deleted  .csv  file  in  Unallocated  Clusters  on  PFC 


Testimony  of  SA  Shaver,  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  002 1 1037-110, 
at31. 

Testimony  of  S  A  Shaver. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  31;  spreadsheet,  at 
Bates  #  00296982;  Testimony  of  SA  Shaver. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #00211 037-1 1 0,  at  37. 

Testimony  of  SA  Shaver. 

Testimony  of  SA  Bettencourt;  T estimony  of  S A  Shaver. 

Testimony  of  SA  Shaver.  SA  Shaver  also  testified  there  was  a  problem  with  filesrip  when  it  was  created,  and  if 
a  poson  using  WinZip  tried  to  open  it,  it  would  not  open  because  it  was  a  corrupted  file,  and  one  would  need  special 
tools  to  open  the  fiks  in  files.zip.  Based  on  that  testimony,  it  appears  that  WikiLeaks  did  not  release  the  cables  in 
files.zip  because  they  could  not  open  them. 

Testimony  of  SA  Shaver. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #00211037- 11  0,  at  34-36. 

Testimony  of  SA  Shaver. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  36. 
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Manning’s  secondary  SIPRNET  computer,'^®  and  evidence  of  Department  of  State  cables 
published  before  March  2010  were  found  in  Unallocated  Clusters  on  PFC  Manning’s  personal 
computer,  including  data  appearing  to  have  a  .csv  file  structure  listing  Department  of  State  cables 
with  numbers  preceding  25 1 ,287  in  a  format  similar  to  the  cables  found  on  PFC  Manning’s 
primary  SIPRNET  Computer.'^'  Additionally,  examination  of  Department  of  State  cable 
message  record  numbers  released  by  WikiLeaks  identified  251,298  individual  message  record 
numbers;  examination  of  PFC  Manning’s  personal  ccxnputer  and  his  primary  and  secondary 
SIPRNET  computers  showed  that  they  contained  83%  of  all  the  message  record  numbers 
released  to  WikiLeaks. 

This  evidence,  taken  together,  leads  to  a  conclusion  that  the  25 1,287  files  released  by  WikiLeaks 
were  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “it  was  forwarded  to  WL  ...  and  god  knows  what  happens  now  . . .  hopefully 
worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . .  regardless  of  who 
they  are. . .  because  without  information,  you  cannot  make  informed  decisions  as  a  public,”  which 
indicates  that  that  he  converted  this  database  to  his  own  use  or  the  use  of  another  in  that  he 
wanted  to  make  this  information  public  and  thus  deprive  its  owner,  the  United  States,  of  its  use 
or  benefit  While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic 
cables  for  his  job,'^  he  had  no  authorization  to  take  this  database  fi-om  its  owner  and  thus  his 
taking  it  constituted  stealing  it 

The  evidence  showed  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.'^* 

The  evidence  showed  that  1 8  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
database  and  converting  it  to  his  own  use  and  the  use  of  WikiLeaks  was  prejudicial  to  good  wder 
and  discipline  and  was  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  12  of  Additional  Charge  II. 

Additional  Charge  II,  Specification  13  (Art.  134,  UCMJ;  18  U.S.C.  103(Ka)(l)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  six  elements: 


PFC  Manning’s  Secondary  SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  1,  12-14. 
PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  51-54. 

DoS  Files  Forensic  Report,  Bates  #  00054320-34,  at  14. 

Lamo  Chat,  10  Ex  19(D),  at  33. 

Testimony  of  CPT  Lim  (stating  he  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 
NCD  Valuation  Documents,  Bates  #  00410556-60. 
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(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  28  March 
2010  and  on  or  about  27  May  2010,  the  accused  knowingly  exceeded  authorized  access  on  a 
Secret  Internet  Protocol  Router  Network  computer, 

(2)  that  the  accused  obtained  information  that  has  been  determined  by  the  United  States 
government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure 
for  reasons  of  national  defense  or  foreign  relations,  to  wit:  more  than  seventy-five  classified 
United  States  Department  of  State  cables; 

(3)  that  the  accused  had  reason  to  believe  that  the  information  he  obtained  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(4)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(5)  that  18  U.S.C.  section  1030(aXl)  exists;  and 

(6)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  emd  was  of  a  nature  to  bring  discredit  upon  the  armed 


Facts 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  contained,  under  his 
user  profile,  a  file  named  “files.zip”  in  the  “bloop”  folder  that  had  over  1 0,000  Department  of 
State  cables  in  iitml  web  page  format,  and  that  over  4,000  of  these  cables  were  classified.'^’  A 
CD  accessed  on  PFC  Maiining’s  personal  computer  containing  files.zip  was  burned  on  4  May 
10.'^*  The  evidence  showed  that  another  document  in  the  “bloop”  folder,  “backup.xlsx,”  was  a 
spreadsheet  with  cables  published  in  March,  April,  and  May  2010.'^’  The  tab  in  this  spreadsheet 
including  cables  published  in  March  and  April  2010  started  with  a  cable  with  number  251,288. 
The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  found  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  on  a  NIPRNET 
computer  by  a  user  of  PFC  Manning’s  user  profile.'^*'  A  user  of  PFC  Manning’s  user  profile  on 
that  NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wget.exe  on  3  May  10  and 
downloaded  w^  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transferred  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  2010,  under  PFC  Manning’s  user  profile.'^' 


These  elements  are  a  tailored  version  of  Eighth  Circuit  Model  Jury  Instruction  6. 1 8. 1 030A. 

Testimony  of  SA  Shaver,  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10, 
at31. 

Testimony  of  SA  Shaver. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  3 1 ;  spreadsheet,  at 
Bates  #  00296982;  Testimony  of  SA  Shaver. 

'■'®  PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  37. 

Testimony  of  SA  Shaver. 
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The  evidence  shovk^ed  that  on  20  August  2011,  WikiLeaks  released  251 ,287  Department  of  State 
cables  in  unredacted  form  and  made  them  available  on  the  Intemet'^^  While  the  evidence  was 
that  WikiLeaks  did  not  release  the  cables  in  the  files.zip  folder,*'*^  the  forensic  examination  found 
thousands  of  State  Department  cables  in  unallocated  space  on  PFC  Manning’s  primary  SIPRNET 
computer,  ranging  in  classification  from  unclassified  to  secret;  many  were  complete,  but  many 
others  were  not*^  Additionally,  the  forensic  examination  of  PFC  Manning’s  primary  SIPRNET 
computer  revealed  that  a  deleted  and  partially  overwritten  file  named  “c:\Lost 
File\backup\farah.zip”  was  originally  created  on  10  April  2010  and  contained  582  Department  of 
State  Cables,  over  250  of  which  were  classified. The  evidence  showed  the  Departn^nt  of 
State  cables  were  in  .csv  format,  a  way  of  moving  files  fi-om  one  database  to  another,  and  were 
Base64  encoded.'^  Analysis  of  PFC  Manning’s  secondary  SIPRNET  computer  and  his  personal 
computer  also  showed  many  Department  of  State  cables  that  had  been  converted  to  Base64  and 
stored  in  .csv  format*'*’  Specifically,  approximately  1 13,000  complete  Department  of  State 
cables  converted  to  Base64  were  found  in  a  deleted  .csv  file  in  Unallocated  Ousters  on  PFC 
Manning’*;  secondary  SIPRNET  computer,*^*  and  evidence  of  Department  of  State  cables 
published  before  March  2010  were  found  in  Unallocated  Clusters  on  PFC  Manning’s  personal 
computer,  including  data  appearing  to  have  a  .csv  file  structure  listing  Departmait  of  State  cables 
with  numbers  preceding  251,287  in  a  format  similar  to  the  cables  found  on  PFC  Manning’s 
primary  SIPRNET  Computer.*^^  Additionally,  examination  of  Department  of  State  cable 
message  record  numbers  released  by  WikiLeaks  identified  251,298  individual  message  record 
numbers;  examination  of  PFC  Manning’s  personal  computer  and  his  primary  and  secondary 
SIPRNET  computers  showed  that  they  contained  83%  of  all  the  message  record  numbers 
released  to  WikiLeaks.* 

This  evidence,  taken  together,  leads  to  a  conclusion  that  the  251 ,287  files  released  by  WikiLeaks 
were  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “it  was  forwarded  to  WL  . . .  and  god  knows  what  happens  now  . . .  hopefully 
worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . .  regardless  of  who 
they  are. . .  because  without  infcxmation,  you  cannot  make  informed  decisions  as  a  public,” 
which  indicates  that  that  he  had  reason  to  believe  that  the  information  he  obtained  could  be  used 
to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation. 


Testinwny  of  SA  Bettencourt;  Testimony  of  SA  Shaver. 

Testimony  of  SA  Shaver.  SA  Shaver  also  testified  there  was  a  problem  with  files.zip  when  it  was  created,  and  if 
a  person  using  WinZip  tried  to  open  it,  it  would  not  open  because  it  was  a  corrupted  file,  and  one  would  need  special 
tools  to  open  the  files  in  files.zip.  Based  on  that  testimony,  it  appears  that  WikiLeaks  did  not  release  the  cables  in 
files.zip  because  they  could  not  open  them. 

Testimony  of  SA  Shaver. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  0021 1037-1 10,  at  34-36. 

Testimony  of  SA  Shaver. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #  00211037-1 10,  at  36. 

PFC  Manning’s  Secondary  SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  1,  12-14. 

PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  51-54. 

DoS  Files  Forensic  Report,  Bates  #  00054320-34,  at  14. 

Lamo  Chat,  lO  Ex.  1 9(D),  at  33. 
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While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic  cables  for  his 
job,'^^  the  context  of  that  evidence  was  that  access  was  authorized  for  the  analysts  to  do  their  job. 
The  evidence  also  showed  that  before  logging  onto  his  primary  and  secondary  SIPRNET 
computers,  PFC  Manning  had  to  click  “OK”  on  a  warning  banner,  the  first  sentence  of  which 
read,  “You  are  accessing  a  U.S.  Government  (USG)  Information  System  (IS)  that  is  provided  for 
USG-authorized  use  only.”*”  Accordingly,  accessing  diplomatic  cables  in  order  to  provide  them 
to  a  person  not  entitled  to  receive  it  exceeded  authorized  access.  PFC  Manning  had  no 
authorization  to  transfer  this  information  to  WikiLeaks,  which  was  not  entitled  to  receive  it. 

The  evidence  showed  that  these  cables  were  properly  classified  and  remain  classified.*^ 

The  evidence  showed  that  18  U.S.C.  1030(aXl)  exists  and  that  PFC  Manning’s  conduct  in 
providing  these  classified  cables  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and 
was  service  discrediting. 

Additional  Charge  II,  Specification  14  (Art  134,  UCMJ;  18  U.S.C.  1030(aKl)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  sbt  elements: 

(1)  that  at  or  near  Contingency  Operating  StaticMi  Hammer,  Iraq,  between  on  or  about  15 
February  2010  and  on  or  about  18  February  2010,  the  accused  knowingly  exceeded  authorized 
access  on  a  Secret  Internet  Protocol  Router  Network  computer, 

(2)  that  the  accused  obtained  information  that  has  been  determined  by  the  United  States 
government  by  Executive  Order  or  statute  to  require  protection  against  unauthorized  disclosure 
for  reasons  of  national  defense  or  foreign  relations,  to  wit:  a  classified  United  States  Departm^t 
of  State  cable  titled  “Reykjavik- 13”; 

(3)  that  the  accused  had  reason  to  believe  that  the  information  he  obtained  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(4)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  information  to  a 
person  not  entitled  to  receive  it; 

(5)  that  18  U.S.C.  section  1030(aXl)  exists;  and 

(6)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 


Testimony  of  CPT  Lim  (stating  he  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 
Testimony  of  SA  Shaver,  10  Ex.  1 1(P),  at  1  (Bates  #  00376856). 

Classification  Review,  Bates  #  00376903-53. 
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Facts 

The  evidence  showed  that  the  keyword  “Iceland”  was  searched  for  a  total  of  fourteen  times  firom 
both  of  PFC  Manning’s  primary  and  secondary  SIPRNET  computers.’”  The  first  search  for 
Iceland  was  on  9  January  2010  and  came  fi'om  PFC  Manning’s  profile.’”  The  evidence  also 
showed  that  PFC  Manning  accessed  a  CD  created  on  15  February  2010  at  6:21  am  containing  the 
file,  “10Reykjavikl3.txt”  on  his  personal  computer.'”  The  evidence  also  showed  that 
WikiLeaks  released  Reykjavik-13  on  1 8  February  2010.’”  Additionally,  the  evidence  showed 
that  when  Mr.  Lamo  asked  for  “bona  fides”  during  their  chats,  during  the  discussion  of  the  State 
Cables,  PFC  Manning  stated,  “this  one  was  a  test  Classified  cable  firom  US  Embassy  Reykjavik 
on  Icesave  dated  1 3  Jan  201 0 ..  the  result  of  that  one  was  that  the  Icelandic  ambassador  to  the  US 
was  recalled,  and  fired  . . .  that’s  just  one  cable.”'”  This  evidence,  taken  together,  leads  to  a 
conclusion  that  the  Reylgavik-13  cable  was  provided  to  WikiLeaks  by  PFC  Manning. 

The  evidence  showed  that  in  his  chats  with  Mr.  Lamo  concerning  the  State  Department  cables, 
PFC  Manning  said,  “Hilary  Clinton,  and  several  thousand  diplomats  around  the  world  are  going 
to  have  a  heart  attack  when  they  wake  up  one  morning,  and  finds  an  entire  repository  of 
classified  foreign  policy  is  available,  in  searchable  format  to  the  public  . . .  theres  so  much. . .  it 
affects  everybody  on  earth. . .  everywhere  there’s  a  US  post. . .  there’s  a  diplomatic  scandal  that 
will  be  revealed. . .  Iceland,  the  Vatican,  Spain,  Brazil,  Madagascar,  if  its  a  country,  and  its 
recognized  by  the  US  as  a  country,  its  got  dirt  on  it ...  its  open  diplomacy. . .  worldvkdde  anarchy 
in  CSV  format. .  and  “it  was  forwarded  to  WL  ...  and  god  knows  what  happens  now . . . 
hopefully  worldwide  discussion,  debates,  and  reforms  ...  I  want  people  to  see  the  truth. . . 
regardless  of  who  they  are. . .  because  without  information,  you  cannot  make  informed  decisions 
as  a  public,”’^’  which  indicates  that  that  he  had  reason  to  believe  that  the  information  he  obtained 
could  be  used  to  the  injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation. 

While  there  was  evidence  that  PFC  Manning  had  the  authority  to  access  diplomatic  cables  for  his 
job,'“  the  context  of  that  evidence  was  that  access  was  authorized  for  the  analysts  to  do  their  job. 
The  evidence  also  showed  that  before  logging  on  to  his  primary  and  secondary  SIPRNET 
computers,  PFC  Manning  had  to  click  “OK”  on  a  warning  banner,  the  first  sentence  of  which 
read,  “You  are  accessing  a  U.S.  Government  (USG)  Information  System  (IS)  that  is  provided  for 
USG-authorized  use  only.”'^^  Accordingly,  accessing  diplomatic  cables  in  order  to  provide  them 
to  a  person  not  entitled  to  receive  it  exceeded  authorized  access.  PFC  Manning  had  no 
authorization  to  transfer  this  information  to  WikiLeaks,  which  was  not  entitled  to  receive  it 


***  Intdink  Logs  Forensic  Report,  Bates  #  00375116-129,  at  8. 

Testimony  of  SA  Shaver. 

^  PFC  Manning’s  Personal  Computer  Forensic  Report  Bates  #  00124283-362,  at  49. 

Testimony  of  SA  Bettencourt;  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at 
Attachment  S  (Carved_155659_l  12253792254_1 12253812590.pdf). 

**  Lamo  Chat  lO  Ex.  19(D),  at  9. 

Lamo  Chat  10  Ex.  19^),  at  8. 

Lamo  Chat  10  Ex.  19(D),  at  33. 

Testimony  of  CPT  Lim  (stating  he  gave  analysts  the  link  through  email  to  access  diplomatic  cables). 
Testimony  of  SA  Shaver,  10  Ex.  1  l(P),  at  1  (Bates  #  00376856). 
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The  evidence  showed  that  this  cable  was  properly  classified  and  remains  classified.*^ 

The  evidence  showed  that  18  U.S.C.  1030(a)(1)  exists  and  that  PFC  Manning’s  conduct  in 
providing  this  classified  cable  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  was 
service  discrediting. 

Additional  Charge  II,  Specification  15  (Art  134,  UCMJ;  18  U.S.C.  793(e)): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 5 
February  2010  and  on  or  about  1 5  March  2010,  the  accused  had  unauthorized  possession  of 
infOTmation  relating  to  the  national  defense,  to  wit:  a  classified  record  produced  by  a  United 
States  rmy  intelligence  organization,  dated  18  March  2008; 

(2)  that  the  accused  had  reason  to  believe  that  the  information  he  possessed  could  be  used  to  the 
injury  of  the  United  States  or  to  the  advantage  of  any  foreign  nation; 

(3)  that  the  accused  willfully  communicated,  delivered,  or  transmitted  the  said  infcMmation  to  a 
person  not  entitled  to  receive  it; 

(4)  that  18  U.S.C.  section  793(e)  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 

The  evidence  showed  that  “between  1  Dec  09  and  9  Mar  1 0  ...  [the  document  at  issue]  was 
accessed  only  1 2  times;  4  of  the  1 2  accesses  during  that  period  . . .  were  attributed  to  IP  addresses 
assigned  to  PFC  Manning’s  SIPRNET  computers.”*^* 

The  evidence  showed  that  the  classified  record  produced  by  a  United  States  Army  intelligence 
organization  copied  fi-om  the  SIPRNET  contained  the  same  content  as  the  document  that  was 
posted  to  WikiLeaks  on  1 5  March  2010.'®®  The  evidence  showed  that  in  a  chat  \vith 
pressassociation@jabber.ccc.de  (aliased  at  the  time  to  Nathaniel  Frank  but  later  to  Julian 
Assange),  the  accused  discussed  this  report,  stating:  “NYT  article  has  LTC  Packnett  allegedly 


Classification  Review,  Bates  #  00376903-53. 

Army  Intelligence  Forensic  Report,  Bates  #  0046452-66,  at  1 1 . 

Army  Intelligence  Forensic  Report,  Bates  #  0046452-66,  at  5-7  (the  date  of  the  document  at  issue  is  contained  in 
that  Reporty,  Testimony  of  SA  Bettencourt 


34 


o  o 

Continuation  Sheet,  DD  Form  457,  U.S.  v.  PFC  Bradley  E.  Manning 


confirming  the  authenticity  of  the  2008  report  posted  on  1 5th.”‘®’  The  Early  Bird  the  same  da^ 
of  that  chat,  1 8  March  201 0,  had  an  article  from  the  New  York  Times  discussing  that  report. 

The  contents  of  the  document  at  issue  indicate  that  PFC  Manning  had  reason  to  believe  that  the 
information  in  this  document  could  be  used  to  the  injury  of  the  United  States.  PFC  Manning  had 
no  need  to  access  information  concerning  WikiLeaks  for  his  job, and  he  had  no  authorization 
to  provide  this  document  to  WikiLeaks,  which  was  not  authorized  to  receive  it 

The  evidence  showed  that  this  document  was  properly  classified  and  remains  classified.'^® 

The  evidence  showed  that  1 8  U.S.C.  793(e)  exists  and  that  PFC  Manning’s  conduct  in  providing 
this  document  to  WikiLeaks  was  prejudicial  to  good  order  and  discipline  and  was  service 
discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1 5  of  Additional  Charge  11. 

Additional  Charge  II,  Specification  16  (Art  134,  UCMJ;  18  U.S.C.  641): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  five  elements: 

(1)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  May 
201 0  and  on  or  about  27  May  2010,  the  accused  voluntarily,  intentionally  and  knowingly  stole, 
purloined,  or  converted  a  thing  of  value,  to  wit;  the  United  States  Forces  -  Iraq  Microsoft 
Outlook/Sharepoint  Exchange  Server  global  address  list  belonging  to  the  United  States 
government  to  his  use  or  to  the  use  of  another, 

(2)  that  the  thing  of  value  belonged  to  the  United  States  and  had  a  value  in  excess  of  One 
Thousand  Dollars  ($  1 ,000); 

(3)  that  the  accused  did  so  with  intent  to  deprive  the  owner  of  the  use  or  benefit  of  the  thing  of 
value  so  taken; 

(4)  that  18  U.S.C.  section  641  exists;  and 

(5)  that,  under  the  circumstances,  the  conduct  of  the  accused  was  to  the  prejudice  of  good  order 
and  discipline  in  the  armed  forces  and  was  of  a  nature  to  bring  discredit  upon  the  armed  forces. 

Facts 


PFC  Manning  Personal  Computer  Forensic  Report,  Bates  U  124283-362,  at  3 1 ;  Army  Intelligence  Forensic 
Report,  Bates  #  0046452-66,  at  10-1 1. 

10  Ex  ll(P),p.  20-21. 

Testimony  of  CPT  Lim. 

Classification  Review,  Bates  #  00410623-34. 
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The  evidence  showed  that  on  7  May  2010,  WikiLeaks  tweeted  a  request  seeking  as  many  .mil 
addresses  as  possible.'^'  The  evidence  showed  that  the  Supply  Annex  NIPRNET  Computer  to 
which  PFC  Manning  had  access  contained  a  large  text  file  named  “blah.txt”  appearing  to  be  an 
extract  of  an  Exchange  global  address  list  in  the  peter.bigelow  user  account,  and  that  based  rai 
the  analysis  of  PFC  Manning’s  personal  computer  and  primary  SIPRNET  computer,  “blah” 
appeared  to  be  a  file  name  that  PFC  Manning  commonly  used.*’^  The  evidence  showed  that  the 
file  creation  dates  for  the  files  related  to  the  global  address  list  on  the  Supply  Annex  NIPRNET 
computer  were  1 3  May  and  22  May  10.”^  The  evidence  also  showed  that  the  temporary  internet 
files  of  SSG  Peter  Bigelow’s  user  account  contained  searches  for  how  to  obtain  a  global  address 
list  from  Microsoft  Outlook.'’** 

The  evidence  showed  that  the  Supply  Annex  NIPRNET  computer  did  not  require  CAC  logon,  so 
the  forensic  analysis  was  unable  to  determine  whether  SSG  Bigelow  created  the  global  access  list 
files  or  if  PFC  Manning  used  his  account*’®  However,  the  recycle  Ian  for  SSG  Bigelow’s 
account  contained  documents  related  to  PFC  Maiming,  such  as  a  copy  of  his  Article  15, 
counseling  statements,  and  other  documents,”*  and  the  temporary  internet  files  on  SSG 
Bigelow’s  account  included  an  amazoacom  checkout  page  indicating  that  the  item  purchased 
would  be  sent  to  PFC  Manning  at  an  address  in  Potomac,  Maryland,  and  included  evidence  of 
Google  searches  for  WikiLeaks  and  Julian  Assange,”’  and  the  Google  search  page  login  user 
was  PFC  Manning’s  G-mail  accoimt,”*  all  of  which  indicates  that  PFC  Mannii^  was  using  SSG 
Bigelow’s  account 

The  evidence  showed  that  PFC  Manning’s  personal  computer  contained,  in  unallocated  clusters, 
a  text  fragment  showing  intent  to  “acquire  and  exfiltrate  Global  Address  List  fitim  United  States 
Forces  -  Iraq  (USF-I)  Microsoft  Outlook  /  Sharepoint  Exchange  Server,”  and  also  contained  an 
extracted  portion  of  an  Exchange  global  address  list,  which  led  the  examiner  to  conclude  “it 
seems  likely  PFC  MANNING  completed  the  ‘task’  identified  ...  above.”'” 

The  global  address  list  would  be  helpful  for  the  enemy  to  possess  in  that  it  would  enable  the 
enemy  to  engage  in  “spearfishing,”  a  targeted  attempt  to  gain  information  from  an  unsuspecting 
source  by  masquerading  as  someone  the  source  trusts;  specific  infOTination  such  as  knowledge  of 
full  names  and  emails  facilitates  spearfishing  because  it  is  more  likely  to  make  the  targeted 
source  believe  the  spearfisher  is  legitimate.'*" 

PFC  Manning’s  searching  for  the  global  address  list  and  how  to  exfiltrate  it  shotly  after 
WikiLeaks  tweeted  asking  for  as  many  mil  address  as  possible  indicates  that  that  he  converted 
the  global  address  list  to  his  own  use  or  the  use  of  another  in  that  he  wanted  to  make  this 


Bates  #  00410594-95. 

Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  1 1. 

Supply  Annex  NIPRNET  Ownputcr  Forensic  Report,  Bates  #  00199556-90,  at  13. 

Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  29-32. 

Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  12. 

Supi^y  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  17. 

Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  U  00199556-90,  at  21-22, 27-29. 
Testimony  of  SA  Williamson. 

PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  64-65. 
Testimony  of  SA  Bettencourt 
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information  public  by  giving  it  to  WikiLeaks  and  thus  deprive  its  owner,  the  United  States,  of  its 
use  or  benefit'*'  PFC  Manning  had  no  authorization  to  take  the  global  address  list  from  its 
owner  and  thus  his  taking  it  constituted  stealing  it 

While  there  was  no  direct  evidence  provided  of  the  value  of  the  global  address  list,  there  was 
evidence  provided  that  the  valuation  of  the  Net-Centric  Diplomacy  database  was  over  $4 
million.'*^  There  was  also  evidence  provided  that  the  value  of  the  information  WikiLeaks 
possessed  was  1 2  million  pounds,  or  between  $  1 5-20  million.'*^  This  circumstantial  evidence 
supports  a  conclusion  that  the  value  of  the  global  address  list  was  over  $  1 ,000. 

The  evidence  showed  that  1 8  U.S.C.  641  exists  and  that  PFC  Manning’s  conduct  in  stealing  the 
global  address  list  and  converting  it  to  his  ovm  use  and  the  use  of  WikiLeaks  was  prejudicial  to 
good  order  and  disciplme  and  service  discrediting. 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  16  of  Additional  Charge  II. 

Additional  Charge  III,  Specification  1  (Art  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(aX4),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection:  . . .  Attempts  to  strain,  test,  circumvent,  or  bypass  network  or  IS  security 
mechanisms,  or  to  perform  network  or  keystroke  monitoring.  RCERTS,  Red  Team,  or  other 
official  activities,  operating  in  their  official  capacities  only,  may  be  exempted  fit)m  this 
requirement”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 
November  2009  and  on  or  about  8  March  2010,  the  accused  violated  this  lawful  general 
regulation  by  attempting  to  bypass  network  or  information  system  security  mechanisms. 

Facts 


For  example,  PFC  Manning  stated,  in  reference  to  the  State  Department  Cables,  that  “it  was  forwarded  to  W  L . . . 
and  god  knows  what  happens  now  ...  hopefully  worldwide  discussion,  debates,  and  reforms  ...  1  want  people  to  see 
the  truth. . .  regardless  of  who  they  are. . .  because  without  information,  you  carmot  make  informed  decisions  as  a 
public.”  10  Ex.  19(D),  at  33. 

NCD  Valuation  Documents,  Bates  #  0041 0556-60. 

Testimony  of  SA  Bettencourt. 
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Examination  of  PFC  Manning’s  secondary  SIPRNET  computer  revealed  a  text  string  that  he  had 
provided  to  press.association@jabber.ccc.de  (aliased  at  the  time  to  Nathaniel  Frank  but  later  to 
Julian  Assange)  in  a  deleted  chat  session  found  on  his  personal  computer  -  in  that  chat  which 
occurred  on  8  March  2010,  PFC  Manning  asked,  “any  good  at  Im  has  cracking,”  provided  the 
text  string,  and  said  “i  had  to  hexadump  a  SAM  file,  since  i  don’t  have  the  system  file.” 

The  evidence  also  showed  that  PFC  Manning  attempted  to  obtain  the  password  of  the  FTPUSER 
account  on  his  secondary  SIPRNET  computer,  which  could  have  been  used  to  attempt  to  hide  his 
true  identity  while  using  that  computer.'*  Given  the  extent  of  his  conduct  described  in  this 
report,  it  is  reasonable  to  conclude  that  PFC  Manning  attempted  to  find  a  way  to  hide  his  activity 
while  engaging  in  that  conduct. 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  1  of  Additional  Charge  III. 

Additional  Charge  EU,  Specification  2  (Art  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements; 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(a)(3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  authorized  user  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  ite 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  as,  but  not  limited 
to,  commercial  instant  messaging,  commercial  Internet  chat,  collaborative  environments,  or  peo"- 
to-peer  client  applications.  These  applications  create  exploitable  vulnerabilities  and  circumvent 
normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for  the 
introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltration  of  protected 
data”; 


(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1 
February  2010  and  on  or  about  3  April  2010,  the  accused  violated  this  lawful  general  regulation 
by  adding  unauthorized  software  to  a  Secret  Internet  Protocol  Router  Network  Computer. 

Facts 


'**  PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  25  (the  forensic  examiner  noted 
that  “the  terminology  ‘LM  hash  cracking’  and  ‘hexadumping  a  SAM  file’  ...  are  techniques  used  for  gaming 
unauthorized  access  to  a  Windows-based  computer  by  breaking  the  login  password”);  PFC  Manning’s  Secondary 
SIPRNET  Computer  Forensic  Report,  Bates  #  00199494-507,  at  9. 

PFC  Maiming’s  Secondary  SIPRNET  Compute-  Forensic  Report,  Bates  #  00199494-507,  at  9-10. 
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The  evidence  showed  that  the  wget  command  was  used  to  download  documents  staining  to 
Guantanamo  Bay  detainees  from  PFC  Manning’s  primary  SIPRNET  computer.”  In  order  for 

wget  to  have  been  used,  it  must  have  been  installed. 

The  evidence  showed  that  wget  was  not  authorized  software.**’ 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  2  of  Additional  Charge  III. 

Additional  Charge  HI,  Specification  3  (Art  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(aX3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
foUowing  activities  are  specifically  prohibited  by  any  authorized  usct  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  ite 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  as,  but  not  limited 
to ,  commercial  instant  messaging,  commercial  Internet  diat,  collaborative  environments,  or 
pear-to-peer  client  applications.  These  applications  create  exploitable  vulnerabilities  and 
circumvent  normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for 
the  introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltratitm  of 
protected  data”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hanvmer,  Iraq,  on  or  about  4  May  2010,  the 
accused  violated  this  lawful  general  regulation  by  adding  unauthorized  software  to  a  Secret 
Internet  Protocol  Router  Network  Computer. 

Facts 

The  evidence  showed  that  PFC  Manning’s  primary  SIPRNET  computer  had  a  version  of  wget 
(software  used  to  download  files  from  a  server)  that  was  the  same  version  found  in  the 
Department  of  State  log  files,  the  Intelink  log  files,  and  that  was  downloaded  by  the 
bradley.manning  user  profile  on  a  NIPRNET  computer.***  A  user  of  PFC  Mannmg’s  user  profile 
on  that  NIPRNET  computer  did  Google  searches  for  WikiLeaks  and  wgetexe  on  3  May  10  and 


Intelink  Logs  Forensic  Report,  Bates  #  00375 1 16-129,  at  12  (this  document  includes  examples  of  dates  of  such 
use  of  wget). 

Testimony  of  CPT  Chcrepko. 

PFC  Manning’s  Primary  SIPRNET  Computer  Forensic  Report,  Bates  #00211037-1 10,  at37. 
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downloaded  wget  to  that  profile.  A  user  of  PFC  Manning’s  user  profile  then  transfer^  wget 
from  the  NIPRNET  to  SIPRNET  on  4  May  2010,  under  PFC  Manning’s  user  profile. 

The  evidence  showed  that  wget  was  not  authorized  software.”® 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  3  of  Additional  Charge  III. 

Additional  Charge  III,  Specification  4  (Art  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  following  three  elements: 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  4-5(aX3),  Army  Regulation  25-2,  dated  24  October  2007,  which  provides:  “the 
following  activities  are  specifically  prohibited  by  any  autiionzed  user  on  a  Government  provided 
IS  or  connection: . . .  Modification  of  the  IS  or  software,  use  of  it  in  any  manner  other  than  its 
intended  purpose,  or  adding  user-configurable  or  unauthorized  software  such  a^  but  not  limited 
to  ,  commercial  instant  messaging,  commercial  Internet  chat,  collaborative  environments,  or 
peer-to-peer  client  applications.  These  aHJiications  create  exploitable  vulnerabilities  and 
circumvent  normal  means  of  securing  and  monitoring  network  activity  and  provide  a  vector  for 
the  introduction  of  malicious  code,  remote  access,  network  intrusions  or  the  exfiltration  of 
protected  data”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  1 1  May 
2010  and  on  or  about  27  May  201 0,  the  accused  violated  this  lawful  general  regulation  by  using 
an  information  system  in  a  manner  other  than  its  intended  purpose. 

Facts 

The  evidence  showed  that  on  7  May  2010,  WikiLeaks  tweeted  a  request  seeking  as  many  .mil 
addresses  as  possible.”'  The  evidence  showed  that  the  Supply  Annex  NIPRNET  Computer  to 
which  PFC  Manning  had  access  contained  a  large  text  file  named  “blah.txt”  appearing  to  be  an 
extract  of  an  Exchange  global  address  list  in  the  peter.bigelow  user  account,  and  that  based^on 
the  analysis  of  PFC  Manning’s  personal  computer  and  primary  SIPRNET  computer,  “blah” 
appeared  to  be  a  file  name  that  PFC  Manning  commonly  used.'”  The  evidence  showed  that  the 
file  creation  dates  for  the  files  related  to  the  global  address  list  on  the  Supply  Annex  NIPRNET 


Testimony  of  SA  Shaver. 

Testimony  of  CPT  Cherepko. 

Bates  #00410594-95. 

Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  1 1 . 
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computer  were  1 3  May  and  22  May  20 1 0.  The  evidence  also  showed  that  the  temporary 
internet  files  of  SSG  Bigelow’s  user  account  contained  searches  for  how  to  obtain  a  global 
address  list  from  Microsoft  Outlook.'^ 

The  evidence  showed  that  the  Supply  Annex  NIPRNET  computer  did  not  require  CAC  logon, » 
the  forensic  analysis  was  unable  to  determine  whether  SSG  Bigelow  created  the  global  awess  list 
files  or  if  PFC  Manning  used  his  account*’*  However,  the  recycle  bin  for  SSG  Bigelow’s 
account  contained  documents  related  to  PFC  Manning,  such  as  a  copy  of  his  Article  1 5, 
counseUng  statements,  and  other  documents,*’**  and  the  tem^r^  internet  files  on  SSG 
Bigelow’s  account  included  an  amazon.com  checkout  page  indicating  that  the  item  purchased 
would  be  sent  to  PFC  Manning  at  an  address  in  Potomac,  Maryland,  and  included  evidence  of 
Google  searches  for  WikiLeaks  and  Julian  Assange,*”  and  the  Google  search  page  login  user 
was  PFC  Manning’s  G-mail  account,*’**  all  of  which  indicates  that  PFC  Manning  was  usmg  SSG 
Bigelow’s  account 

The  evidence  showed  that  PFC  Manning’s  personal  computer  contained,  in  unaUocated  clusters, 
a  text  fragment  showing  intent  to  “acquire  and  exfiltrate  Global  Address  List  firom  United  States 
Forces  -  Iraq  (USF-I)  Microsoft  Outlook  /  Sharepoint  Exchange  Server,’’  and  also  contain^  an 
extracted  portion  of  an  Exchange  global  address  list,  which  led  the  exami^r  to  conclude  “it 
seems  likely  PFC  MANNING  completed  the  ‘task’  identified  ...  above.” 

PFC  Manning’s  searching  for  the  global  address  list  and  how  to  exfiltrate  it  shortly  after 
WikiLeaks  tweeted  asking  for  as  many  jnil  address  as  possible  indicates  that  that  he  used  the 
Supply  Annex  NIPRNET  computer  for  a  other  than  its  intended  purpose  by  obtaining  the  global 
access  list 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  4  of  Additional  Charge  III. 

Additional  Charge  III,  Specification  5  (Art.  92,  UCMJ): 

Law 

In  order  to  prove  this  offense,  the  government  must  establish  the  foUowing  three  elements; 

(1)  that  there  was  in  existence  a  certain  lawful  general  regulation  in  the  following  terms: 
paragraph  7-4,  Army  Regulation  380-5,  dated  29  September  2000,  which  provides,  in  relevant 


Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  13. 

Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  29-32. 

Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  12. 

SuRjly  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  17. 

Supply  Annex  NIPRNET  Computer  Forensic  Report,  Bates  #  00199556-90,  at  21-22, 27-29. 
”*  Testimony  of  SA  Williamson. 

PFC  Manning’s  Personal  Computer  Forensic  Report,  Bates  #  00124283-362,  at  64-65. 
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part;  “Classified  information  that  is  not  under  the  personal  control  and  observation  of  an 
authorized  person,  is  to  be  guarded  or  stored  in  a  locked  security  container,  vault,  room,  or  area, 
pursuant  to  the  level  of  classification  and  this  regulation  by  one  or  more  of  the  following 
methods:  . . .  SECRET  information  will  be  stored  ...  in  the  same  manner  as  prescribed  for  TOP 
SECRET  [in  a  GSA-approyed  security  container  with  one  of  the  listed  supplemental  controls  or 
in  a  vault  or  security  room] ...  in  a  GSA-approved  security  container  without  supplemental 
controls  ...  CONFIDENTIAL  information  will  be  stored  in  the  same  manner  as  prescrib^  for 
TOP  SECRET  and  SECRET  information  except  that  supplemental  controls  are  not  required”; 

(2)  that  the  accused  had  a  duty  to  obey  such  regulation;  and 

(3)  that  at  or  near  Contingency  Operating  Station  Hammer,  Iraq,  on  divers  occasions  between  on 
or  about  1  November  2009  and  on  or  about  27  May  2010,  the  accused  violated  this  lawfiil 
general  regulation  by  wrongfully  storing  classified  information. 

Facts 

As  outlined  in  this  report,  the  evidence  showed  that  throughout,  PFC  Maiming  brought  CDs  with 
classified  information  on  them  and  accessed  them  on  his  personal  computer,  and  showed  that  his 
personal  computer  contained  classified  information.  There  was  no  evidence  that  the  personal 
computer  containing  classified  information  was  stored  in  an  approved  manner  as  required  by  the 
regulation.^ 

The  evidence  showed  the  regulation  at  issue  existed  and  PFC  Manning  had  a  duty  to  obey  it 

I  thus  conclude  that  reasonable  grounds  exist  to  believe  that  PFC  Manning  committed  the  offense 
alleged  in  Specification  5  of  Additional  Charge  III. 

11.  Analysis  of  Matters  Raised  by  the  Accused 

Overchar^ng  by  the  Government 

The  defense  argued  that  Additional  Charge  I  and  its  Specification,  Specification  1  of  Additional 
Charge  II,  and  all  five  Specifications  of  Additional  Charge  III  should  be  dismissed.  The  defense 
also  argued  that  the  remaining  Specifications  of  Additional  Charge  II  should  be  consolidated  into 
one  Specification  alleging  violations  of  18  U.S.C.  section  641,  one  Specification  alleging 
violations  of  1 8  U.S.C.  section  793(e),  and  one  Specification  alleging  violations  of  1 8  U.S.C. 
section  1030(a)(1).  If  the  charged  offenses  were  either  dismissed  or  consolidated  as  sought  by 
the  defense,  PFC  Manning  would  face  a  maximum  penalty  of  30  years. 

As  outlined  above,  there  are  reasonable  grounds  to  believe  that  PFC  Manning  committed  the 
offenses  alleged  in  Additional  Charge  I  and  its  Specification  and  in  Additional  Charge  II, 
Specification  1 .  These  are  serious  charges,  but  so  too  is  the  offense  conduct  they  allege. 


™  Note  that  I  do  not  believe  that  PFC  Manning’s  storage  of  the  CD  marked  12  JUL  07  CZ  ENGAGEMENT  ZONE 
30  GC,  with  a  “SECRET”  sticker  attached,  in  his  quarters  constitutes  a  violation  of  this  regulation  as  there  was  no 
evidence  that  the  video  contained  on  that  CD  was  in  fact  classified. 
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Moreover,  the  Court  of  Appeals  for  the  Armed  Forces  recently  foimd  that  an  Article  134  offense 
alleging  wrongfully  providing  information  about  the  U.S.  military  to  persons  the  accused  thought 
were  members  of  Al-Qaida  was  not  multiplicious  with  attempted  violations  of  Article  104, 
including  attempting  to  give  intelligence  to  the  enemy.  U.S.  v.  Anderson,  68  MJ.  378, 384-85 
(C.A.A.F.  2010).  Accordingly,  it  would  be  inappropriate  to  recommend  that  these  charges  be 
dismissed. 

With  respect  to  the  remaining  Specifications  of  Additional  Charge  II,  charged  under  Article  134 
as  5  violations  of  18  U.S.C.  section  641,  8  violations  of  18  U.S.C.  793(e),  and  2  violations  of  18 
U.S.C.  1030(aXl)  (all  also  including  charging  the  relevant  conduct  as  prejudicial  to  good  order 
and  discipline  and  service  discrediting),  each  specification  charges  a  separate  and  distinct 
criminal  act  occurring  at  different  times  or  involving  different  information.  As  Anderson  stated, 
for  multiplicity  analysis  “the  applicable  rule  is  that,  where  the  same  act  or  transaction  constitutes 
a  violation  of  two  distinct  statutory  provisions,  the  test  to  be  applied  to  determine  whether  there 
are  two  offenses  or  only  one,  is  whether  each  provision  requires  proof  of  a  fact  which  the  other 
does  not.”  Anderson,  68  M.J.  at  385  (quoting  Blockburger  v.  United  States,  284  U.S.  299,  304 
(1932)). 

A  review  of  the  elements  of  the  specifications  in  Additional  Charge  II  alleging  violations  of  1 8 
U.S.C.  sections  793(e),  641,  and  1030(a)(1)  indicates  that  each  of  these  statutes  requires  “proof 
of  a  fact  which  the  others  do  not.”  For  example,  the  section  793(e)  offenses  require  proof  that 
the  accused  had  unauthorized  possession  of  information  relating  to  the  national  defense,  while 
the  section  1030(a)(1)  offenses  require  proof  that  the  accused  exceeded  authorized  acc^  on  a 
SEPRNET  computer  and  also  obtained  information  that  has  been  determined  by  the  United  States 
government  to  require  protection  against  unauthorized  disclosure  for  reasons  of  national  defense 
or  foreign  relations.  Accordingly,  even  though  these  offenses  have  two  elements  in  common 
(having  reason  to  believe  that  the  information  could  be  used  to  the  injury  of  the  United  States  or 
to  the  advantage  of  any  foreign  nation,  and  willfully  communicating  the  inf<xmation  to  a  person 
not  entitled  to  receive  it),  the  offenses  are  not  multiplicious.  Similarly,  the  section  641  offenses 
are  not  multiplicious  with  the  section  793(e)  and  section  1 030(a)(1)  offenses  because  the  section 
641  elements  require  proof  of  different  facts  than  do  the  elements  of  the  other  offenses. 

As  to  whether  any  of  the  Specifications  2-16  of  Additional  Charge  II  constitute  an  unreasmiable 
multiplication  of  charges,  the  Specifications  allege  separate  criminal  transactions  involving 
different  time  periods  and  different  information.  For  example,  one  of  the  two  Specifications 
alleging  violations  of  18  U.S.C.  section  1030(a)(1)  (Specification  13)  alleges  conduct  between 
on  or  about  28  Mar  10  and  on  or  about  27  May  10  involving  more  than  75  classified  Department 
of  State  cables,  while  the  other  (Specification  14)  alleges  conduct  between  on  or  about  15  Feb  10 
and  1 8  Feb  10  involving  one  particular  Department  of  State  cable.  An  analysis  of  the  otl^ 
Specifications  of  Additional  Charge  II  charging  violations  of  the  same  statute  leads  to  the  same 
conclusion.^®' 


Note  that  in  those  cases  where  the  dates  of  the  Specifications  in  Additional  Charge  11  overlap  (18  USC  793 
violations:  Specifications  2  and  3;  Specifications  5  and  7;  Specifications  2,  3,  and  9;  Specifications  9  and  10; 
Specifications  2, 9  and  15;  and  18  USC  641  violations:  Specifications  4  and  6),  the  information  that  is  the  subject  of 
the  charged  offense  is  separate  and  distinct,  indicating  that  the  criminal  act  charged  in  each  specification  is  separate 
and  distinct 
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Anderson  cites  the  five  part  test  used  to  determine  whether  there  is  unreasonable  multiplication 
of  charges  -  omitting  the  first  factor,  which  simply  asks  whether  the  accused  objected  at  trial,  the 
test  asks,  “Is  each  charge  and  specification  aimed  at  distinctly  separate  criminal  acts?  . . .  Does 
the  number  of  charges  and  specifications  misrepresent  or  exaggerate  the  . . .  [accused’s] 
criminality?  . . .  Does  the  number  of  charges  and  specifications  unfairly  increase  the  . . . 

[accused’s]  punitive  exposure?  . . .  [and]  Is  there  any  evidence  of  prosecutorial  overreaching  or 
abuse  in  the  drafting  of  the  charges?”  Anderson,  68  M.J.  at  386  (emphasis  in  original;  quoting 
U.S.  V.  Quiroz,  55  M.J.  334,  338  (C.A.A.F.  2001)).  As  outlined  above,  here  each  charge  and 
specification  is  aimed  at  a  distinctly  separate  criminal  act,  and  thus  I  do  not  believe  the  number 
of  charges  and  specifications  misrepresents  or  exaggerates  PFC  Manning’s  criminality. 

As  to  whether  the  number  of  charges  and  specifications  unfairly  increases  his  punitive  exposure, 
the  Anderson  court’s  reasoning  is  instructive:  “[Anderson’s]  punitive  exposure  was  not 
increased,  because  a  conviction  on  any  one  of  the  Articles  80,  UCMJ,  offenses  had  a  maximum 
punishment  of  life  confinement;  and  the  Government  could  easily  have  broken  up  the 
specifications  as  drafted  into  multiple  different  specifications  based  on  specific  contacts,  e-mails, 
Internet  postings,  etc.”  Id  Given  the  maximum  penalty  under  Addition^  Charge  I  and  its 
Specification,  PFC  Manning’s  punitive  exposure  is  similarly  not  unfairly  increased  here. 

Finally^  there  was  no  evidence  of  prosecutorial  abuse  or  overreach  in  the  drafting  of  the  charges. 
As  a  result,  I  do  not  believe  the  charges  and  specifications  constitute  an  unreasonable 
multiplication  of  charges. 

As  to  the  Specifications  of  Additional  Charge  III,  the  evidence  showed  that  it  was  common  for 
soldiers  to  play  music  and  games  and  to  watch  movies  on  computers  in  the  SCIF  at  FOB 
Hammer.^^  There  was  also  evidence  that  it  was  not  uncommon  to  add  software  to  those 
computers,  such  as  “MIRC  Chat.”^°^  However,  the  evidence  also  showed  that  there  was  a 
mission-related  reason  for  the  addition  of  MIRC  Chat,  as  analysts  used  it  to  chat  with  the 
aviation  community  concerning  their  work,^®^  and  even  for  listening  to  music,  as  it  helped  reduce 
stress  and  helped  the  analysts  perform  their  duties  more  effectively.  *  In  contrast,  there  was  no 
evidence  showing  there  was  a  mission-related  reason  to  add  the  software  wget  to  these 
computers,  nor  was  there  evidence  showing  there  was  a  mission-related  reason  for  PFC 
Manning’s  other  conduct  alleged  in  these  Specifications.  Moreover,  whether  or  not  other 
software  such  as  MIRC  Chat  was  added  to  the  computers,  or  whether  or  not  games,  music,  or 
movies  was  played  on  the  computers,  the  basis  for  ^ese  charges  is  not  that  PFC  Manning  added 
such  other  softvvaie  or  played  games,  music,  or  movies  on  these  computers.  Quite  the  amtrary  - 


^  Testimony  of  CPT  Fulton  (saw  soldiers  listen  to  music  in  the  SCIF,  it  was  common  for  them  to  tnmsfer  music 
from  the  SIPRNET  to  another  network,  no  one  ever  told  her  that  music  on  the  SIPRNET  was  a  violation  of 
infcmnation  assurance  security  procedures,  and  soldiers  would  watch  movies  and  play  games  on  their  workstations); 
Testimony  of  SGT  Padgett  (t^  were  told  music  was  authorized  in  the  SCIF  and  there  was  music  and  also  games 
on  the  shared  drive  on  the  SIPRNET  terminals;  movies  were  allowed,  but  only  on  the  unclassified  computers). 

Testimony  of  SGT  Madaras  (MIRC  chat  was  added  to  the  computers  once  they  got  to  IraqX  Testimony  of  Mr. 
Milliman  (sometimes  he  would  see  software  programs  installed  on  the  computers  without  his  knowledge,  but  that 
was  not  common). 

^  Testimony  of  CPT  Cherepko;  Testimony  of  SA  Shaver,  Testimony  of  Mr.  Milliman  (MIRC  Chat  was  authorized 
to  be  installed  -  soldiers  were  not  supposed  to  install  it  themselves  but  they  could  have  done  it  if  they  wanted  to). 
Testimony  of  CPT  Keay  (music  tolerated  so  Soldiers  could  be  more  productive). 
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the  basis  for  these  charges  is  that  PFC  Manning  attempted  to  bypass  computer  security 
mechanisms,  added  unauthorized  software,  misused  an  information  system,  and  wrongfully 
stored  classified  material  as  part  of  his  efforts  to  provide  information  to  WikiLeaks.  Thus,  the 
evidence  of  other  potential  regulatory  violations  in  the  SCIF  at  FOB  Hammer  -  much  of  which 
appears  to  have  been  authorized,  condoned,  or  at  least  had  a  mission-related  purpose  -  does  not 
rise  to  the  level  of  a  potential  defeise  against  these  Specifications. 

Rather,  this  evidence  may  serve  as  extenuating  or  mitigating  evidence;  in  that  case,  however,  the 
severity  of  the  offense  conduct  is  such  that  it  would  not  indicate  that  disposition  of  the 
Specifications  by  anything  other  than  referral  to  a  general  court-martial  is  appropriate.  This  is 
because  this  evidence  does  not  indicate  that,  should  PFC  Nibnning  be  convicted  of  these 
Specifications,  a  sentence  at  or  below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial 
would  be  appropriate,  nor  does  it  indicate  that  another  disposition  of  these  Specifications  would 
be  appropriate. 

Death  Penalty  Unwarranted 

With  respect  to  Additional  Charge  I,  the  defense  noted  that  the  government  has  stated  that  they 
will  not  seek  the  death  penalty  in  this  case.  Should  there  be  any  question  on  this  issue,  1 
recommend  against  seeking  the  death  penalty  in  this  case  as  that  penalty  appears  unwarranted 
given  the  facts  and  circumstances  of  the  charged  offenses. 

The  Command's  Failures  Made  It  Possible  for  PFC  Manning's  Conduct  to  Occur 

There  were  numerous  failures  on  the  part  of  the  command  that  could  have  prevented  PFC 
Manning  fiiom  committing  the  charg^  offenses  involving  classified  information  and  information 
available  on  SIPRNET.  Most  egregiously,  the  command  took  no  action  whatsoever  to  review 
whether  PFC  Manning’s  access  to  classified  information  should  be  suspended  or  revoked  after 
he  made  statements,  before  the  deployment  even  occurred,  to  the  effect  that  the  American  flag 
was  meaningless  to  him  and  he  had  no  loyalty  to  this  country.^®*  But  there  were  other  examples 
such  as  physical  outbursts  where  PFC  Manning’s  behavior  was  such  that  it  should  have 
prompt^  review  of  his  access  to  classified  informatioa^®’  There  was  evidence  that  had  the 
command  been  aware  of  these  issues,  PFC  Manning  would  have  been  removed  fi’om  the  SCBF.^®* 
While  PFC  Manning  received  regular  behavioral  health  services,  it  does  not  &pjpeai  any  mental 
health  provider  made  a  definitive  recommendation  that  his  access  to  classified  information  be 
rescinded  until  28  May  10.^  Admittedly,  the  evidence  surrounding  the  global  address  list 
showed  that  PFC  Manning  continued  to  obtain  information  in  order  to  provide  it  to  WikiLeaks 
even  after  losing  his  access  to  classified  information,  which  indicates  that  removing  PFC 
Manning’!!;  access  to  classified  information  earlier  would  not  have  entirely  prevented  his  offense 
conduct  Nevertheless,  the  evidence  also  showed  that,  had  the  command  taken  steps  earlier  to 
review  PFC  Marming’s  suitability  for  continued  access  to  classified  information,  the  command 


^  Testimony  of  SPC  Showman  in  defense-requested  closed  session. 

See,  for  exain)le,  10  Ex.  21(D),  at  Ex.  C,  at  Bates  #  00013362-67  (MFRs  dated  21  Dec  09, 26  Apr  09  [appears 
mis-dated],  and  8  May  10  by  then-MSG  Adkins  describing  PFC  Manning’s  erratic  behavior). 

Testimony  of  CPT  Lim. 

lO  Ex.  21(D),  at  Ex.  D  (PFC  Manning’s  mental  health  records),  at  Bates  #  00014147-48. 
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could  have  limited  PFC  Manning’s  opportunity  to  obtain  classified  information  and  information 
available  on  SIPRNET. 

The  command’s  failures  in  this  regeu'd,  however,  do  not  negate  PFC  Manning’s  intent  or 
knowledge  in  engaging  in  the  charged  conduct  Whether  or  not  the  command’s  failures  could  be 
considered  extenuating  or  mitigating  for  purposes  of  determining  an  appropriate  sentence  should 
this  case  be  referred  to  trial  and  should  PFC  Manning  be  convicted  of  any  offenses,  the  severity 
of  the  charged  conduct  is  such  that  this  information  does  not  bear  on  whether  PFC  Manning 
should  face  trial  by  general  court-martial,  trial  by  a  lesser  level  of  court-martial,  or  whether  other 
disposition  of  the  charges  is  appropriate.  Simply  put,  this  information  does  not  indicate  that  the 
disposition  of  these  charges  should  be  less  than  by  referral  to  general  court-martiaL  This  is 
because  this  evidence  does  not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a 
sentence  at  or  below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be 
appropriate  should  he  be  convicted,  nor  does  it  indicate  that  other  disposition  of  the  charges  is 
appropriate. 

PFC  Manning’s  Behavioral  Health  Issues/Gender  Identity  Disorder  Should  Be  Considered 

The  record  is  replete  with  information  concerning  PFC  Manning’s  behavioral  health  treatment, 
including  for  his  gender  identity  disorder.^'®  The  evidence  also  showed  that  PFC  Manning  told 
then-MSG  Adkins  about  his  gender  identity  issues  by  email,^“  that  PFC  Manning  had  repeatedly 
searched  for  information  on  the  Internet  concerning  gender  identity  disorder  and  had  information 
concerning  separation  fi-om  the  military  for  such  disorder  and  concerning  transgender  persons  in 
the  military,^'^  that  he  used  an  online  identity  named  breanna.e  jnarming  to  communicate  on  the 
Internet,^  and  that  he  cross-dressed  as  a  female  when  he  was  on  leave  in  late  Jan-early  Feb 
10.^*^ 

There  was,  however,  no  evidence  that  PFC  Manning’s  behavioral  health  issues,  including  his 
gender  identity  disorder,  prevented  him  from  forming  the  requisite  knowledge  and  intent  for  any 
of  the  charged  offenses.  Moreover,  behavioral  health  evaluations  prepared  on  22  and  28  May  10 
stated  that  PFC  Manning  “had  the  mental  capacity  to  understand  and  participate  in  the 
proceedings”  and  “was  mentally  responsible.”^*^ 

As  to  whether  evidence  of  PFC  Manning’s  behavioral  health  issues,  although  not  rising  to  the 
level  of  a  defense,  could  be  considered  extenuating  and  mitigating  evidence,  the  severity  of  the 
charged  offenses  is  such  that  this  evidence  would  not  indicate  that  disposition  of  these  charges 
other  than  by  referral  to  general  court-martial  is  appropriate.  This  is  because  this  evidence  does 
not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a  sentence  at  or  below  the 
jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be  appropriate,  nor  does  it  indicate 
that  other  disposition  of  the  charges  is  appropriate. 


10  Ex.  21(D),  Ex.  D. 

10  Ex.  21(D),  Ex.  E. 

10  Ex.  21(D),  Ex.  F,G,  1. 

10  Ex  21(D),  Ex  H. 

Lamo  Chat,  10  Ex  1 9(D),  at  4(M  1 . 

10  Ex  21(D),  Ex  D,  at  Bates  #  00014138-39, 0001414748. 
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PFC  Manning  Faced  a  Hostile  Work  Environment 

The  evidence  indicated  that  PFC  Manning  perceived  that  the  SCIF  at  FOB  Hammer  had  a  hostile 
work  environment  against  gays.^'^ 

As  to  whether  this  evidence  could  be  considered  extenuating  and  mitigating  evidence,  the 
severity  of  the  charged  offenses  is  such  that  this  evidence  would  not  indicate  that  disposition  of 
these  charges  other  than  by  referral  to  general  court-martial  is  appropriate.  This  is  because  this 
evidence  does  not  indicate  that,  if  PFC  Manning  were  convicted  of  the  offenses,  a  sentence  at  or 
below  the  jurisdictional  limits  of  a  lesser  level  of  court-martial  would  be  appropriate,  nor  does  it 
indicate  that  other  disposition  of  the  charges  is  appropriate. 

Comparatively  Little  Harm  Was  Caused  by  the  Leaks 

The  defense  argued  that  the  charged  information  is  “out  and  open”  in  the  public  and  “the  sky  has 
not  fallen”  as  a  result,  and  thus  questioned  whether  the  determinations  in  the  classification 
review  documents  as  to  the  harm  likely  to  be  caused  by  the  release  of  the  charged  information 
are  valid. 

The  evidence  showed,  however,  that  the  information  PFC  Manning  provided  to  WikiLeaks  has 
been  found  in  the  possession  of  the  enemy.^’’  The  evidence  thus  does  not  support  a  conclusion 
that  little  harm  was  caused  by  the  leaks. 

PFC  Manning  Had  an  Idealistic  Motive  for  His  Actions 

The  defense  argued  that  PFC  Manning  was  young,  idealistic,  and  had  a  strong  moral  compass, 
indicating  that  he  had  an  idealistic  motive  for  his  offenses. 

The  evidence  showed  that  PFC  Manning  may  have  believed  that  his  conduct  Avas  motivated,  at 
least  in  part,  by  idealism.  For  example,  in  his  chats  with  Mr.  Lamo,  after  explaining  how 
weaknesses  in  protecting  the  information  at  issue  helped  make  his  actions  possible  (“it  was  a 
massive  data  spillage. . .  facilitated  by  numerous  factors. . .  both  physically,  technically,  and 
culturally. . .  perfect  example  of  how  not  to  do  INFOSEC  . . .  listen^  and  lip-synced  to  Lady 
Gaga’s  Telephone  while  exfiltrating  possibly  the  largest  data  spillage  in  american  history  . . . 
pretty  simple,  and  unglamorous  ...  weak  servers,  weak  logging,  weak  physical  security,  weak 
counter-intelligence,  inattentive  signal  analysis...  a  perfect  storm”),  PFC  Marming  gave  a 
window  into  his  motivation:  “its  sad  ...  i  mean,  what  if  i  were  someone  more  malicious  . . .  i 


lO  Ex.  21(D),  Ex.  J. 

As  outlin^  above,  the  evidence  showed  that  enemies  of  the  United  States  possessed  the  information  provided  to 
WikiLeaks  by  PFC  Manning.  For  example,  the  video  named  “12  Jul  07  CZ  ENGAGEMENT  ZONE  20  GC 
Anyone.avi”  is  contained  in  the  recruiting  video  produced  by  Al-Qaida’s  media  arm  (Bates  #  00408202-236)  and  is 
described  as  “footage  published  by  the  WikiLeaks  website,”  which  clearly  indicates  that  the  enemy  obtained  this 
video  from  WikiLeaks.  That  video  also  specifically  references  the  leak  of  a  State  Department  cable,  which  indicates 
they  obtained  the  cable  from  WikiLeaks,  and  also  references  WikiLeaks  documents  describing  communications  by 
leaders  in  Islamic  countries  with  the  United  States,  which  also  indicates  they  are  referring  to  State  Department 
cables  they  obtained  from  WikiLeaks. 
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could  have  sold  to  russia  or  china,  and  made  bank?”  and  in  response  to  Mr.  Lamo’s  question  as 
to  why  he  didn’t  sell  this  information,  PFC  Manning  stated,  “because  it’s  public  data  ...  it 
belongs  in  the  public  domain  . . .  information  should  be  free  . . .  because  another  state  would  just 
take  advantage  of  the  information. . .  try  and  get  some  edge  ...  if  its  out  in  the  open. . .  it  should  be 
a  public  good.”^'* 

However,  assuming  that  PFC  Manning  had  an  idealistic  motive  for  his  actions,  such  motive 
would  not  negate  the  requisite  knowledge  and  intent  for  the  charged  offenses.  Moreover,  even  if 
the  nature  of  his  motive  could  be  considered  extenuating  and  mitigating  evidence  should  this 
case  be  referred  to  trial  and  should  he  be  convicted  of  any  offenses,  I  do  not  believe  this  evidence 
would  indicate  that  any  disposition  at  this  stage  of  the  proceedings  less  than  referral  to  trial  by 
general  court-martial  would  be  appropriate. 

in.  Defense  Objections  During  the  Hearing 

1 .  At  the  outset  of  the  hearing,  the  defense  objected  to  my  acting  as  the  Investigating  Officer  in 
this  case  and  asked  that  I  recuse  myself.^*’  I  consulted  with  my  legal  advisor  who  advised  me  as 
to  the  standard  of  R.C.M.  902(a)  -  that  recusal  is  required  if  my  impartiality  may  reasonably  be 
questioned.  My  legal  advisor  also  said  that  the  test  is  “any  conduct  that  would  lead  a  reasonable 
man  knowing  ^  the  circumstances  to  the  conclusion  that . . .  [my]  impartiality  might  reasonably 
be  questioned.”  I  do  not  believe  a  reasonable  person  knowing  all  the  circumstances  would  be  led 
to  the  conclusion  that  my  impartiality  might  reasonably  be  questioned,  and  thus  denied  the 
defense’s  recusal  request,  making  the  following  essential  findings  of  fact: 

a.  As  a  civilian,  I  am  employed  by  the  Department  of  Justice  as  a  Deputy  Chief  in  the 
Criminal  Division’s  Child  Exploitation  and  Obscenity  Section.  My  section  does  not  handle  cases 
involving  conduct  of  which  PFC  Manning  is  accused. 

b.  I  was  not  aware  of  the  specifics  of  DOJ’s  investigation  into  the  WikiLeaks  matter 
before  reviewing  materials  in  my  role  of  as  investigating  officer. 

c.  I  sent  emails  to  counsel  concerning  this  matter  from  my  usdoj.gov  email  account 

d.  I  stated  the  reasons  for  my  denial  of  the  defense  request  to  produce  the  DOJ  file  in  this 
case  in  my  written  determinations  as  to  defense  requested  evidence. 

e.  While  I  am  employed  as  a  civilian  by  the  Department  of  Justice  that  is  investigating 
this  matter,  no  aspect  of  my  DOJ  work  in  the  Child  Exploitation  and  Obscenity  Section  is 
involved  with  or  otherwise  relates  to  the  allegations  against  PFC  Manning. 

f.  I  made  written  determinations  as  to  defense-requested  witnesses  in  writing  based  on 
my  determinations  as  to  whether  the  expected  testimony  was  necessary  to  make  an  informed 
recommendation  as  to  the  truth  of  the  charges,  the  form  of  the  charges,  and  the  disposition  of  the 
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charges,  and  also  determined  whether  witnesses  were  reasonably  available.  I  also  considered 
whether  the  expected  testimony  was  cumulative  to  the  testimony  of  other  witnesses. 

g.  In  addition,  after  my  legal  advisor  called  me  on  15  December  201 1  to  discuss  R.C.M. 
405(fXl  1)  and  405(aXl)(C)  to  ensure  that  I  was  properly  considering  them,  I  reconsidered  my 
earlier  determination  as  to  three  defense  requestol  witnesses.  My  legal  advisor  made  no 
recommendations  as  to  my  determinations  on  defense  requested  witnesses. 

h.  My  determination  as  to  the  defense’s  closure  request  was  made  after  consulting  my 
legal  advisor  and  providing  his  advice  to  the  parties.  That  determination  was  consistent  with  the 
legal  advice  I  received.  I  provided  the  reasons  for  that  determination  in  writing,  applying  R.C.M. 
806(bX2).  (Subsequently,  I  granted  the  defense’s  closure  request  in  part.^^°) 

L  My  determination  as  to  my  ability  to  consider  statements  under  penalty  of  perjury 
under  28  U.S.C.  1746  was  made  after  consdting  with  my  legal  advisor  and  after  providing  his 
advice  and  cases  and  legislative  history  he  provided  me  to  the  parties,  and  my  determination  was 
consistent  with  my  legal  advisor’s  advice.  I  provided  that  determination  in  wnting  to  counsel  via 
a  141418  December  email.  I  did  limited  research  into  the  matter  before  seeking  my  legal 
advisor’s  advice. 

j.  I  conclude  that  a  reasonable  person  knowing  all  the  above  facts  would  not  conclude 
that  my  impartiality  might  reasonably  be  questioned. 

2.  During  the  testimony  of  SA  Graham,  the  defense  objected  to  my  admonishing  the  government 
that,  with  respect  to  evidence  that  the  defense  objected  to  based  on  lack  of  authentication,  I 
would  only  consider  authenticated  evidence  and  I  then  asked  the  government  if  there  were  any 
documents  they  wanted  me  to  consider  that  they  would  need  SA  Graham  to  authenticate  before 
letting  her  off  the  phone.  The  defense  objected  that  by  making  these  comments  I  went  beyond 
my  role  as  10  and  was  telling  the  government  how  to  perfect  their  case.  In  making  these 
comments,  I  simply  was  trying  to  make  the  proceeding  more  efficient  by  ensuring  I  wouldn’t 
have  to  call  this  witness  agaia  She  is  in  Hawaii  and  we  had  a  hard  time  getting  her  on  the 
phone. 

3.  During  the  testimony  of  SA  Mander,  the  defense  objected  to  my  denial  of  their  request  that 
the  investigative  files  of  the  FBI  and  the  State  Department  be  produced.  I  referred  the  defense  to 
my  written  determinations  as  to  defense-requested  evidence  and  noted  that  the  defense  can  raise 
this  issue  at  the  appropriate  time  should  this  case  be  referred  to  trial 

4.  During  the  testimony  of  CPT  Lim,  the  defense  objected  to  the  witness  stating  that  the 
accused’s  conduct  was  service-discrediting  and  prejudicial  to  good  order  and  discipline. 

5.  Before  the  taking  of  classified  testimony,  the  defense  objected  to  the  government’s  providing 
late  notice  of  their  intent  to  introduce  classified  evidence  arid  testimony  and  objected  to  the 
taking  of  classified  testimony  and  my  consideration  of  classified  evidence  based  on  this  late 


^  See  10  Ex.  49. 
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notice.  The  defense  requested  that  I  append  reasons  for  denying  their  request  to  the  report  of 
investigatioa  The  main  reason  I  denied  the  defense’s  request  is  that  the  convening  authority’s 
special  instructions  requiring  14  days’  notice  of  the  intent  to  disclose  classified  information 
applies  only  to  the  defense,  not  to  the  government  I  also  noted  that  there  was  no  evidence  the 
government  was  trying  to  engage  in  trial  by  ambush,  and  that  the  defense  had  been  in  possession 
of  the  underlying  information  since  8  November  2011. 

6.  During  SPC  Baker’s  testimony,  the  defense  objected  to  my  allowing  the  government  to  ask 
the  witness  about  the  accused’s  statements  about  his  feelings  about  the  military.  I  overruled  the 
objection. 

7.  During  Mr.  Johnson’s  testimony,  the  defense  objected  to  the  government  putting  up  a 
screenshot  of  a  chat  allegedly  between  the  accused  and  Mr.  Lamo  showing  the  accused’s  name 
rather  than  the  online  identity  “bradass87.”  I  sustained  that  objection. 

8.  During  Mr.  Lamo’s  testimony,  the  defense  objected  to  consideration  of  the  alleged  chats 
between  the  accused  and  Mr.  Lamo  on  the  grounds  that  they  are  privileged  under  M.R.E.  503. 
The  parties  submitted  written  briefs  on  this  issue.^*  I  overruled  the  defense  objection  and  my 
written  determination  of  this  issue  is  attached.^ 

9.  On  the  morning  of  21  December,  the  defense  objected  to  continuing  the  hearing  until 
Thursday  morning,  22  December,  for  arguments  b«:ause  the  defense  was  ready  to  argue  at  1500 
on  21  Dumber.  I  denied  the  objection  because  at  a  conference  on  20  December,  the  parties 
agreed  to  break  early  on  21  December  and  to  present  argument  Thursday  morning,  22  December, 
and  the  government  relied  on  that  agreement  in  planning  its  preparation. 

1 0.  Additionally,  the  defense  made  various  objections  throughout  the  testimony  to  the 
government’s  questions.  Those  objections  are  contained  in  the  transcript  of  the  hearing. 


10  Exs.  14,  15. 
^  10  Ex.  50. 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  2 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MIUTARY  OSTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ATTENTION  Of 


2  December  201 1 


MEMORANDUM  FOR  LTC  Paul  Almanza,  150th  Judge  Advocate  General  Detachment,  Legal 
Support  Organization,  MG  Albert  C.  Lieber  USAR  Center,  6901  Telegraph  Road,  Alexandria, 
VA  22310 

SUBJECT;  Requested  Witness  List  for  Article  32  Investigation  -  United  Statea  v.  PFC  Bradley 
Manning 


1 .  The  United  States  requests  the  following  witnesses  be  called  during  the  Article  32  proceeding 
in  the  above-referenced  case: 

a.  SFC  Paul  D.  Adkins,  HHC,  10th  Mountain  Divis^,  Fort  Drum,  NY,  315-772-8620 

b.  SPC  Eric  S.  Baker,  62d  MP  Detachment.  Fort  Drum,  NY,  910-354^552 

c.  WOl  Kyle  J.  Balonek,  HHB,  10th  Mountain  Division,  Fort  Drum,  NY,  315-775-7203 

d.  Special  Agent  Troy  Bettencourt.  Department  of  Treasury,  Washington.  DC,  94 1-447- 
1030 

e.  SSG  Peter  J.  Bigelow.  AFSOLTH  BN  Naples,  Naples,  Italy.  39-348-094-0656 

f.  CPT  Thomas  M.  Cherepko.  N  ATO  Force  Command  Madrid,  Madrid,  Spain,  412-387- 
3090 

g.  Special  Agi^t  Antonio  Edwards,  Computer  Crimes  Investigative  Unit,  USACIDC, 
QuanUco,  VA,  703-^-2438  /  571-305-4464 

h.  CP  I  Casey  M.  Fulton,  2d  BDE,  10th  Mountain  Division,  Fort  Drum,  NY,  404-769-8984 

i.  Special  Agent  Toni  Graham,  102nd  MP  Det  (CID),  Schofield  Barracks,  HI,  808-655- 
1776 

k  j.  J^r.  Mark  Johnson,  Computer  Crimes  Investigative  Unit,  USACIDC,  Quantico,  VA, 
?Hra05-4487 


k.  Mr.  Adrian  Lamo,  Carmichael,  CA,  adrian@ajdrian.org 

l.  CPT  Steven  J.  Lira,  HQ,  1st  Army  Division-East,  Fort  Meade,  MD,  240-429-7798 
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SUBJECT:  Requested  Witness  List  for  Article  32  Investigation  -  United  States  v.  PFC  Bradley 
Manning 

m.  SGT  Chad  M.  Madaras,  B  Co,  2d  BDE  STB,  10th  Mountain  Division,  Frat  Drum,  NY, 
315-404-6275 

n.  SFC(R)  Brian  H.  Madrid,  Buckeye,  AZ,  520-258-8934 

o.  Special  Agent  Mark  Mander,  Computer  Crimes  Investigative  Unit,  USACIDC, 
Quantico,  VA,  571-305-4463  /  240-373-4795 

p.  Mr.  Jason  A.  Milliman,  Palmyra,  VA,  520-249-0606  ^ 

q.  Special  Agent  Calder  Robertson,  Computer  Crimes  Investigati^Unit,  Gefiwany,  DSN 

314-380-5355  X  ^ 

r.  Special  Agent  David  Shaver,  Computer  Crimes  Investig^m^^mnl^l^ACIDC,  Quantico, 

VA,  57 1  -305-448 1  - 


s.  Ms,  Jihrleah  W.  Showman,  Syracuse,  NY,  918-98^-41 


L  Special  Agent  Alfred  Williamson,  Computer  Crimes  Investigative  Unit,  USACIDC, 
Quantico,  VA,  571-305-4488  ^ 


2.  If  necessary,  the  prosecuticm  may  req^st  additional  witnesses  whose  testimony  is  relevant, 
and  not  cumulative,  to  the  investigatioip.^ 


ASHDENFS 
CPT,JA 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  3 

HHC,  U.S.  Army  Garrison,  ) 
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DEFENSE  REQUEST  FOR 
ARTICLE  32  WITNESSES 


MANNING,  Bradley  E.,  PFC  I 

U.S.  Army.  xxx-xx^^J  f 

Headquarters  and  Headquarters  Company.  U.S.  i 

Army  Garrison.  Joint  Base  Myer-Henderson  Hall,  ( 

FortMycr.  VA  22211  ) 


DATED:  2  December  201 1 


On  behalfof  PFC  Bradley  E.  Manning,  his  civilian  counsel.  David  E.  Coombs  requests 
the  attendance  of  each  of  the  below  listed  witnesses  for  the  following  reasons: 

a)  In  order  to  inquire  into  the  truth  of  the  matter  alleged  in  the  charges,  consider  the 
form  of  the  charges,  and  assist  the  Investigating  Officer  in  making  recommendations  as  to 
disposition  of  the  charges.  See  Rule  for  Courts-Martial  (R.C.M.)  405(a); 

b)  In  order  to  ser\  e  as  a  means  of  disco\  ery  for  the  defense.  The  defense  has  been 
unable  to  speak  with  several  of  the  listed  witnessed  due  to  their  tack  of  cooperation  with 
requests  to  be  interviewed  prior  to  the  Article  32  hearing.  See  R.C.M.  405(a)  Discussion 
(stating  the  ’‘investigation  also  serves  as  a  means  of  discovery  '"  for  the  defense); 

c)  In  order  to  present  matters  in  mitigation  of  the  charged  offenses.  R.C.M.  405(f) 
(stating  an  accused  has  the  right  to  present  evidence  in  defense,  mitigation,  and 
extenuation);  Article  32(b).  Uniform  Code  of  Military  Justice  (UCMJ)  (stating  an  accused 
may  ’’present  anything  he  may  desire  in  his  own  behalf,  either  in  defense  or  mitigation, 
and  the  investigation  officer  shall  examine  available  witnesses  requested...”);  United 
States  V.  Garcia.  59  M.J.  447,  45 1  (C.A.A.F.  2004)(ruling  that  an  accused  has  the  right  to 
present  anything  he  may  desire  in  his  own  behalf  at  an  Anicle  32  in  defense  or 
mitigation); 

d)  In  order  to  inquire  into  the  issues  of  unlawful  command  influence  and  unlawful 
pretrial  punishment  in  violation  of  Articles  1 3  and  37  of  the  UCMJ.  See  R.C.M.  405(e) 
Discussion  (stating  that  inquiiy  in  to  other  issues  such  as  legality’  of  searches  or  the 
admissibility  of  evidence  is  proper  by  an  Artiele  32  Investigating  Officer). 


1)  SA  Toni  M.  Graham,  102'’‘‘  MP  Detachment,  1314  Lyman  Road.  Schofield  Barracks, 
Hawaii,  96857.  (808)  655-1776.  toni.grahamg’us.armv.mil.  SA  Graham  is  one  of  the 
law  enforcement  agents  that  conducted  work  on  this  ca.se.  SA  Graham  was  the 
primary  agent  involved  in  the  initial  investigation  of  the  case  beginning  on  25  May 
2010.  SA  Graham  will  testify'  about  the  investigative  steps  taken  from  the  time  of  the 
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initial  involvement  until  the  matter  was  transferred  to  the  Computer  Crime 
Investigation  Unit  (CCIU)  on  23  June  2010. 

2)  SA  Mark  A.  Mander,  GS13.  1  Rock  Island  Arsenal,  Rock  Island,  Illinois  61299- 
5000.  (309)  782-3967.  mark.manderl^us.army.mil.  SA  Mander  is  one  of  the  law- 
enforcement  agents  that  conducted  work  on  this  case  for  the  CCIU.  He  is  the  drafter 
of  most  of  the  CID  Reports  of  Investigation.  He  is  part  of  a  joint  investigation  by  CID 
and  the  Department  of  State  (DOS)  Diplomatic  Security  Ser\'ice  (DSS).  Under  the 
cooperative  invc.stigation  agreement.  CID  is  the  lead  investigative  agency  with 
primary-  responsibility  for  coordinating  all  leads  affecting  the  U.S.  Army,  and  DSS  has 
responsibility  for  leads  involving  the  DOS.  The  Federal  Bureau  of  Investigation 
(FBI)  later  joined  as  a  joint  partner  in  the  investigation  with  responsibility  for 
providing  counterespionage  e.xpertise,  investigative  support,  and  as  the  lead  agency 
for  all  civilian  related  leads. 

3)  SA  Calder  L.  Robertson  HI.  GS 1 3,  Computer  Crime  Investigation  Unit  (CCIU). 
Manheim,  Germany.  DSN  314-380-5355,  calder.robertson'aius. army.mil.  He 
extracted  the  hard  drives  from  the  two  SIPR  and  one  NIPR  computers  collected  from 
the  SCIF.  the  personal  laptop  of  SSG  Bigelow,  and  the  personal  external  hard  drive  of 
PFC  Manning.  SA  Robertson  will  testify  about  his  involvement  in  the  investigation 
and  the  steps  he  took  from  the  initial  reporting  of  the  alleged  incident  on  25  May  2010 
until  present  regarding  the  forensic  imaging  and  evidence  collection  of  electronic 
media  seized  in  Iraq. 

4)  SA  David  S.  Shaver,  GS13,  Computer  Crimes  Investigative  Unit.  27130  Telegraph 
Road.  Ouantico,  Virginia  22134.  (571)  805-4481.  david.s.shaver@us.army.mil.  SA 
Shaver  is  a  forensic  examiner  who  conducted  an  examination  of  the  computers  used 
by  PFC  .Manning  within  the  T-SCIF,  44  loose  hard  drives  seized  from  2"“^  BCT, 
digital  media  collected  from  PFC  Manning’s  Aunt's  residence,  various  log  files  from 
CIDNE  Iraq  and  CIDNE  Afghanistan,  log  files  from  the  Army  Counterintelligence 
Center  (ACIC).  and  his  personal  computer  equipment.  SAC  Shaver  completed  19 
classified  CCIU  reports  and  w  ill  testify-  about  the  nature  of  his  forensic  examination 
and  the  results  of  his  examination. 

5)  SA  Charles  T.  Ames  Jr..  GS13,  9805  l.owen  Road.  Fort  Belvoir.  Virginia  22060, 
(703)  805-2696  or  (571)  305-4483  charles.ames@us.army.mil.  SA  Ames  is  one  of 
the  law  enforcement  agents  that  conducted  work  on  this  case.  He  interviewed 
numerous  witnesses  during  the  CCIU  investigation  from  2d  BCT.  He  also  detailed 
the  collection  of  classified  information  for  the  Information  Review  Task  Force’s 
damage  assessment. 

6)  SA  Alfred  L.  William.son.  Digital  Forensics  and  Research  Branch,  Computer  Crimes 
Inve.sligative  Unit,  27130  Telegraph  Road.  Quantico.  Virginia  22134.  (571)  305- 
4488.  al.williamson@us.armv.mil.  A  forensic  examiner  who  examined  the  U.S. 
Government  Supply  Annex  NIPRNHT  computer  (Unclassified),  utilized  by  PFC 
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Bradley  Manning.  He  will  testify  about  the  nature  of  his  forensic  examination  and  the 
results  of  his  examination.  He  w  ill  also  testify-  about  his  forensic  analysis  and 
evidence  collection  from  PFC  Manning’s  cellular  telephone,  the  computer  assigned  IP 
address  144.107.17.19  and  the  forensic  imaging  of  the  Wikileaks  website. 

7)  SA  Troy  M.  Bettencourt.  Computer  Crimes  Investigative  Unit,  27130  Telegraph 
Road,  Quantico.  Virginia  22134  (571)  305-4474.  trov.m.bettencourt@us.army.mil. 

SA  Bettencourt  is  one  of  the  agents  that  worked  extensively  on  this  case  for  CCIU  to 
include  inter\  iewing  multiple  witnesses  in  the  case  and  conducting  field  investigation 
for  the  CCIU.  SA  Bettencourt  will  testify  about  his  involvement  in  the  case  and  the 
investigative  .steps  that  he  took. 

8)  SA  Ronald  K.  Rock.  United  States  Department  of  State,  Diplomatic  Security  Service 
Office  of  Professional  Responsibility.  (571)  345-2272  (W),  (703)  678-7851  (W). 

(443)  995-6819  (C).  SA  Rock  is  one  of  the  law  enforcement  agents  that  conducted 
work  on  this  case.  The  defense  requests  that  SA  Rock  be  instructed  to  provide  the 
Investigating  Officer  and  the  defense  with  a  complete  copy  of  DSS  ca.se  file  number 
PR-2010-00076  and  any  other  collateral  investigations  by  the  DSS  related  to  this  case 
at  least  tw'o  w'eeks  prior  to  the  start  of  the  Article  32  hearing. 

9)  SA  Patrick  Wheeler.  Federal  Bureau  of  Investigation,  the  defense  does  not  have 
contact  information  for  SA  Wheeler,  but  believes  that  he  would  be  the  best 
representative  from  the  FBI  to  discuss  the  initial  involvement  of  the  FBI  and  their 
subsequent  investigation.  SA  Wheeler  is  one  of  the  law  enforcement  agents  that 
conducted  work  on  this  case.  He  was  the  first  agent  to  make  contact  with  .Adrian 
Lamo  on  25  May  2010  in  order  to  obtain  the  alleged  chat  logs  between  Mr.  Lamo  and 
PFC  Manning.  The  defense  requests  that  SA  Wheeler  be  instructed  to  provide  the 
Investigating  Officer  and  the  defense  with  a  complete  copy  of  FBI  case  file  number 
242460  and  any  other  collateral  investigations  by  the  FBI  related  to  this  case  at  least 
two  weeks  prior  to  the  start  of  the  .Article  32  hearing. 

10)  CPT  Martin  Leibman,  Kenner  Army  Health  Clinic,  700  24‘^  Street,  Fort  Lee,  Virginia 
23801,  (804)  734-9143.  martin.leibman@us.army.mil.  Psychologist  that  performed  a 
command-referred  behavioral  health  evaluation  BHI:  on  PFC  Manning  24  December 
2009.  CPI  Leibman  will  testify’  that  he  determined  PFC  Manning  appeared  to  be 
under  a  considerable  amount  of  stress  at  the  time  of  his  evaluation.  He  will  also 
testify  that  PFC  Manning  did  not  appear  to  have  any  social  support  system  and 
seemed  hypersensitive  to  any  criticism.  He  recommended  that  PFC  Manning  be 
moved  from  the  night  shift  to  the  day  shift  and  that  he  be  given  a  low  intensity  duty 
for  the  immediate  future.  He  also  determined  that  PFC  Manning  was  potentially 
dangerous  to  himself  and  others  and  recommended  removal  of  his  weapon  or  removal 
of  the  bolt  from  his  weapon  along  w  ith  increased  monitoring  and  supervision.  1  le 
will  testify  that  he  used  a  behavioral  health  evaluation  form  that  was  not  approved. 
MLDCOM  Form  4038.  On  that  form,  however,  there  was  a  block  that  permitted  the 
behavioral  health  provider  to  indicate  that  the  Soldier  being  evaluated  was  not 
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suitable  for  continued  access  to  classified  material.  Despite  having  this  option,  CPT 
Leiebman  did  not  check  this  box.  He  will  testify'  that  he  does  not  remember  why  he 
did  not  check  that  box.  Had  he  done  so.  PFC  Manning's  security  clearance  would 
have  been  revoked  and  he  would  not  have  had  access  to  classified  materials  after  that 
date. 

11)  CPT  Michael  E.  Worsley,  1908"^  MC  Detachment.  500  SW  42"‘'  Street.  Topeka. 
Kansas  66609-1241.  (602)  748-7691 ,  michael.vvorsley@us.army.mil.  He  will  testify 
that  he  treated  PFC  Manning  on  numerous  between  30  December  2009  and  26  May 
2010.  As  part  of  his  treatment.  CPT  Worsley  considered  letters  written  by  PFC 
Manning’s  noncommissioned  officer  in  charge,  then  MSG  Adkins.  He  will  testify 
that  now  SFC  Adkins  expressed  concern  about  PFC  Manning’s  mental  and  emotional 
stabilify'  in  the  three  letters  noting  that  PFC  Manning  appeared  to  be  suffering  greatly 
and  also  having  difficulty  sharing  his  problem.  CPT  Worsley  will  testify  that  he 
contacted  SFC  Adkins  after  each  evaluation  was  completed  in  order  to  give  him  a 
summary  of  the  information  from  his  review  and  to  allow  SFC  Adkins  to  share  his 
thoughts  and  concerns.  De.spite  the  behavior  of  PFC  Manning,  CPT  Worsely  will 
admit  that  he  never  made  a  recommendation  to  the  command  concerning  whether  to 
suspend  PFC  Manning's  security  clearance.  He  did,  however,  speak  with  MAJ 
Clifford  Clausen  and  1 SG  Eric  Usbeck  about  his  reviews  and  PFC  Manning’s  need 
for  ongoing  long  term  psychotherapy  to  explore  and  understand  his  issues. 

12)  CPT  Edan  A.  Critchfield.  Department  of  Behavioral  Medicine,  1 1050  Mt.  Belvedere 
Blvd.  Fort  Drum,  New  York  1 3602.  (3 1 5)  772-9977.  edan.critchfield@us.army.mil. 
He  is  a  psychiatrist  that  performed  a  behavioral  health  evaluation  on  PFC  Manning  on 
22  May  and  28  May  2010.  He  will  testify  that  SFC  Adkins  had  expressed  concern  to 
him  about  PFC  Manning  around  10  April  2010.  and  had  given  him  a  memorandum 
where  he  documented  his  concerns.  Since  PFC  Manning's  primary  clinician,  CPT 
Worsley,  w'as  on  leave  at  the  time,  he  completed  the  command  directed  mental  health 
evaluation.  Based  on  his  interview  of  PFC  Manning  and  review  of  his  records,  CPT 
Critchfield  will  testify  that  he  determined  PFC  Manning  was  at  risk  to  himself  and 
others  and  recommended  that  he  not  have  an  operable  weapon.  He  will  testify  that  he 
considered  making  a  recommendation  as  to  PFC  Manning’s  access  to  classified 
information  in  his  22  May  2010  evaluation  but  did  not  do  so  because  he  had  been 
infomted  that  PFC  Manning  was  no  longer  allowed  in  the  T-SCIF.  Instead,  he  deleted 
the  block  referencing  access  to  classified  information  on  the  .MEDCOM  Form  4038  in 
order  to  have  more  space  to  write  notes  on  the  form.  CPT  Critchfield  will  testify'  that 
he  did  receive  training  on  the  subject  of  Soldier  suitability  for  access  to  classified 
information.  The  training  that  he  received  was  informal  "on-the-job"  training  during 
his  residency.  He  will  testify  that  the  factors  suggested  to  look  for  in  making 
suitability  determinations  were  ( 1 )  reliability ,  (2)  stability,  and  (3)  judgment.  On  his 
28  May  2010  mental  health  evaluation.  CPT  Critchfield  w'ill  testify  that  he  made  a 
recommendation  that  PFC  Manning  was  not  suitable  for  continued  access  to  classified 
material  and  that  his  security  clearance  should  be  rescinded. 
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13)  COL  David  M.  Miller.  Brigade  Modernization  Command,  Fort  Bliss,  Texas  79916. 
(915)  569-7205,  david.miller3@us.army.mil,  Former  2nd  BCT  Commander.  He  will 
testify  that  the  brigade  did  not  want  to  take  the  wTong  personnel  forward,  nor  did  the 
brigade  want  to  leave  a  large  rear  D  behind  for  a  small  staff  to  manage  and  lead.  He 
expected  the  leaders  in  the  Brigade  to  identify  those  soldiers  w'ho  should  not  deploy. 
He  will  testify  that  his  S-2.  the  officer  in  charge  of  PF'C  Manning,  MAJ  Clifford 
Clausen,  was  not  up  to  the  standard  of  performance  that  he  expected  out  of  someone 
in  that  position.  Based  upon  his  discussions  with  then  LTC  Paul  Walter  and  LTC 
Brian  Kerns,  COL  Miller  decided  it  was  best  to  remove  MAJ  Clausen  from  his 
position  as  the  S2  and  place  CPT  I.im  into  that  job.  1  le  will  te.stify  that  from  his 
perspective,  the  issues  surrounding  PFC  Manning  should  have  been  something  that 
the  S2  personnel  would  have  been  more  involved  in  than  the  company.  However, 
there  were  several  issues  that  may  have  impacted  the  response  to  PFC  Manning's 
issues.  First,  during  that  time  period  the  former  company  commander,  MAJ  Elijah 
Dreher  was  relieved  over  property  accountability  and  due  to  the  fact  he  vvas  not 
making  good  decisions.  Second.  MSG  Adkins,  the  NCOIC  in  the  S2  Section,  was 
■'marginal,  but  not  bad  enough  to  either  relieve  or  replace.  He  will  testify  that  then 
MSG  Adkins  w'as  technically  competent  but  that  he  lacked  leader  skills  expected  of  a 
MSG.  He  will  also  testify  that  commanders  (in  conjunction  with  their  unit  security 
manager)  are  allotted  30  days  to  submit  an  initial  DA  5248-R  following  the  discovery/ 
of  credible  derogatory  information  on  a  Soldier.  After  the  initial  DEROG  is 
submitted  and  processed  by  SID/CCF,  the  unit  has  90  days  to  submit  a  follow-up 
5248-R  if  there  is  a  pending  investigation  or  adverse  action  taken  (e.g.,  summary 
court-martial).  Once  the  inve.stigation/proceedings  are  completed  and  the  Soldier  has 
been  cleared/charged  of  offense,  the  unit  must  submit  a  final  DEROG.  In  this  case, 
he  will  testify  that  then  MSG  Adkins  failed  to  keep  the  chain  of  command  informed 
of  PFC  Manning  emotional  and  mental  condition.  He  will  testify  that  this  failure 
resulted  in  the  command  not  submitting  a  DEROG  in  a  timely  manner. 

14)  LTC  Brian  Kerns,  Old  Dominion  University,  4***  Brigade  Cadet  Command,  Rollins 
Hall,  Room  1 19,  Norfolk,  Virginia  23529.  (757)  683-3668. 
brian.kems@us.army.mil,  (Former  Executive  Officer  for  2nd  BCT),  He  will  testify 
that  he  was  MAJ  Clausen's  direet  supervisor.  He  believed  that  MAJ  Clausen  could 
not  provide  COL  Miller  with  accurate  or  timely  estimates  or  intelligence,  and  could 
not  talk  to  COL  Miller  in  a  way  that  sers'ed  the  Commander's  needs.  The  brigade 
commander  finally  lost  confidence  in  MAJ  Clausen  and  made  the  decision  after 
approximately  6  months  to  move  him.  He  will  testify-  that  the  unit  did  not  conduct  a 
formal  relief  for  cause,  but  moved  him  to  a  transition  team.  According  to  LTC  Kerns. 
M.\J  Clausen's  performance  was  weak,  but  not  so  weak  as  to  warrant  a  relief  for 
cause.  LTC  Kerns  did  not  believe  MAJ  Clausen  was  not  a  strong  leader.  He  tried  to 
decentralize  operations  but  didn't  have  enough  oversight  to  control.  He  empowered 
junior  members  who  were  too  inexperience  to  do  the  job  and  did  not  step  in  to  correct 
when  they  made  mistakes.  He  will  testify-  that  MAJ  Clausen  was  unable  to  mentor  or 
develop  younger  officers  and  didn't  have  much  direct  control  over  the  shop.  He  will 
also  testify  that  MAJ  Clausen  was  handicapped  by  weak  NCO  leadership  in  his  shop. 
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Specifically,  his  NCOIC,  then  MSG  Adkins  was  not  an  effective  leader.  In  his 
opinion,  both  MAJ  Clausen  and  MSG  Adkins  were  weak  leaders.  He  will  testify  that 
he  was  unaware  of  any  leadership  guidance  provided  in  the  S2  sections  regarding 
enlisted  personnel  management.  He  will  testify  that  it  did  not  surprise  him  that  MAJ 
Clausen  put  out  information  that  Warrant  Officers  and  Noncommissioned  Officers 
were  to  defer  all  management  responsibilities  to  MSG  Adkins.  He  will  testify  that 
perhaps  the  command  was  too  generous  with  MAJ  Clausen  and  that  removing  him 
from  his  position  earlier  would  have  been  advantageous.  He  will  testify  that  he 
believes  PFC  Manning's  mental  and  emotional  issues  were  more  than  enough  to  put 
others  at  risk  and  should  have  resulted  in  an  immediate  DEROG.  He  will  testify-  that 
he  did  not  know'  anything  about  PFC  Manning's  conduct  until  a  recommendation  for 
separation  was  made  by  the  chain  of  command.  He  will  testily  that  none  of  the 
mental  or  emotional  health  concerns,  prior  to  May  of  2010,  made  it  to  his  level.  LTC 
ICems  will  testify'  that  the  failure  to  properly  DEROG  PFC  .Manning's  was  the  unit’s 
biggest  failure.  He  believes  that  the  unit  should  have  pulled  PFC  .Manning's  access  to 
classified  information  much  earlier.  He  will  testify'  that  the  unit  should  have 
recognized  him  as  needing  help  and  that  his  condition  made  him  unfit  for  service  as 
an  intelligence  analyst.  He  will  also  testify  that  the  assistant  S6  for  the  brigade,  CPT 
Cherepko  came  to  him  with  concerns  about  unauthorized  personal  media  on  SfPRNet 
machines.  According  to  CPT  Cherepko,  personnel  were  putting  unauthorized  media 
on  computers  such  as  programs,  games,  videos,  and  music.  ETC  Kerns  will  testify' 
that  it  was  fairly  common  when  the  unit  arrived  to  see  games,  music  and  movies  on 
the  SIPRNet.  He  believed  that  it  w'as  fairly  common  across  Iraq.  He  will  testify-  that 
he  tried  to  get  the  staff  to  do  the  right  thing,  but  media  on  the  SIPRNet  continued  to 
be  the  standard.  He  will  testify  that  at  no  point  was  UCMJ  punishment  applied  to 
those  who  were  placing  unauthorized  information  on  SIPRNet.  He  will  acknowledge 
that  with  respeet  to  the  media  on  the  SIPRNet.  he  believed  that  the  Army  had  become 
too  comfortable  working  on  SIPRNet  while  deployed.  It  is  his  opinion  that  this  may 
have  bred  some  complacency  because  of  the  ease  of  access.  He  believes  that  most 
Soldiers  did  not  realize  that  that  placing  music  and  other  media  on  SIPRNet 
computers  was  wrong  because  of  how  prevalent  those  items  were  across  Iraq.  He  wdll 
also  testify  that  after  PFC  Manning  was  arrested.  COE  Miller  ordered  him  to  take  a 
complete  look  at  INFOSEC  across  the  brigade.  He  formed  a  working  group 
consisting  of  the  SGM,  S2,  S6  and  10  personnel  to  look  at  how  the  brigade  w-as 
operating.  Based  upon  this  review,  the  S6  removed  universal  ability  to  write  to  disks; 
there  was  additional  compartmentalizing  of  information  within  the  BCT  based  on  a 
need  to  know;  the  S6  instructed  staff  on  how  to  lock  out  directories  and  the  brigade 
established  an  SOP  on  the  implementation  for  reviewing  infractions  for  potential 
DEROG  actions. 

15)  MAJ  Elijah  A.  Dreher,  (706)  791-8220.  elijah.dreher^Sjus.army.mil  (Former  HHC, 
2BCT  Commander).  He  will  testify-  that  he  had  very  little  interaction  with  the  S2 
shop.  He  will  also  testify  about  the  guidance  he  gave  regarding  whether  soldiers 
would  deploy.  He  will  testify  that  he  was  not  made  aware  of  any  effort  to  keep  PFC 
Manning  from  deploying.  He  will  testify  that  his  understanding  was  that  PFC 
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Manning’s  issues  came  about  after  deploying.  He  was  not  aware  that  SFC  Adkins 
recommended  to  PFC  Manning  that  he  self-refer  to  Mental  Health  or  that  PFC 
Manning  even  went  to  Mental  Health  prior  to  the  deployment.  He  wall  also  testify' 
that  he  was  not  adequately  informed  of  PFC  Manning’s  mental  health  issues  by  MAJ 
Clausen  or  SFC  Adkins.  His  TDS  counsel  is  CPT Steve  Suchomski  at  Fort  Gordon 
TDS  (706)  791-321" Steven. suchomski@us.army.mil. 

16)  MAJ  Clifford  D.  Clausen.  National  Radio  Frequency  COMECT  Center, 
clifford.clausen@us.anTty.mil.  (303)  677-1 100.  He  w'as  the  2/10  BCT  S-2  until  being 
replaced  by  CPT  Lim.  He  will  tc.stify  that  SFC  Adkins  did  tell  him  about  an  outburst 
by  PFC  Manning  before  the  deployment,  but  that  he  does  not  remember  SFC  Adkins 
having  a  conversation  w  ith  him  about  leaving  PFC  Manning  on  rear  detachment.  He 
will  also  testify  that  he  did  not  recall  talking  to  the  company  commander  about  PF’C 
Manning's  behavioral  health  issues.  He  will  testify  that  it  w'as  his  practice  to  not  take 
many  issues  outside  of  the  S2  Shop,  and  that  he  believed  the  supervision  policy  of 
having  every  issue  go  through  SFC  Adkins  was  fine.  Finally,  he  will  testify’  that 
music  CDs  were  allowed  in  the  T-SCIF. 

17)  CPT  Barclay  D.  Keay.  HHC.  4-31  Infantry  Battalion.  2"‘‘  Brigade  Combat  feam.  lO"’ 
Mountain  Division.  Building  10210  North  Riva  Ridge,  Fort  Drum,  New  York  1 3682, 
(603)  520-3219,  barclay.keay@us.army.mil,  (night  shift  OIC  for  the  T-SClF  for  2nd 
BCT).  I  le  w  ill  testify-  that  he  believed  PFC  Manning  was  good  at  his  job  and  he  was 
also  impressed  with  PFC  Manning's  computer  skills.  Despite  this  belief,  he  will 
testify  that  PFC  Manning  should  not  have  been  a  soldier  as  he  seemed  to  act 
immature.  He  will  testify’  that  you  could  not  demand  things  from  PFC  Manning  as  he 
had  a  soft  skin  and  was  not  receptive  to  commands.  He  will  testify'  that  there  was  a 
lack  of  leadership  on  the  night  shift  which  PFC  Manning  worked  on.  He  will  testify 
that  from  his  perspective  PFC  Manning  wanted  to  be  a  good  soldier,  but  naturally  was 
not  good  at  the  basic  soldier  skills.  He  will  also  testify  that  music,  movies,  and  games 
were  common  on  SlPRNet  machines.  I  le  will  testify  that  he  went  to  a  lot  of  people  to 
try'  to  determine  if  it  was  a  problem  to  have  media  on  SlPRNet  because  he  did  not 
think  it  was  proper.  He  will  testify’  that  he  spoke  with  several  individuals  within  the 
r-SCIF  about  this  issue,  but  no  one  could  provide  him  with  an  answer.  He  w'ill  testify 
that  eventually  it  became  the  norm  to  see  soldiers  listening  to  music,  watching 
movies,  and  play  ing  games  on  SlPRNet  machines. 

1 8)  CPT  Matthew  W.  Freeburg,  Bldg  101 12.  4’^  Armored  Division  Road,  Fort  Drum, 
New  York  13602.  (915)  588-8102.  matthew.freeburgl@us.aimy.mil.  Company 
commander  and  property  book  holder  for  all  the  computers  within  HHC,  2BCT.  He 
will  testify  about  providing  commander’s  authorization  to  seize  and  search  the 
computers  PFC  Manning  was  known  to  work  on.  He  also  provided  search 
authorization  to  search  PFC  Manning's  room.  He  will  testify’  that  he  never  received 
any  information  from  the  S2  Section  concerning  any  of  PFC  Manning’s  mental  or 
emotional  issues  until  after  the  alleged  assault  of  SPC  Show'man.  He  will  testify’  that 
after  the  alleged  assault,  he  removed  PFC  Manning  from  the  T-SCIF  and  sent  him  to 
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work  in  the  Supply  Room.  He  then  gave  PFC  Manning  an  Article  1 5  reducing  him 
from  SPC  to  PFC.  Along  with  the  Article  1 5,  CPT  Freeburg  will  testify  that  he  filled 
out  a  DEROG  form  in  order  to  suspend  PFC  Manning's  security  clearance.  CPT 
Freeburg  will  testify  he  then  went  to  CPT  Worsley  at  Behavioral  Health  to  discuss 
PFC  Manning's  condition.  CPT  Worsely  told  him  that  PFC  Manning’s  troubles  were 
deeper  than  the  Army  could  fix  and  that  he  should  be  separated.  CP  1  Freeburg  will 
testify  that  he  then  sent  PFC  Manning  to  CPT  Critchfleld  for  an  evaluation.  Based 
upon  the  mental  health  recommendations,  CPT  Freeburg  will  testily  that  he  initiated 
the  chapter  paperwork.  CPT  Freeburg  will  testify'  that  he  believed  it  w'as  shocking  that 
something  more  serious  had  not  been  done  to  address  PFC  Marming’s  behavioral 
issues  prior  to  him  assaulting  SPC  Showman  and  receiving  an  Article  15.  He  will 
also  testify'  that  he  was  aware  that  personnel  had  placed  video  games,  movies,  and 
music  on  the  SIPRNet  drive. 

19)  CPT  Steven  J.  Lim,  First  Army  Division  East,  G-2,  4550  Llewelyn  Drive,  Fort 
Meade,  Maryland  20755,  (301)  833-8461,  steven.lim@:us.army .mil.  He  will  testify 
that  he  knew  about  PFC  Manning  emotional  and  mental  health  issues  before  taking 
over  as  the  brigade  S2.  Additionally,  he  will  testify  that  PFC  Marming  was 
counseled  on  a  few  occasions  due  to  his  emotional  and  mental  issues  and  that  he  was 
informed  that  PFC  Manning  was  seeing  a  doctor  about  his  condition.  Despite  this 
know  ledge,  CPT  Lim  will  testify'  that  he  was  not  aware  of  the  full  extent  of  PFC 
Manning  mental  health  issues.  He  will  testify  that  once  he  learned  of  the  entire  facts 
surrounding  PFC  Manning,  he  believed  that  PFC  Manning  should  not  have  been 
deployed.  He  will  also  testify'  that  he  gave  a  negative  counseling  to  SFC  Adkins  for 
failing  to  inform  him  of  the  various  issues  PFC  Manning  was  struggling  with  during 
the  deployment.  CPT  Lim  will  testify'  that  soldiers  were  authorized  to  bring  music 
CDs  to  listen  to  in  the  T-SCIF.  CPT  Lim  will  also  testify  that  the  T-SCIF  failed  to 
draft  a  Standard  Operating  Procedure  (SOP).  CPT  Lim  will  testify  that  he  passed  the 
link  to  the  U.S.  Embassy  cables  to  the  various  analysts,  including  PFC  Manning.  He 
disseminated  the  link  to  the  BC  I  S2  shop  and  the  BN  S2's  sometime  in  the  beginning 
of  January'  2010  in  order  to  allow  the  analysts  to  better  understand  the  Iraqi  political 
situation.  He  will  also  testify  that  the  comments  in  the  press  that  say  the  release  of  the 
CIDNE  database  compromised  our  key  sources  and  put  the  lives  of  sources  at  risk  are 
inaccurate.  Any  name  in  the  CIDNE  database  (Iraq  and  Afghanistan)  were  just  names 
put  in  by  a  soldier  who  spoke  to  some  local  national  and  not  sources  for  the  United 
States.  CPT  Lim  believes  that  although  a  name  may  be  in  CIDNE,  it  was  likely 
spelled  phonetically  and  did  not  contain  the  full  name  of  the  individual.  CPT  Lim 
knows  that  he  had  the  ability  to  pull  50  different  ways  to  spell  Muhammad  when  he 
would  do  a  CIDNE  database  search.  I  hat  fact  there  were  so  many  different  ways  to 
spell  Muhammad  is  indicative  of  the  fact  the  names  in  the  CINDE  database  were  not 
accurate  accounts. 

20)  CPT  Thomas  M.  Cherepko,  NA  TO  Force  Command  Madrid,  Madrid,  Spain  09649. 
(412)  387-3090,  thomas.m.cherepko(a:us. army.mil.  He  was  the  assistant  S-6  for  the 
2BCT.  He  will  testify  that  the  information  assurance  procedures  were  not  being 
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followed  by  the  brigade.  He  knew  that  Soldiers  would  go  to  the  local  market  and  buy 
movies,  music  and  games  and  place  the  information  on  their  SIPR  and  NIPR 
computers.  He  tried  to  address  the  issue  but  could  not  get  any  support  from  the 
leadership  to  enforce  the  standards.  He  raised  the  movie  and  music  concern  to  the  S6, 
MAJ  Morrow,  and  the  Brigade  XO,  LTC  Kerns,  but  that  nothing  was  done.  When  the 
mood  struck  him,  he  w'ould  scan  the  shared  drive  for  music,  movies  and  games  and 
will  testify  that  he  would  find  it  every  day.  Every'  time  that  he  found  unauthorized 
material  on  the  SlPRNet,  he  would  delete  it.  Occasionally,  he  w'ould  find  a  Soldier 
that  would  have  a  huge  amount  of  unauthorized  material  on  their  computer  -in  one 
instance  it  was  500  Gigabytes  of  information,  but  nothing  was  done.  He  w  ill  testify 
that  as  the  lASO  he  did  not  know  that  he  needed  to  prepare  a  DoD  Information 
Assurzmee  Certification  and  Accreditation  Process  (DIACAP)  packet  for  certification 
and  accreditation  of  the  brigade  network.  He  will  also  testify  that  due  to  this  failure, 
it  was  later  determined  that  the  brigade  did  not  have  an  Approval  to  Operate  (ATO)  or 
an  Interim  Approval  to  Operate  (lATO)  for  their  network.  Additionally,  the  brigade 
did  not  receive  a  formal  lA  certification  and  accreditation  inspection  during  its  tour, 
contrary  to  the  guidance  in  MNF-I  Directives.  Finally,  he  will  testify  that  he  knew 
about  personal  software  being  loaded  on  the  SlPRNet  and  he  would  remove  the 
software  when  he  came  across  it.  He  is  represented  by  CRT  Michelle  Borgnino  at 
Fort  My er,  (703)  696-6700,  michelle.horgmno(^us. army. mil. 

21 )  CPT  Michael  R.  .lohnson,  4"'  Brigade,  25'*'  Airborne  Infantry'  Division.  Joint  Base 
Elmendork-Richardson,  Alaska  99505,  (907)  384-0265, 

michael.r.johnson9'^us.army.mil.  He  will  testify  that  SEC  Adkins  was  in  charge  of 
all  enlisted  responsibilities.  He  will  testify  that  whenever  he  engaged  the  Soldiers  on 
issues  as  a  leader  that  he  was  told  to  back  off  by  SFC  Adkins.  CPT  Lim,  and  MAJ 
Clausen.  He  will  testify  that  the  S2,  MAJ  Clausen,  did  not  set  standards  for  the  unit. 
Based  upon  this  lack  of  leadership,  he  will  testify'  that  a  lot  of  conduct  was  ignored. 

1  le  will  testify  that  he  remembers  venting  to  MAJ  Clausen  and  SFC  Adkins  about 
how  nothing  was  being  done  to  address  PFC  Manning’s  mental  and  emotional  issues. 
He  will  state  that  when  he  addressed  these  concerns  to  MAJ  Clausen  and  SFC  Adkins 
that  he  was  told  that  he  needed  to  stay  in  his  lane.  After  the  change  in  leadership 
within  the  S2  Section,  he  w  ill  testify  that  all  of  the  officers  sal  down  to  discuss  soldier 
standards  in  an  attempt  to  address  substandard  conduct.  However,  SFC  Adkins 
objected  to  any  changes  and  would  not  allow'  anyone  to  address  the  issues 
surrounding  PFC  Manning.  As  such,  he  will  testify  that  nothing  was  done  to  address 
PFC  Manning’s  mental  and  emotional  issues. 

22)  ILT  Tanya  Marie  Gaab,  HHC,  525'^'’  BESB.  Fort  Bragg,  North  Carolina  (910)  396- 
5482.  tanya.gaabS:us. army. mil.  She  will  testify-  that  SFC  Adkins  was  in  charge  of  the 
administrative  details  and  supervision  of  the  soldiers  within  the  S2  Section.  She  will 
testify  that  she  was  made  aware  of  many  of  the  issues  surrounding  PFC  Manning 
when  she  arrived  to  the  unit.  In  her  opinion,  PFC  Manning  should  have  been 
removed  from  his  position  in  the  T-SCIF  early  on  in  the  deployment.  However,  .she 
felt  that  the  leadership  within  the  S2  section  was  not  really  concerned  with 
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disciplining  Soldiers.  She  will  testify  that  she  asked  SFC  Adkins  why  PFC  Manning 
w'as  not  removed  from  his  position  in  the  T-SCII-  earlier,  and  that  he  told  her  that  it 
w'as  a  manpower  issue.  She  will  testify  that  she  believes  that  PFC  Manning  s  issues 
were  not  taken  seriously  and  no  one  took  any  steps  to  help  him  or  even  recognize  that 
he  needed  help.  She  believes  the  unit  failed  to  take  proper  action  and  failed  to 
properly  respond  to  the  issues  that  PFC  Manning  was  obviously  struggling  with  both 
before  and  during  the  deployment. 

23)  ILT  Elizabeth  A.  Fields.  (630)  615-8101,  elizabeth.fieldsl@us.army.mil.  as  the 
Special  Security  Representative  (SSR)  for  the  T-SCIF  and  part  of  the  Sunni  Team, 

She  will  testitv'  that  she  only  received  one  hour  of  training  at  lO"’  MTN  to  be  the  SSR 
for  the  T-SCIF.  Her  training  covered  the  basic  rules  and  regulations  for  a  SCIF  at 
Fort  Drum.  She  will  testify  that  her  training  did  not  really  cover  ensuring  the  security 
of  a  T-SCIF.  However,  she  will  testify'  that  she  was  only  the  SSR  at  Fort  Drum. 

When  her  unit  deployed  to  Iraq,  she  will  testify'  that  then  MSG  Adkins  was  the  one 
that  worked  the  security  of  the  T-SCIF  and  she  dealt  with  security  clearances.  She 
will  testify  that  SFC  Adkins  did  not  receive  any  training  to  be  the  SSR.  However,  he 
just  assumed  the  position  under  the  approval  of  the  S-2.  MAJ  Clausen.  She  will 
testify  that  she  believed  SFC  Adkins  provided  terrible  supervisory  leadership.  She 
thought  he  was  a  terrible  leader  because  the  problems  within  the  unit  were  constantly 
being  ignored.  She  will  testify  that  it  was  obvious  to  everyone  that  PFC  Manning  was 
struggling  with  mental  and  emotional  issues.  However,  she  will  testify  that  when  she 
tried  to  deal  with  the  issue  and  get  PFC  Manning  help,  she  was  told  that  it  was  an 
NCO  problem  and  to  stay  out  of  it  by  SFC  Adkins.  She  will  also  testify  that  she  did 
not  believe  that  MAJ  Clausen  had  any  type  of  management  over  the  section.  She  also 
did  not  believe  that  the  Company  ISG  cared  about  the  S2  section  because  they  were 
not  co-located.  She  will  testify  that  she  was  aware  of  multiple  issues  with  PFC 
Manning,  but  stated  that  PFC  Manning  stayed  in  the  T-SClF  because  SFC  Adkins 
said  that  we  needed  personnel.  She  will  testify  that  she  believed  that  there  was  a  lack 
of  leadership  across  the  board.  She  will  testify  that  as  leaders  they  should  have 
pushed  harder  from  the  NCOs  to  the  Officers.  She  will  testify  that  she  was  puzzled 
why  PFC  Manning  was  not  removed  from  the  T-SCIF  after  previous  behavior 
incidents  that  occurred  between  him  and  SPC  Padgett  in  December  of  2009.  She  will 
testify  that  it  was  simply  accepted  that  people  brought  in  CDs  and  DVDs  into  the  T- 
SCIF.  She  believed  that  there  was  no  unit  training  at  2/1 0  that  focused  on  T-SCIF 
operations  during  the  deployment. 

24)  CW2  Joshua  D.  Ehresmam.  2"'^  BC  l  .  lO"’  Mtn  Hq,  Fort  Drum.  NY  13602,  (315) 
774-2753  or  (337)  353-9396,  Joshua.d.ehresman@us.army.mil.  He  is  represented  by 
CPT Curtis  A.  Devlin.  Fort  Lee  TDS.  (H04)  765-2290,  curtis.devlm@us.army.mil.  He 
will  testify  that  he  was  told  by  SFC  Adkins  and  MAJ  Clau.sen  that  he  was  not 
responsible  for  any  personnel  who  worked  in  the  S2  section.  He  will  testify  that  on 
several  occasions  he  returned  to  SFC  Adkins  and  MAJ  Clausen  to  clarify'  their 
expectations  about  his  responsibilities  regarding  enlisted  Soldiers  and  Officers  and  his 
non-role  in  soldier  leadership  was  reinforced  on  each  occasion.  CW2  Ehre.sman  was 
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aware  of  multiple  emotional  outbursts  by  PFC  Manning.  He  will  testify  that  prior  to 
the  deployment  he  recommended  that  PFC  Manning  should  not  deploy  and  expressed 
this  directly  to  MAJ  Clausen,  CPT  Martin  and  SFC  Adkins.  He  will  testify  that  he 
was  told  that  PFC  Manning  would  deploy  due  to  manpower  issues.  He  will  testify 
that  he  witnessed  an  incident  in  December  of  2009  by  PFC  Manning  that  required  him 
to  physically  involve  himself  in  the  situation  in  order  to  ensure  PFC  Manning  did  not 
try  to  harm  himself  or  others.  After  this  emotional  outburst,  he  will  testify’  that  he 
spoke  to  SFC  Adkins  and  recommended  that  he  take  the  bolt  from  PFC  Manning  s 
weapon,  send  him  to  mental  health  and  then  get  him  out  of  the  Army.  He  also  spoke 
with  CPT  Tim,  CPT  Martin  and  1 SG  Fric  Csbeck  about  his  concerns  after  the 
outburst  by  PFC  Manning.  He  will  testify  that  even  after  expressing  these  concerns, 
nothing  was  done. 

25)  MSG  Eric  H.  Usbeck.  Fort  Bliss.  Texas,  (315)  681-7646,  eric.usbeck@us.army.mil, 
(former  1  SG  of  HHC,  2nd  BCT).  He  will  testify'  that  prior  to  the  deployment,  he 
received  occasional  comments  from  SFC  Adkins  regarding  PFC  Manning's  attitude 
and  personal  problems.  However,  he  was  never  aware  of  any  suggestion  not  to 
deploy  PFC  Manning.  He  will  testify  that  he  was  made  aware  of  one  incident  during 
the  deployment  involving  PFC  Manning  by  another  soldier.  MSG  Usbeck  then 
souglit  out  SFC  Adkins  to  clarify  what  this  soldier  had  told  him.  After  learning  what 
happened,  MSG  Usbeck  along  with  SPC  Showman  decided  to  counsel  PFC  Manning 
for  about  45-60  minutes  and  referred  him  to  Mental  Health  for  evaluation.  He  will 
testify'  that  could  not  recall  if  the  referral  was  command  directed  or  If  Manning 
volunteered.  He  will  testify  that  he  later  learned  that  PFC  Manning  had  not  gone  to 
mental  health  as  required.  However,  due  to  his  transition,  he  will  testify’  that  he 
informed  his  replacement  of  the  issue  instead  of  attempting  to  address  the  issue 
himself 

26)  MSG  Mark  S.  Woodworth.  Task  Force  3.  OPS  GRP,  JRTC,  1212  Port  Arthur 
Terrace,  Lcesvillc,  Louisiana  71446,  (931)  249-6765, 

mark.woodworth@us.army.mil.  1  le  became  the  1  SG  of  the  company  in  March  of 
2010.  He  will  testify’  that  he  was  briefed  on  Manning  having  an  issue  w'ilh  another 
soldier.  1  le  believed  that  PFC  Manning  had  gone  to  Combat  Stress  and  seen  a 
provider.  The  next  thing  he  heard  about  PFC  Manning  was  the  assault  of  SPC 
Showman.  After  the  assault  of  SPC  Showman,  PFC  Manning  was  moved  to  the 
Supply  room.  He  will  testify  that  SFC  Adkins  did  not  talk  to  him  about  removing  the 
bolt  from  PFC  Manning's  weapon.  He  also  docs  not  recall  any  discussions  about 
sending  PFC  Manning  back  to  the  States  or  chaptering  him  out  of  the  Army.  He  will 
also  testify  about  CID  coming  to  the  unit  and  searching  PFC  Manning’s  living 
quarters  and  work  space. 

27)  SFC  Paul  David  Adkins,  HHC.  2"'^  BCT.  Fort  Drum.  New  York  13602,  DSN  774- 
2753,  paul.david.adkins@us.army.mil.  He  is  represented  by  TDS  Counsel.  SFC 
Adkins  will  testify  that  he  was  PFC  Manning’s  NCOIC.  Once  a  .MSG,  SFC  Adkins 
was  administratively  reduced  by  a  board  due  to  being  derelict  in  his  duties.  The  board 
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concluded  that  SFC  Adkins  failed  to  take  proper  steps  in  addressing  PFC  Manning’s 
issues.  SFC  Adkins  will  testify  that  he  was  aware  of  the  problems  of  PFC  Manning. 
Over  the  course  of  several  months,  he  will  testify  that  he  drafted  three  memorandums 
detailing  various  behavioral  health  concerns  of  PFC  Manning.  Despite  this 
knowledge,  SFC  Adkins  will  testify  that  he  failed  to  notify  anyone  of  these  concerns 
that  could  have  taken  steps  to  take  care  of  PFC  Manning  and  ensure  that  he  was 
getting  the  help  that  he  needed.  Instead,  he  will  testify  that  he  simply  allowed  PFC 
Manning  to  continue  to  work  in  the  T-SCIF  as  an  intelligence  analyst.  SFC  Adkins 
will  testify  that  he  assessed  that  PFC  Manning  was  salvageable  if  he  received  and 
actively  participated  in  extensive  psychological  therapy  (1-2  times  a  week  on  an 
indefinite  basis)  coupled  with  responsive  psychiatric  evaluations,  medication  and 
follow-up  adjustments  on  dosages. 

28)  SSG  Lawrence  Wayne  Mitchell,  flHC,  2"'^  BCT.  Fort  Drum,  New'  York  13602,  (315) 
742-2755,  lawrcnce.mitchell2@us.army.mil.  SSG  Mitchell  will  testify’  that  he 
originally  did  not  have  supervisory  responsibilities  at  the  unit.  After  approximately 
60  days,  he  was  given  responsibilify  for  supervising  two  subordinate  35F  Soldiers; 
one  of  these  soldiers  was  PFC  Manning.  W  hen  SSG  Mitchell  got  to  the  unit  in  May 
of  2009.  he  observed  operations  for  approximately  90  days  and  then  approached  SFC 
Adkins  to  let  him  know  his  input  about  operations.  SSG  Mitchell  will  testify  that  he 
specifically  told  SFC  Adkins  that  PFC  Manning  needed  to  be  chaptered  of  the  Army. 
SSG  Mitchell  believed  that  PFC  Manning  clearly  was  struggling  with  emotional 
issues  that  made  him  ill-suited  for  military  service.  This  conversation  occurred  in 
June  or  July  of  2009.  SSG  Mitchell  will  testify  that  he  approached  SFC  Adkins 
monthly  thereafter  about  separating  PFC  Mamiing  from  the  Army  but  was  aware  that 
he  could  only  take  the  issue  to  his  supervisor  .so  many  times  before  it  fell  on  deaf  ears. 
SSG  Mitchell  will  testify  that  he  found  an  iPod  on  a  bunk  and  looked  through  it  to 
determine  the  owner.  W'hen  SSG  Mitchell  viewed  photos  on  the  iPod,  he  noted  that 
PFC  Manning  was  attending  what  looked  like  a  gay  pride  parade.  He  will  also  testify 
that  he  knew  PFC  Manning  was  suffering  from  extreme  emotional  issues.  During  the 
deployment,  he  found  PFC  Manning  curled  in  the  fetal  position  in  the  Brigade 
conference  room,  rocking  himself  back  and  forth.  SSG  Mitchell  will  testify  that  he 
was  appointed  as  a  Special  Security  Representative  (SSR)  on  orders  for  the  T-SCIF. 
The  responsibilities  for  the  SSR  included  reviewing  security  clearance  requests, 
initiating  DEROGs  recommending  security  clearances  for  persoruicl  in  the  S2  shop, 
producing  an  SOP  and  SCIF  security.  While  he  was  appointed  as  a  SSR,  he  will 
testify  that  he  did  not  conduct  those  duties.  SSG  Mitchell  will  testify  that  he  believes 
the  reason  PFC  Manning  was  allowed  to  remain  in  the  military  and  did  not  receive  the 
help  that  he  needed  to  deal  with  his  issues  was  because  SFC  Adkins  had  influence 
over  every  action  taken  on  personnel  in  the  S2  section  and  it  was  his  decision  not  to 
do  anything. 

29)  SGT  Rebecca  M.  Schwab.  21 1  Loudon  Road,  Concord,  New  Hampshire  03301, 
(603)  224-1590.  rebecca.schw'ab@us.army.mil.  She  will  testify  that  she  has  known 
PFC  Manning  since  2008.  In  the  2008  time  frame,  PFC  Manning  told  her  that  he  was 
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gay.  She  will  testify  that  she  believes  that  it  was  a  huge  issue  for  him  and  that  he 
could  not  be  true  to  himself  without  the  risk  of  losing  his  job.  She  will  testify'  that  she 
believed  that  PFC  Manning  felt  like  he  had  no  one  to  talk  to.  She  believes  that  PFC 
Manning  was  very  intelligent  and  knew  a  lot  about  the  World  issues.  She  feels  that 
PFC  Manning  had  a  few  emotional  issues  and  these  issues  made  it  difficult  for  him  to 
adjust  to  the  military  life. 

30)  SGT  Daniel  W.  Padgett,  B  Company,  2"*^  BSTB,  lO"’  Mountain  Division.  Fort 
Drum,  New  York  13602,  (315)  772-2674.  daniel.padgettl@us.anny.mil.  former 
superv'isor  of  PFC  Manning,  He  will  testify  that  PFC  Manning  was  a  very  good 
analyst,  w'ho  was  good  with  computers  but  timid  and  not  good  at  public  speaking.  He 
will  testify  that  he  was  assigned  as  the  night  shift  NCOIC  with  then  SPC  Manning  and 
SPC  Cooley.  He  was  assigned  this  position  even  though  he  had  not  yet  been  to  any 
leadership  schools,  fie  will  testify  that  there  really  was  not  anyone  superv'ising  the 
night  shift.  He  will  also  testify  that  when  he  needed  to  counsel  PFC  Manning  he  went 
to  SSG  Balonek  and  asked  him  if  he  could  counsel  him.  He  will  testify  that  he  was 
given  permission  to  handle  disciplinary  actions  for  PFC  Manning  by  SFC  Adkins  and 
SSG  Balonek.  He  will  testify  that  he  believed  that  he  was  in  essence  taking  care  of 
other  NCOs  soldiers  and  that  PFC  Manning  should  have  been  counseled  by  SSG 
Balonek.  He  will  testify'  that  during  one  counseling  session  in  December  of  2009, 

PFC  Manning  grabbed  the  table  and  flipped  it.  He  will  testify  that  PFC  Manning  did 
not  approach  him.  but  he  was  concerned  when  PFC  Manning  stepped  towards  the 
weapons  rack.  He  will  testify  that  when  PFC  Manning  stepped  towards  the  weapons 
rack.  CW2  Ehresman  grabbed  PFC  Manning  from  behind  and  held  him  until  he 
calmed  down.  He  will  testify  that  although  PFC  Manning  later  apologized  to  him. 
that  he  believes  PFC  Manning  should  have  been  removed  from  the  T-SCIF  after  the 
incident.  Finally,  he  will  testify  that  personnel  in  the  T-SCIF  were  told  that  they 
could  listen  to  music  CDs  and  watch  movies  in  the  T-SCIF. 

31)  SGT  David  A.  Sadtlcr,  709  MI  Battalion,  U.S.  Army  Garrison,  Wiesbaden,  (DSN) 
(314)  262-7183,  david.sadtler@us.army.mil.  He  is  a  35N  -  signal  intelligence 
analyst,  fie  will  testify'  that  he  first  met  PFC  Manning  at  a  rotation  at  JRTC.  He  will 
testify  that  he  believes  that  PFC  Manning  used  to  be  a  very  happy  and  very  hyper 
individual,  but  his  leadership  wore  him  down.  He  will  state  that  PFC  Manning  was 
upset  that  no  one  cared  about  the  mission.  He  also  believed  that  the  unit  made  it  very 
difficult  on  PFC  Manning  as  it  .seemed  to  outcast  him  as  though  they  were  trying  to 
get  him  out  of  the  Army.  He  will  testify  that  a  lot  of  people  had  support  from  other 
people,  but  that  he  didn't  believe  PFC  Mamiing  had  any  support  from  his  chain  of 
command.  He  will  testify  that  he  recalls  an  incident  when  PFC  Manning  found  a 
report  that  apparently  upset  him.  PFC  Manning  had  found  in  the  report  that  some 
Iraqis  or  possibly  some  Moroccans  w'ere  being  arrested  at  a  printing  press  facility. 
SGT  Sadtler  will  testify  that  attached  to  this  report  was  some  evidence  which  had 
been  collected;  however,  this  information  was  in  Arabic.  He  will  testify  that  PFC 
Manning  had  taken  the  time  to  have  the  document  translated  and  tried  to  show  the 
translation  to  his  superiors.  He  will  testify  that  PFC  Manning  was  very'  upset  about 
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the  issue.  He  will  testify  that  if  there  was  a  moment  in  which  PFC  Manning  may  have 
snapped,  this  would  have  been  it.  SGT  Sadtler  will  testify  that  eveiyone  stonewalled 
PFC  Manning  on  the  issue  as  no  one  thought  it  was  a  big  deal.  He  will  testify  that  the 
translation  indicated  that  the  individuals  being  arrested  had  printed  documents  that 
were  questioning  whether  the  Iraqi  government  was  embezzling  public  funds. 

.32)  SGT  Lorena  Cooley.  HHC  2"*^  B(T.  Fort  Daim,  New  York,  13602,  (315)  774-2959, 
lorena.cooley@us.army.mil.  SG  f  Cooley  will  testify  that  she  believes  that  PFC 
Manning  was  picked  on  by  other  because  they  assumed  that  he  was  gay.  She  will 
testify'  that  SFC  Adkins  minimized  a  lot  of  things  with  PFC  Manning  and  tried  to 
keep  things  within  the  shop.  SGT  Cooley  will  testify  that  PFC  Manning  should  have 
probably  gotten  help  before  they  deployed.  Finally,  she  will  testify  that  Soldiers 
brought  in  CDs  for  music  and  movies  and  that  this  information  was  placed  on  the 
SIPRNet  computers. 

33)  SGT  Sheri  M,  Walsh.  13208  Bumes  Take  Drive,  Tampa.  Florida  33612.  (813)  988- 
6315,  sheri.walsh(@us.army.mil.  SGT  Walsh  will  testify  that  PFC  Manning  had 
conversations  with  her  about  relationship  issues  and  the  fact  he  was  having  gender 
identify  issues.  She  will  testify'  that  PFC  Manning  spoke  to  her  often  about  wanting 
to  get  an  Honorable  Discharge  so  that  he  could  keep  his  Top  Secret  Clearance  after 
his  release  from  the  Army.  She  will  testify  that  she  noticed  that  very'  few  people 
would  talk  to  PFC  Manning.  She  will  testify  that  every  time  that  she  saw  PFC 
Manning,  he  was  by  himself  She  will  testify  that  others  would  make  fun  of  PFC 
Manning's  size  and  the  fact  that  they  believed  he  was  gay.  One  time  SGT  Walsh  saw 
PFC  Manning  coming  out  of  his  room;  two  soldiers  pushed  the  door  back  into  PFC 
Manning's  face.  She  will  testify-  that  PFC  Manning  was  obviously  upset  and 
embarrassed  about  having  the  door  pushed  back  into  his  face.  She  will  testify  that 
instead  of  complaining  about  the  conduct,  PFC  Manning  simply  said  that  he  walked 
into  the  door  by  accident.  SGT  W  alsh  will  testify  that  she  believes  PFC  Manning  was 
at  a  very  confusing  time  in  his  life.  She  does  not  believe  that  the  Army  w'as  a  good  fit 
for  him  based  upon  where  he  w'as  at  in  his  life. 

34)  SPC  Jihrleah  W'.  Showman,  Fort  Drum.  New  York  13602.  (918)  230-4069, 
iihrleah.showman(@us.army.mil.  SPC  Showman  will  testify  about  being  aware  of 
PFC  Manning's  emotional  issues.  She  will  testify-  that  she  went  to  SFC  Adkins  and 
recommended  that  PFC  Manning  not  deploy  due  to  his  emotional  issues.  She  will 
testify'  that  she  believes  that  she  was  the  first  in  the  T-SCIF  to  .see  the  "Apache  video" 
w'hich  she  found  of  her  own  accord  in  a  network  folder.  She  will  testify  that  she 
called  CW2  Ehresman,  SSG  Balonek,  and  another  soldier  over  to  see  the  video.  SPC 
Showman  will  testify-  that  over  the  next  few-  days,  several  of  the  T-SCIF  personnel 
debated  about  whether  the  video  showed  a  camera  or  a  rocket  propelled  Grenade 
(RPG)  launcher  and  whether  the  actions  of  the  Apache  crew  were  appropriate  under 
the  circumstances.  SPC  Showman  will  testify  about  her  time  as  PFC  Manning  direct 
supervisor  and  her  multiple  obser\'ations  of  PFC  Manning  both  before  and  during  the 
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deployment  that  indicated  to  her  PFC  Manning  was  struggling  both  emotionally  and 
mentally. 

35)  Adrian  Lamo.  3506  Lynnmarway.  Carmichael.  CA  95608.  (202)  370-7750, 
adrian(r^adrian.org.  Mr.  Lamo  will  testily  about  the  chat  conversations  that  he  had 
with  an  individual  alleged  to  have  been  PFC  Manning  between  21  May  2010  and  25 
May  2010.  He  will  also  testify  about  the  nature  of  the  conversations  and  his 
subsequent  actions. 

36)  President  Barack  Obama,  The  White  House,  1600  Pennsylvania  Avenue  NW. 
Washington,  D.C.  20500,  (202)  456-1414.  The  defense  requests  the  presence  of 
President  Obama  in  order  to  discuss  the  issue  of  Unlawful  Command  Influence  (UCI). 
Under  Rule  for  Courts-Martial  405(e).  the  defense  is  entitled  to  explore  the  issue  of 
UCI.  Under  the  Uniform  Code  of  Military  Justice  (UCMJ),  a  superior  officer  in  the 
chain  of  command  is  prohibited  from  saying  or  doing  anything  that  could  influence 
any  decision  by  a  subordinate  in  how  to  handle  a  military  justice  matter.  As  the 
Commander  in  Chief.  President  Obama  made  improper  comments  on  21  April  2011. 
when  he  decided  to  comment  on  PFC  Manning  and  his  case.  On  that  date,  he 
responded  to  questions  regarding  PFC  Manning’s  alleged  actions  by  concluding  that 
"We're  a  nation  of  laws.  Wc  don’t  let  individuals  make  their  own  decisions  about 
how  the  laws  operate.  He  [PFC  Manning]  broke  the  law."  The  comments  by 
President  Obama  are  UCI.  The  defense  intends  to  question  President  Obama  on  the 
nature  of  his  discussions  with  members  of  the  military'  regarding  this  case  and 
whether  he  has  made  any  other  statements  that  would  either  influence  the  prosecution 
of  this  case  or  PFC  Manning’s  right  to  obtain  a  fair  trial.  In  additional  to  the  UCI 
issue.  President  Obama  will  testify'  about  his  view's  on  the  Afghanistan  SIGACTs 
released  by  WikiLeaks.  He  will  testify  that  the  leak  did  not  reveal  any  issues  that  had 
not  already  informed  our  public  debate  on  Afghanistan.  He  will  also  testify  that  the 
Afghanistan  SIGACTs  point  to  the  same  challenges  that  led  him  to  conduct  an 
extensive  review'  of  the  Afghanistan  policy.  President  Obama  will  also  testify’  about 
the  problem  of  over-classification  within  the  government.  Specifically,  that  he 
supported  and  signed  into  law  the  Reducing  Over-Classification  Act  on  7  October 
2010.  Additionally,  he  will  testify  that  on  his  first  full  day  in  office,  21  January  2009, 
he  issued  two  memoranda  for  the  head  of  F.xecutive  Departments  and  Agencies  that 
were  related  to  transparency  in  government.  The  first  memorandum  focused  on  the 
administration  of  the  Freedom  of  Information  .Act  (FOIA).  and  the  second  focused  on 
transparency  and  open  government.  President  Obama  will  testify  that  the 
transparency  memorandum  he  wrote  committed  the  admini.stration  to  “an 
unprecedented  level  of  openness’’  and  to  the  establishment  of  "a  system  of 
transparency,  public  participation,  and  collaboration."  President  Obama  will  testify 
that  on  8  December  2009  his  administration  released  a  third  memorandum  -  an  Open 
Government  Directive  (OGD).  The  OGD  included  detailed  instructions  for 
departments  and  agencies  on  how  they  are  to  "implement  the  principles  of 
transparency,  participation,  and  collaboration."  Finally,  on  29  December  2009. 
President  Obama  will  testify  that  he  issued  Executive  Order  13526  in  an  attempt  to 
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improve  the  system  for  classifying,  safeguarding,  and  declassifying  national  security' 
information,  including  the  establishment  of  the  National  Declassification  Center. 

37)  Former  Secretary  Robert  Gates,  Chancellor,  College  of  William  and  Mary,  P.O.  Box 
8795,  Williamsburg.  VA  23187,  (757)  221-1693.  Former  Secretary  Gates  will  testify- 
that  the  Afghanistan  and  Iraq  SIGACT  releases  did  not  reveal  any  sensitive 
intelligence  sources  or  methods.  He  will  also  testify  that  the  Department  of  Defense 
could  not  point  to  anyone  in  Afghanistan  or  Iraq  harmed  due  to  the  documents 
released  by  Wikileaks.  He  will  testify  that  the  Afghanistan  and  Iraq  SIGACTs  are 
simply  ground-level  field  reports  that  document  dated  activities  which  do  not  disclose 
sensitive  information  or  our  sources  and  methods.  Former  Secretary  Gates  w-ill  also 
testify  that  the  initial  public  descriptions  of  the  harm  to  foreign  policy  due  to  the 
publication  of  diplomatic  cables  were  “fairly  significantly  overwrought.”  He  will  also 
testify-  that  although  the  disclosures  were  embarrassing  and  awkward,  they  did  not 
represent  significant  consequences  to  foreign  policy.  Finally,  Former  Secretary  Gates 
will  testify  that  on  29  July  2010,  he  directed  the  Defense  Intelligence  Agency  (DIA)  to 
lead  a  comprehensive  review  of  the  documents  allegedly  given  to  WikiLeaks  and  to 
coordinate  under  the  Information  Review-  Task  Force  (IRTF,  formerly  TF  725)  to 
conduct  a  complete  damage  review.  He  will  testify-  that  the  damage  review  confirmed 
that  the  alleged  leaks  represented  a  low  to  at  best  moderate  risk  to  national  security. 
Specifically,  that  all  of  the  information  allegedly  leaked  was  either  dated,  represented 
low-level  opinions,  or  was  already  commonly  understood  and  know-  due  to  previous 
public  disclosures. 

38)  Secretary  Hillary  R.  Clinton.  U.S.  Department  of  State,  2201  C  Street  NW. 
Washington.  D.C.  20520.  (202)  647-4000.  Secretary-  Clinton  will  testify  that  she  has 
raised  the  issue  of  the  disclosure  of  diplomatic  cables  with  foreign  leaders  “in  order  to 
assure  our  colleagues  that  it  w  ill  not  in  any  way  interfere  with  American  diplomacy  or 
our  commitment  to  continuing  important  work  that  is  ongoing."  Secretary  Clinton 
will  also  testify  that  she  has  not  had  any  concerns  expressed  to  her  about  whether  any 
nation  would  not  continue  to  work  with  the  United  States  or  would  not  continue  to 
discuss  important  matters  going  forward  due  to  the  alleged  leaks.  As  such.  Secretary 
Clinton  will  testify  that  although  the  leaks  were  embarrassing  for  the  administration, 
that  she  concurs  w  ith  Former  Secretary  Gates’  opinion  that  they  did  not  represent 
significant  consequences  to  foreign  policy. 

39)  CPT  James  Kolky,  U'  Cavalry  Division.  Fort  Hood.  Texas,  Brigade  S-2,  (254)  285- 
5093.james.koky@conus.army.mil.  He  will  testify  about  his  classification  review-  of 
the  three  Apache  gun  videos  that  were  sent  to  his  Division  by  FORSCOM. 
Specifically,  he  will  testify  that  the  videos  were  not  classified  at  the  time  of  their 
alleged  release.  However,  he  will  testify-  that  he  believes  that  videos  should  have  been 
classified.  He  will  testify  regarding  his  classification  determination. 


16 


Q 


O 

United  States  v.  Manning:  Article  32  Witness  List 


40)  RADM  Kevin  M,  Donegan,  Director  of  Operations  for  United  States  Central 
Command.  7115  South  Boundar>-  Boulevard,  MacDill  Air  Force  Base.  Florida 
3362 1 ,  (3 1 2)  65 1  -4 1 .34.  kevin.donegan@cenlcom.mil.  RADM  Donegan  conducted 
classification  review  s  on  two  Pow  erPoint  slide  presentations  of  official  reports 
originated  by  USCENTCOM.  The  PowerPoint  presentations  are  the  subject  of 
Specification  10  of  Charge  11.  RADM  Donegan  w’ill  testify  regarding  his 
classification  determination  and  his  belief  of  the  impact  on  national  security  due  to 
the  release  of  the  information. 

41)  Robert  E.  Betz.  USCYBERCOM  Chief  Classification  Advisory'  Officer,  the 
government  has  not  provided  the  defense  with  contact  information  for  Mr.  Betz.  Mr. 
Betz  will  testify'  about  his  classification  determination  concerning  the  alleged  chat 
logs  between  Mr.  Lamo  and  PFC  Bradley  Manning.  Specifically,  he  will  testify  about 
his  classification  assessment  of  information  discussed  in  the  alleged  chat  logs.  Mr. 
Betz  believes  the  limited  discussion  caused  “serious  damage”  to  national  security  . 

42)  LtGen  Robert  E.  Schmidle.  Jr..  Deputy  Commander  IJ.S.  Cyber  Command.  (703) 
614-3663,  roben.schmidel@usmc.mil.  LtGen  Schmidle,  as  the  Original  Classification 
Authority  (OCA)  over  the  information  discussed  by  Mr.  Betz.  LtGen  Schmidle  will 
testify  that  he  concurs  with  the  classification  determination  and  impact  statements 
made  by  Mr.  Betz.  The  defense  would  like  to  question  him  regarding  his  declaration 
and  the  basis  for  his  belief 

43)  VADM  Robert  S.  Harward.  USCENTCOM.  Deputy  Commander,  MacDill  Air 
Force  Base,  Florida  33621,  (813)  840-5104.  robert.harward@jfcom.mil.  VADM 
Harward  will  testify  concerning  his  classification  review  and  classification 
detennination  concerning  the  CIDNE  .Afghanistan  Events.  CfDNE  Iraq  Events,  other 
briefings  and  the  BE22  PAX.wmv  video.  Specifically,  VADM  Harward  will  testify 
concerning  his  classification  determination  and  his  belief  of  the  impact  on  national 
security  from  having  this  information  released  to  the  public. 

44)  Patrick  F.  Kennedy,  Under  Secretary'  of  State  for  Management,  the  defense  does  not 
have  contact  information  for  Mr.  Kennedy  .  Mr.  Kennedy  will  testify  concerning  his 
review  of  the  disclosure  of  Department  of  State  Diplomatic  Cables  stored  within  the 
Net-Centric  Diplomacy  server  and  part  of  SlPDIS.  Mr.  Kennedy  will  te.stify 
concerning  his  cla.s.sification  determination  and  the  impact  of  the  release  of  the 
information  on  national  security. 

45)  RADM  David  B.  Woods,  Commander.  Joint  Task  Force  -  Guantanamo  (JTF- 
GTMO),  (703)  697-3650,  david.b.woods@navy.mil.  RADM  Woods  will  testify' 
concerning  his  review  of  the  disclosure  of  five  documents,  totaling  twenty-two  pages. 
RADM  Woods  will  testify'  concerning  his  clas.sificalion  determination  and  the  impact 
of  the  release  of  the  information  on  national  security. 
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46)  CAPT  Kevin  D.  Moore,  Walter  Reed  National  Military  Medical  Center,  (301)  295- 
0500,  kevin.d.moore@med.navy.mil.  He  will  testily  that  during  a  meeting  in  early 
January  of  201 1 .  the  Security  Battalion  Commander  in  charge  of  the  Quantico  Brig, 
Col.  Robert  Oltman,  clearly  stated  to  the  Brig  Staff  that  ‘’I  will  not  have  anything 
happen  to  Manning  on  my  watch....  So,  nothing  is  going  to  change....  He  won't  be 
able  to  hurt  himself  and  he  won't  be  able  to  get  away,  and  our  way  of  making  sure  of 
that  is  that  is  he  will  remain  on  Maximum  Custody  and  POl  indefinitely.”  He  will 
testify  that  one  of  the  other  Brig  psychiatrists,  Capt.  W'illiam  Hooter  then  said  '‘You 
know  Sir,  I  am  concerned  because  if  you  are  going  to  do  that,  maybe  you  want  to  call 
it  something  else  because  it  is  not  based  upon  anything  from  behavioral  health.''  In 
response,  Capt.  Moore  will  testify  that  Col.  Oltman  said  “We  will  do  whatever  we 
want  to  do.  You  make  a  recommendation  and  then  I  have  to  make  a  decision  based 
upon  everything  else.”  Capt.  Moore  will  testify  that  Capt.  Hocter  then  said,  “Well 
then  don’t  say  it  is  based  upon  mental  health.  You  can  say  it  is  Maximum  Custody, 
and  just  don't  put  that  we  [behavioral  health]  are  somehow  involved  in  this.”  Col. 
Oltman  replied.  “Well,  that  is  what  we  are  going  to  do."  Capt.  Moore  will  testify  that 
he  spoke  with  others  at  the  Brig  to  see  if  they  knew  why  the  Brig  was  so  heavy 
handed  on  PFC  Manning.  He  will  testify  that  others  at  the  Brig  told  him  that  they 
have  never  seen  anything  like  this  before.  Capt.  Moore  will  testify-  that  others  told 
him  that  they  were  afraid  to  speak  out  about  the  situation  given  the  concern  of  what 
would  happen  as  a  result  of  any  complaint  about  PFC  Manning’s  treatment. 

47)  CAPT  William  J.  Hocter,  Walter  Reed  National  Military  Medical  Center,  (703)  784- 
1779,  william.hocter@med.navy.mil.  He  will  testify  that  neither  the  Quantico  Brig 
Commander,  CW4  James  Averhart,  nor  the  Security  Battalion  Commander,  Col. 
Robert  Oltman,  gave  him  any  reasons  for  maintaining  the  Prevention  of  Injury- 
precautions  other  than  stating  it  was  for  PFC  Manning’s  safety.  He  will  testify'  that 
Col.  Oltman  intimated  that  he  was  receiving  instruction  form  a  higher  authority  on  the 
matter  but  did  not  say  who  was  providing  this  direction.  Capt.  Hocter  will  testify  that 
he  knew  that  the  higher  base  authorities  had  frequent  (sometimes  weekly)  meetings  to 
discuss  PFC  Manning.  Capt.  Hocter  will  testily  that  he  gave  weekly  status  reports 
stating  that  he  felt  the  POI  precautions  were  unnecessary.  Capt.  Hocter  will  testify 
that  he  recalls  a  meeting  witli  Col.  Oltman  where  he  stated  that  PFC  Manning  would 
remain  in  his  current  status  Maximum  Custody  and  POI  unless  and  until  he  received 
instructions  from  higher  authority  to  the  contrary.  Capt.  Hocter  cannot  recall  Col. 
Oltman’s  exact  words,  but  he  does  recall  that  Col.  Oltman  made  it  clear  that  nothing 
would  change  with  PFC  Manning  regardless  of  his  behavior  or  the  recommendations 
of  behavioral  health. 

48)  Inmate  Christopher  Whitfield,  Joint  Regional  Correction  Facility  (JRCF).  Fort 
Leavenworth,  Kansas.  Inmate  Whitfield  will  testify’  that  he  was  taken  to  the  pretrial 
section  at  the  JRCF  and  met  with  PFC  Manning.  He  will  testify-  that  he  explained  the 
purpose  of  his  visit  and  asked  PFC'  Manning  who  he  was  and  why  he  was  at  the 
JRCF.  PFC  Manning  allegedly  responded  wth,  “1  sold  information  to  Wikileaks.” 


18 


o 


Q 

United  Suites  v.  Manning:  Article  32  Witness  i.ist 


Shortly  after  this  alleged  statement,  the  guards  realized  that  Inmate  Whitfield  should 
not  have  been  in  the  pretrial  area. 


DAVID  \i.  COOMBS 
Civilian  Defense  Counsel 
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V. 

)  Prosecution  Response  to  Defense 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

)  Motion  to  Compel  Depositions 

) 

1  Enclosure  4 

) 

)  8  March  2012 

) 

8  March  2012 


UNCLASSIFIEi^lPCES  (SECRET//ORCON/NOFORN  Vh^NCLOSURES) 


ATTENTION  OF 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MIUTARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


2  December  201 1 


MEMORANDUM  FOR  ETC  Paul  Almanza,  150th  Judge  Advocate  General  Detachment,  Legal 
Support  Organization,  MG  Albert  C.  Lieber  USAR  Center,  6901  Telegraph  Road,  Alexandria, 
VA  22310 

SUBJECT:  Requested  Evidence  List  for  Article  32  Investigation  -  United  States  v.  PFC  Bradle::^ 
Manning 


1.  The  United  States  requests  you  consider  the  following  evidence  during  the  Article  32 
proceeding  in  the  above-referenced  case; 

a.  Charged  Documents. 

( 1 )  Batch  #1  (00376954  -  00377572).  See  Enclosure  1 . 

(2)  Batch  #2  (00377626  -  00377675).  See  Enclosure  1 . 

(3)  Batch  #3  (00377845  -  00378140).  See  Enclosure  1. 

b.  Classification  Reviews. 

( 1 )  Classification  Review  (CENTCOM)  (0037687 1  -  00376873). 

(2)  Classification  Review  (DISA)  (00376890  -  00376890). 

(3)  Classification  Review  (CYBERCOM)  (00376875  -  00376878). 

(4)  Classification  Review  (CENTCOM)  (00376879  -  00376902). 

(5)  Classification  Review  (DoS)  (00376903  -  (X)376953). 

(6)  Classification  Review  (Other)  (00378 1 48  -  00378 175). 

(7)  Classification  Review  (SOUTHCOM)  (00378646  -  00378649). 

c.  Accused’s  Personnel  Records. 

(1)  PFC  Bradley  E.  Manning’s  OMPF  (000001 16  -  00000164). 

(2)  PFC  Bradley  E.  Manning’s  ERB  (00000006). 

(3)  Security  Clearance  Documents. 

(a)  Batch  #1  (000 156 17  -000 156 19). 

(b)  Batch  #2  (00022898  -  000229 13). 

(c)  Batch  #3  (00022947  -  00022949). 

(d)  Batch  #4  (00036801  -  00036802). 

d.  Accused’s  Training. 

(1)  Advanced  Individual  Training  (AIT)  Training. 
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(a)  Batch  #1(00001052  -  0001 1344). 

(b)  Batch  #2  (000 11649  -  00012569). 

(2)  The  Accused’s  AIT  Corrective  Training  Slideshow  (00125314  -  00125316). 

(3)  The  Accused’s  Information  Assurance  Training. 

(a)  lA  Exam  (00375768-0037577 1 ). 

(b)  lA  Training  Requirement  (00375772). 

(c)  lA  Virtual  Training  (00375773). 

(d)  lA  Virtual  Training  #2  (00375774). 

(e)  Test  Results  (00022348). 

e.  Law  Enforcement  Investigations. 


(1)  CID  Case  File. 

(a)  Batch  #1  (00000179  -  00000376). 

(b)  Batch  #2  (00000402  -  00000411). 

(c)  Batch  #3  (00021364 -00025526). 

(d)  Batch  #4  (00026079  -  00026082). 

(e)  Batch  #5  (00026356  -  00036786). 

(f)  Batch  #6  (00045302  -  00046073). 

(g)  Batch  #7  (00375 183  -00375724). 

(h)  Batch  #8  (00378219 -00378623). 

(i)  Batch  #9  (00378626  -  00378645). 

0)  Batch  #10  (0040799 1  -  00408088). 

(2)  CID  Forensic  Reports. 

(a)  10th  Mountain  Shares  (00046074  -  0004645 1 ). 

(b)  Army  Intelligence  Report  (0(X)46452  -  0(X)46566). 

(c)  CENTAUR  Logs  (00046567 -00052616). 

(d)  CENTCOM  Server  (00052617  -  000543 1 1). 

(e)  CIDNE  Files  (000543 1 2  -  000543 1 9). 

(f)  Department  of  State  Files  (00054320  -  001 19042). 

(g)  SOUTHCOM  Comparison  (00375008  -  00375 1 15). 

(h)  Intelink  Logs  (001 19043  -  00375129). 

(i)  Lamo  Chats  (00 124 107 -00 124282). 

(j)  Manning’s  Personal  Computer  (00124283  -  00125269). 

(k)  Manning’s  External  Hard  Drive  (00125270  -  00125318). 

(l)  Manning’s  SD  Card  (00125319  -  00199473). 

(m)  Computers  148.17.172.115  and  22.225.28.54  (00199474  -  00199485). 

(n)  SIPRNET  Computer  22.225.29.185  (00199486  -  00199493). 

(o)  SIPRNET  Computer  22.225.41.40  (00199494  -  00199510). 


2 

UNCLASSinED//I.ES  (SECRET//ORCON/NOFORN  w/ ENCLOSURES) 


UNCLASSIFIEW.es  (SECRET//ORCON/NOFORN  »^.NCLOSURES) 
ANJA-CL 

SUBJECT;  Requested  Evidence  List  for  Article  32  Investigation  -  United  States  v.  PEC  Bradley 
Manning 


(P) 

(q) 

(r) 

(s) 

(t) 

(u) 

00374370). 

(V) 


Manning’s  CD  (00199511  -  00199523). 

NIPRNET  Computer  144.107.17.139  (00199524  -  00199555). 

NIPRNET  Computer  144.107.19  (00199556  -  00211019). 

NIPRNET  Computer  147.198.178.143  (0021 1020  -  0021 1027). 
SIPRNET  Computer  22.225.28.216  (00211028  -  0021 1036). 

SIPRNET  Computer  22.225.41.22  (0021 1037  -  00243945)  &  (00243882  - 

OGA  Documents  (00374371  -  00375007). 


f.  Military  Intelligence  Investigations. 


(1)  Investigation#!. 

(a)  Batch  #1  (00044865  -  00045301 ). 

(b)  Batch  #2  (00375173  -  00375182). 

(c)  Batch  #3  (00377582  -  00377625). 

(d)  Batch  #4  (00377748  -  00377844). 

(e)  Batch  #5  (00378203  -  003782 1 8). 

(2)  Investigation  #2. 

(a)  Batch  #1  (00375130  -  00375172). 

(b)  Batch  #2  (00377573  -  00377581). 

(c)  Batch  #3  (00377736  -  00377747). 

(d)  Batch  #4  (00378177  -  00378202). 

(3)  Investigation  #3  (00377676  -  00377735). 


g.  Administrative  Investigations. 


(1)  AR  380-5  Investigation  (00000663  -  00000771). 

(2)  USF-I  AR  15-6  Investigation  (00012721  -  00012903). 

(3)  SecArmy  AR  15-6  Investigation. 

(a)  Batch  #1(00013162 -00020152). 

(b)  Batch  #2  (00036787  -  00036788). 

h.  Enemy  Possession  of  WikiLeaks  Material. 

( 1 )  Al-Qa'ida  Recruiting  Video  (00408202  -  00408236). 

(2)  Al-Qa’ida  in  the  Arabian  Peninsula  Magazine  (00012570  -  00012711). 

(3)  Enemy  Number  1  Possession  Report.  See  Enclosure  2. 

(4)  Enemy  Number  2  Possession  Report.  See  Enclosure  2. 

i.  Miscellaneous  Documents. 


( 1 )  DCGS-A  Logon  Banner  (00376856  -  00376856). 

(2)  C3  Document  (00378141  -  00378147). 
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j.  Common  References. 

(1)  United  States  Code. 

(a)  18  use  793(e). 

(b)  18  use  641. 

(c)  18  use  1030(a)(1). 

(2)  Executive  Orders. 

(a)  Executive  Order  12958. 

(b)  Executive  Order  13292. 

(c)  Executive  Order  13526. 

(3)  Regulations. 

(a)  AR  380-5  ((K)001408-00(X)1718). 

(c)  AR  25-2  (00038974  -  00039076). 

(c)  CENTCOM  Regulation  25-206  (00016128  -  00016229). 

(4)  Public  Law  107-40,  The  Authorization  for  Use  of  Military  Force,  18  Sep  01. 

2.  If  necessary,  the  prosecution  may  request  you  consider  additional  evidence  which  is  relevant, 
and  not  cumulative,  to  the  investigation. 


2  Ends 

1 .  Charged  Documents 

2.  Additional  Classified  Evidence 


ASHDEN  FEIN 
CPT,  JA 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA 


V. 

)  Prosecution  Response  to  Defense 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

)  Motion  to  Compel  Depositions 

) 

1  Enclosure  5 

) 

)  8  March  2012 

) 

8  March  2012 


ATTENTION  OF 


DEPARTMENT  OF  THE  ARMY 
U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


ANJA-CL 


7  December  2011 


MEMORANDUM  FOR  LTC  Paul  Almanza,  150th  Judge  Advocate  General  Detachment,  Legal 
Support  Organization,  MG  Albert  C.  Lieber  USAR  Center,  6901  Telegraph  Road,  Alexandria, 
VA  22310 

SUBJECT:  Additional  Requested  Evidence  List  for  Article  32  Investigation  -  United  States  v. 
PFC  Bradley  Manning 

1.  In  addition  to  the  Requested  Evidence  List  for  Article  32  Investigation,  dated  2  December 
201 1,  the  United  States  requests  you  consider  the  following  evidence  during  the  Article  32 
proceeding  in  the  above-referenced  case: 

a.  Classification  Reviews. 

Classification  Review  (OGA)  (00410623  -  00410634). 

b.  Accused’s  Personnel  Records. 

Security  Clearance  Documents.  Batch  #5  (00000430  -  0(X)00450). 

c.  Accused’s  Training. 

(1)  The  Accused’s  Information  Assurance  Training. 

(a)  DoD  lA  Awareness-October  2008-v7_0  Training  Disk  (00409673). 

(b)  DoD  lA  Awareness-October  2009-v8_0  Training  Disk  (00409674). 

(c)  Phishing  Awareness-April  2008-vl_0  Training  Disk  (00409675). 

(d)  Pll-October  2007-vl_0  Training  Disk  (00409676). 

(2)  The  Accused  Pre-Deployment  T raining. 

(a)  Iraq  Overview  PowerPoint  (00409722  -  00409740). 

(b)  Afghanistan  Overview  PowerPoint  (00409741  -  00409780). 

(3)  Classified  Information  Systems.  CIDNE  Export  Screenshots  ((X)4 10665  - 
00410667). 

d.  Law  Enforcement  Investieations. 

CID  Case  File. 

(1)  Batch  #11  (00409673  -  00409678). 

(2)  Batch  #1 2  (0040978 1  -00410553). 
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SUBJECT:  Additional  Requested  Evidence  List  for  Article  32  Investigation  -  United  States  v., 
PFC  Bradley  Manning 


(3)  Batch  #13  (00410635  -  00410649). 

e.  Enemy  Possession  of  WikiLeaks  Material. 

Enemy  Number  1  Possession  Evidence. 

(1)  HR  6  089  0563  11  (Redacted)  (00410660  -  00410664). 

(2)  Metadata  Display  (00410658  -  00410659). 

(3)  Forensically  Recovered  Material  (00410654  -  00410657). 

f.  Miscellaneous  Documents. 


( 1 )  The  Accused’s  Military  Intelligence  Work  Product. 

(a)  lED  Storyboard  (00410603  -  00410606). 

(b)  Range  Storyboard  (00410607  -  00410609). 

(c)  HR  6  068  4579  10  (00410610  -  00410612). 

(d)  SIPRNET  Email,  dated  1001 1 2  (004 1 06 1 3  -  004 1 06 1 4). 

(e)  SIPRNET  Email,  dated  100224  (00410615). 

(0  SIPRNET  Email,  dated  100308  (00410616). 

(g)  SIPRNET  Email,  dated  100419  (00410617). 

(h)  SIPRNET  Email,  dated  100425  (00410618). 

(i)  SIPRNET  Email,  dated  091130  (00410600  -  00410602). 

(2)  WikiLeaks  Background. 

(a)  WikiLeaks  Most  Wanted  Leaks  of  2009,  dated  090830  (00410561  - 

00410571). 

(b)  WikiLeaks  Most  Wanted  Leaks  of  2009,  dated  091 105  (00410572  - 

00410583). 

(c)  WikiLeaks  Most  Wanted  Leaks  of  2009,  dated  100522  (00410584  - 

00410593). 

(d)  Afghanistan  War  Logs  Posted  by  WikiLeaks  (00410668  -  00410670). 

(e)  Tweet,  dated  100507  (00410594  -  00410595). 

(f)  Tweet,  dated  100108  (00410596  -  00410597). 

(g)  Tweet,  dated  100216  (00410598  -  00410599). 

(3)  The  Accused’s  Other  Documents. 

(a)  WikiLeaks  Contact  Information  File  (00409721). 

(b)  CIDNE  Types  File  (00409719). 

(c)  Written  Note  Related  to  GAL  Extraction  (00409720). 

(d)  Screenshot  of  Google  Search  for  GAL  Extraction  Macro  (00409679). 

(e)  Early  Bird  Article,  dated  20100318  (00409686  -  00409718). 

(f)  Mac  Quickstart  Bar  Screenshot  (00409680). 

(g)  Mac  Password  Keychain  Screenshot  (00409683). 

(h)  Email  (Encrypted),  dated  100520  (00409681). 

(i)  Email  (Decrypted),  dated  100520  (00409682). 
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SUBJECT:  Additional  Requested  Evidence  List  for  Article  32  Investigation  -  United  States  v. 
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(j)  Email,  dated  100408  (00409684). 

(k)  Email,  dated  100410  (00409685). 

(l)  HR  5  332  0069  10  (00410619  -  00410622). 

(4)  Defense  Information  Systems  Agency  Documents. 

(a)  DISA  Trickier  Report  (004 1 0653). 

(b)  DISA  Trickier  Report  End  1(00410650). 

(c)  DISA  Trickier  Report  End  3  (004 10651). 

(5)  Other. 

(a)  CIDNE  Data  on  the  Internet  (00410554). 

(b)  GAL  Extraction  Instructions  Screenshot  (00410555). 

(c)  CENTCOM  Sharepoint  Architecture  (00410635). 

(d)  NCD  Valuation  Documents  (00410556  -  00410560). 

2.  If  necessary,  the  prosecution  may  request  you  consider  additional  evidence  which  is  relevant, 
and  not  cumulative,  to  the  investigation. 


ASHDEN  FEIN 
CRT,  JA 
Trial  Coun.sel 


CF; 

Defen.se  Counsel 
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V.  )  Prosecution  Response  to  Defense 
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HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 


o 


UNCLASSIFIED 


Q 


CCJ3-0 


UNITED  STATES  CENTRAL  COMMAND 
7115  SOUTH  BOUNDARY  BOULEVARD 
MACDILL  AIR  FORCE  BASE,  FLORIDA  33621-5101 


22  February  201 1 


MEMORANDUM  For  Office  of  the  Staff  Judge  Advocate 
SUBJECT:  PFC  Manning  (Wikileaks)  Classification  Review  Request 

1.  In  accordance  with  the  request  from  the  Staff  Judge  Advocate  for  the  US  Army  District  of 
Washington  dated  20  November  2010,  USCENTCOM  CCJ3  conducted  a  classification 
review  of  two  PowerPoint  presentations  to  determine:  whether  the  information  was 
appropriately  classified  at  the  time  of  production;  the  current  classification  level  of  the 
documents;  and  w-hether  or  not  disclosure  of  the  documents  would  cause  harm  to  the  national 
security  of  the  US. 

2.  RADM  Kevin  Donegan  signed  an  affidavit  attesting  to  the  correct  classification  of  the 
documents  both  at  the  time  of  production  as  well  as  at  the  present  time  and  the  damage  caused 
by  their  unauthorized  release. 

3.  The  J3  POC  for  this  memorandum  is  the  undersigned,  CCJ3-0-CAS,  (813)  827-5015. 


DSEPI I W.  ELLISON  III 
/Lieutenant  Colonel,  USA 
Central  Asian  States  Action  Officer 
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DECLARATION 

I,  Rear  Admiral  Kevin  M.  Donegan,  declare  and  state: 


I  am  a  Naval  Flag  Officer,  and  I  have  served  in  various  united 
States  Navy  and  joint  service  assignments  for  over  30  years.  I  am  the 
Director  of  Operations  for  United  States  Central  Command  (USCENTCOM) ,  and 
I  am  responsible  for  planning,  organizing,  directing  and  controlling 
joint  and  combined  military  operations  at  the  direction  of  the  Commander 
United  States  Central  Command.  I  advise  the  Commander  on  all  matters 
pertaining  to  the  strategic  and  operational  employment  of  assigned 
forces,  the  conduct  of  joint  and  combined  operations  and  other  necessary 
functions  of  the  command  required  to  accomplish  our  assigned  tasks  and 
missions.  As  Director  of  Operations,  I  have  been  delegated  Original 
Classification  Authority  by  the  Secretary  of  Defense  at  the  Secret  level. 
I  have  held  my  current  position  for  seven  months. 

PURPOSE  OF  DECLARATION 

I  submit  this  declaration,  in  the  matter  of  United  States  v. 

Private  First  Class  Bradley  Manning,  to  demonstrate  to  the  best  of  my 
knowledge  and  belief  that  disclosure  of  the  information  identified  below 
reasonably  could  be  expected  to  cause  serious  damage  to  the  national 
security  of  the  United  States.  In  making  the  following  statement 
regarding  the  classification  information  in  this  case,  I  rely  on  my 
personal  knowledge  and  experience,  upon  information  made  available  to  me 
in  my  official  capacity,  upon  advice  and  conclusions  reached  and 
determinations  made  in  accordance  therewith. 


I  deliberately  structured  this  declaration  in  an  unclassified  form 
to  facilitate  its  handling  and  use  during  any  judicial  proceeding. 

DESIGNATION  OF  INFORMATION 

Information  which  requires  protection  in  the  interest  of  national 
security  of  the  United  States  is  designated  CLASSIFIED  NATIONAL  SECURITY 
INFORMATION  per  Executive  Order  13526,  Classified  National  Security 
Information,  signed  by  President  Obama  on  December  29,  2009.  The  prior 
Executive  Order  concerning  classification  was  Executive  Order  12958 
signed  by  President  Clinton  on  April  20,  1995  as  amended  by  President 
George  W.  Bush  on  March  25,  2003.  As  specified  at  Section  1.2  of  EO 
13526,  information  is  classified  in  levels  commensurate  with  the 
assessment  that  unauthorized  disclosure  could  cause  the  following 
expected  damage  to  national  security: 

a.  Top  Secret  information  -  exceptionally  grave  damage 

b.  Secret  information  -  serious  damage 

c.  Confidential  information  -  damage 
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Unclassified  information  does  not  require  a  security  clearance  for 
access,  but  nonetheless  may  be  of  a  sensitive  nature. 


CLASSIFICATION  DETERMINATION 


I  reviewed  the  material  related  to  this  case  which  was  provided  by 
the  Staff  Judge  Advocate  for  Military  District  of  Washington.  The 
documents  in  question  are  two  PowerPoint  slide  presentations  of  official 
reports  originated  by  USCENTCOM.  The  documents  are  currently  classified 
at  the  SECRET  level.  The  documents  were  appropriately  classified  at  the 
SECRET  level  at  the  time  they  were  generated.  They  remain  currently  and 
properly  classified  SECRET  under  sections  1.2(a)(2),  1.4(a)  and  1.4(c)  of 
Executive  Order  13526.  Both  PowerPoint  slide  presentations  describe  the 
After  Action  Review  of  the  Farah  CIVCAS  Investigation  to  General  David 
Petraeus.  The  file  names  of  these  two  presentations  have  the  dates  25  May 
2009  and  8  June  2009  respectively. 


IMPACT  ON  NATIONAL  SECURITY  IF  INFORMATION  .RELEASED 


Unauthorized  disclosure  of  the  classified  material  specified  above 
would  reveal  intelligence  sources  and  methods,  CJSOTF-A  techniques  and 
procedures,  as  well  as  sensitive  information  that  could  affect  relations 
between  the  US  and  its  allies  in  the  region. 

Pursuant  to  28  U.S.C.  §1746,  I  declare  under  penalty  of  perjury  that  the 
information  provided  herein  is  true  and  correct  to  the  best  of  my 
knowledge. 


KEVIN  M.  DONEGAN 
RADM,  USN 

Director  of  Operations 


Executed  this  15th  day  of  February  2011. 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  7 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 
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(U)  DECLARATION 

(LI)  I.  ROBERT  E.  HETZ.  declare  anil  stale: 

(U)  BACKGROUND 

( LI)  I  am  a  Classillcation  Advisory  Officer  with  6  years  of  experience.  My  current  position  is  USCYBERC(,)M  Chief 
Classification  Advisory  Officer,  which  is  responsible  for  supporting  and  advising  Commander  and  Deputy 
Commander.  U.SCYBliRC'OM  as  the  command's  senior  classification  expert.  I  report  to  the  USCYBERCOM  Chief 
of  Staff.  I  have  held  my  cunenl  ixisition  for  2  years,  and  have  over  6  years  of  experience  in  evaluating  and  applying 
national  security  information  classification  regulations. 

(U)  PURPOSE  OK  DECLARATION 

(Li)  I  submit  this  declaration,  in  the  matter  of  LJnitcd  States  v.  Privaie  First  Class  Hradloy  Manning,  to  demonstrate 
to  the  best  of  my  knowledge  and  belief  that  disclosure  of  the  information  identified  below  reasonably  could  be 
expected  to  cause  SERIOUS  DAMAdl-:  to  the  national  .security  of  the  United  States.  In  making  the  following 
statement  regarding  the  classified  infomiation  in  this  ca.se.  1  rely  on  my  personal  knowledge  and  ex(x:ricncc. 
Executive  Order  1.1  .‘526  ChissifiL’J  National  Security  tn/i  uniat  ion.  Department  of  Defense  Instruction  0-.‘5600.tJ2 
Information  O/teration.t  (ID)  Security  Cla\xi/k  ation  Cukiance.  I>cpartmcnt  of  Defense  Regulation  52()().  I  -R 
Information  Sectirity  Profirant,  and  additional  infomiation  available  to  me  in  my  official  capacity. 

(U)  I  deliberately  structurc<.l  this  declaration  in  an  unclassified  form  to  facilitate  its  handling  and  use  during  any 
judicial  proceeding. 

(LI)  DESIGNATION  OF  INFORMATION 

(U)  Information  which  requires  protection  in  the  interc.st  of  national  .security  of  the  United  States  is  designated 
CLASSIFIED  NATIONAL  SECURITY  INFORMATION  per  Executive  Order  1.^526.  Cla.s.tified  National  Security 
Information,  signed  by  President  Obama  on  December  29.  2009  fprior  to  June  27. 20 1 0.  refer  to  Executive  Order 
I295X  signed  by  President  Clinton  on  April  20.  1 995  as  amended  by  President  Cieorge  W.  Bush  on  March  25.  2()0.i). 
Information  is  classified  in  levels  commensurate  with  the  assessment  that  unauthorized  disclosure  could  cause  the 
following  expected  damage  to  national  securiiy; 
a.  (U)  'Top  Secret  information  exceptionally  grave  damage 

UNCLASSIFIED 
Page  1  of  4 
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h.  (II)  Secret  inforiiiatiDn  serious  damage 

c.  (U)  Confidential  information  damage 

(U)  I  Inelassitled  infonnation  does  not  require  a  security  clearance  for  access,  but  nonetlieless  may  be  of  a  sensitive 
nature. 

(L)  PROTRCTION  OF  INFORMATION 

(U)  Within  the  IX-partment  of  Defease,  classilled  infonnation  is  handled  and  protected  in  accordance  with 
Department  of  Defense  Regulation  52(H).  1  -R  Infoiwalioii  Seciinly  Program.  Classified  infonnation  should  be 
handled  and  CKamincd  only  under  such  conditions  as  are  adequate  to  prevent  unauthori/ed  pciMins  from  gaining 
access.  Classified  material  may  not  be  removed  from  designated  work  areas  or  moved  from  infonnation  systems, 
e.g.  classified  databases,  computer  networks,  servers,  or  computers,  except  in  the  performance  of  oflicial  duties  and 
under  .special  conditions  which  provide  protection  for  the  classified  material. 

(IJ)  CLASSIFICATION  DETEiRMINATION 

(U)  I  reviewed  the  material  related  to  this  ea.se,  which  was  provided  by  the  l*ro,sc-cution  in  a  memorandum  dated  I X 
March  2011.  The  item  in  question  is  the  text  log  of  a  computer  chat  session,  fhe  log  has  no  classification  markings 
but  contains  national  security  information  properly  elassilied  at  the  SFiCRF.T  level  per  Department  of  Defense 
Instnietion  O?6()().02  lnl(>niiui!"ii  Oiwralioii.s  (lO)  Seairity  Clax'ii/h  arioii  GiiiJaiicc  dated  2X  November  2005.  and 
Strategic  Command  Instruction  (SI)  720-1  Global Infoi manon  GnJ(GIG)  NPTOPS Srmrity  Claxxifha/ion  Guide 
dated  15  July  2(K)‘J.The  information  in  the  log  was  classified  SF.CRF.T  at  the  time  it  was  generated,  and  at  no  time 
has  it  been  dec la.ssi lied.  It  is  currently  and  properly  classified  SFCRFT.  .IJ..epAitains..lhe..fo.lJp.winj;n  sccurilv 

information. 

•  (U)  U.S.  (iovernment  knowledge  that  a  .specific  offensive  cyber  capability  is  operational  in  cyberspace  and 
under  the  control  of  a  specific  adversary 

•  (U)  U.S.  Ciovernmeiit  detailed  knowledge  of  .specific  cyber  activity  being  conducted  against  the  U.S.  by  a 
speeilie  adversary 

•  (U)  U.S.  Cjovernmenl  attribution  of  speeilie  cyber  activity  eondiicled  against  the  U.S.  lo  a  speeilie 
adversary 
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•  (U)  The  association  ofa  •■faniily  group”  of  UNC'I.ASSIFIF.D  cover  terms  (i.e.  et)de  words)  with  tlie 
classified  information  they  are  intended  to  protect. 

•  (U)  The  association  ofa  specific  UNCLASSIFIED  cover  term  (i.e.  code  word)  with  the  elassified 
information  it  is  intended  to  protect 

•  (U)  nic  level  and  type  t)f  success  of  specific  cyber  operations  by  a  specific  adversary  against  U.S. 
information  systems 

•  (U)  The  level  of  effort  the  U.S.  Government  expends  dealing  with  specific  cyber  activity  ofa  speeifie 
adversary. 

•  (U)  The  U.S.  Governments  assessment  of  the  offensive  cyber  capability  and  capacity  ofa  specific 
adversary 

(li)  IMPACT  ON  NATIONAL  SF.CURITY  IF  INFORMATION  RKl.KASKl) 

(U)  Unauthorized  di.sclosure  of  the  elassified  material  .specified  above  would 

•  (U)  Reveal  U.S.  capability  to  detect  sophisticated  cyber  activity  conducted  against  the  U.S. 

•  (U)  Reveal  U.S.  capability  to  attribute  cyber  activity  to  sophisticated  adversaries 

•  (U)  Reveal  the  level  U.S.  Government  of  knowledge  and  understanding  ofa  specific  cyber  threat 

•  (U)  Cause  the  U.S.  Government  to  exi>cnd  personnel  and  financial  rc.soiirees  to  apply  new  protections  to 
the  disclosed  elassified  information  and  undisclosed  hut  related  infomiation 

•  (U)  Create  a  negative  impact  on  U.S.  Govemnent  international  relationships  based  on  the  a.ssessmcnt  that 
specific  cyber  activity  against  the  U.S.  is  being  conducted  by  a  specified  adversary 

•  (U)  Reduce  U.S.  allies'  confidence  in  the  U.S.  Government’s  ability  to  protect  classified  information 
affecting  their  own  national  security. 

(U)  Pursuant  to  2K  U.S.C.  SI 746. 1  declare  under  penalty  of  pcijury  that  the  information  provided  herein  is  true  and 
correct  to  the  best  of  my  knowledge. 


Robert  E.  IJctz. 


Chief  Classification  Advi.sory  Officer.  U.S.  Cyber  Command 


Executed  this  day  of  UcW  2011. 
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(Ul  As  an  Original  ClassiFii-ation  Authority  with  control  over  the  national  security  inroniiation  discussed  herein  and 
responsibility  for  its  protection,  I  concur  with  the  with  the  classification  determination  and  impact  statements  made 
Iwrcin.  I  further  endorse  this  declaration  as  the  official  statement  of  United  States  Cyber  Command  in  regard  to  the 
matter  of  United  States  v.  Private  first  Class  Bradley  Mainiiiic. 


Robert  R.  Scbmidle,  Jr, 

Lieutenant  (iencral.  United  Slates  Marine  Corps 
Deputy  Commander  U.S-  Cylxtr  Command 


Executed  this. 


day  of 


2011. 
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UNITED  STATES  OF  AMERICA 
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V. 
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)  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hail 

Fort  Myer,  Virginia  22211 

) 

1  Enclosure  8 

) 

)  8  March  2012 

) 

8  March  2012 
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(U)  DECLARATION 

(U)  1,  VICE  ADMIRAL  ROBERT  S.  HARWARD,  declare  awl  sfaie: 

(U)  BACKGROUND 

(O)  I  a(!>  a  Vice  Adwjita]  in  the  United  States  Navy  witlj  32  years  of  active  service,  t  correnily  serve  as  Deputy 
Commander,  U.S.  Central  Command  (USCENTCOM)  at  MacDill  Air  Force  Base.  I  have  held  this  position  since  1 1 
July  2011.  My  responsibilities  include  exercising  TOP  SECRET  and  below  Original  Classification  authority,  which 
includes  rendering  a  detet  mination  of  USCt-NTCOM  gerterated  iriformatbn  for  classincation  purposes  pursuant  to  a 
written  delegation  ftotn  the  Deputy  Secretaty  of  Defense.  (See  Memorandum  from  the  Deputy  Secretary  of 
Defense,  Subject:  Delegation  of  Top  Secret  Classification  Authority',  dated  5.  May  201 1  (Enclosure  1 )). 

(U)  PURPOSE  OF  DECLARATION 

(U)  {  submit  this  declaration,  in  the  matter  of  United  States  v.  Private  First  Class  Brarllev  lyfacninii-  to  denannstratc 
to  the  best  of  my  knowledge  and  bcliefthat  disclosure  of  the  Lnfonnation  identified  below  reasonably  could  be 
expected  to  cause  SERIOUS  DAMAGE  to  the  national  security  of  the  United  Sutes.  In  making  the  following 
sta-etntnt  regarding  the  ciassineil  iriforraation  in  this  case.  I  rely  on  tny  personal  know  ledge  and  experience, 
Executive  Order  13526  Ciassifted NatiomS Security  !>iformation  or  for  materials  classirie.t  prior  to  June  11.  2010, 
on  Executive  Order  13292,  and  CenStal  Command  Regulation  380-14  Security  Claasitkaiwn  Guide  (versions  0501, 
0109.  and  01 10),  and  additional  information  available  to  me  in  my  official  capacity  . 

(U)  I  deliberately  t&'uctured  this  declaration  iti  an  unclassified  form  to  facilitate  its  handlit-g  and  use  during  any 
judicial  proceeding. 

(U)  DESIGNATION  OF  INFORMATION 

(IJj  Information  which  requires  protection  in  the  interest  ofnationa!  security  of  the  United  States  is  designated 
CLASSIFiE,D  NATIONAL  SECURITY  INFORMATIOJ  per  Executive  Order  13526,  Ciassifisd NaiwndSecurit}’ 
information,  signed  by  President  Barack  Obama  on  December  29.  2009  (prior  to  June  27, 2010,  refer  to  E.xecutive 
Order  1 295 S  signed  by  President  Clinton  on  April  I'M 9i>5  as  atnended  by  President  George  W  Bush  on  Match  25, 
'2003].  lnform.at>c-n  Is  classified  in  levels  coirtmensutate  wiftt  the  assessment  that  unauthorised  disclosure  could 
cau.se  the  following  expected  damage  to  national  security; 
a.  (UjTop  .Secret  infotmation  -  exceptionally  grave  damage 


b  dJ)  Secret  information  ••  serious  damage 
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c.  (U)  Coniidential  information  ~  damage 

(U)  Unclassified  information  does  not  require  a  security  clearance  for  access,  but  nonetheless  may  {>e  of  a  sensitive 
nature. 


(U)  PROTECTION  OF  INFORMATION 


(U)  Within  tlie  USCENTCOM,  classified  information  is  handled  and  protected  in  accordance  with  Executive  Orders 
ri.526  and  129.58,  a.s  atnended  atid  Centra!  Catnmand  Regulafion  380-1  f  Seiruricy Gvide.  The 
USCENTCOM  Special  Security  Office  (SSO)  issues  this  guide  ;tnd  addresses  inquiries  concerning  its  content  and 
interpretation.  The  national  defense  requires  that  certain  information  be  maintained  in  confidence  in  order  to  protect 
our  citi7ens,  our  democratic  instituuons,  our  homeland  security,  and  our  Interacrion  with  foreign  nations.  Classified 
infoimation  should  be  handled  and  examined  only  under  such  conditions  as  are  adequate  to  prevent  unauthorized 
persotts  ftosn  gaining  access.  Classified  material  may  not  be  removed  fiom  designated  work  a^e^w  moved  from 
information  systems,  c.g.  classified  databases,  computer  networks,  servers,  ix  computiirs,  except  Ln  the  performance 
of  official  duties  and  under  special  conditions  which  provide  protection  for  the  classified  material. 


(Vy  CLASSIFIC.ATION  DETERMINATION 


(U)  I  reviewed  the  material  forwarded  to  USCENTCOM  by  govetnmeni  prosecutors  in  the  matter  of  United  States 
V.  Private  First  Class  Rradlev  Marminz ,  which  was  provided  by  LTC  Chris  F  Calien.  l.iSAR,  at  the  USCENTCOM 
Staff  Judge  .Advocate  Office.  TTiis  material  W3.s  staffed  tliiough  the  following  USCENT  COM  DirecioraSs: 
Intelligence  <12),  Operations  (13),  and  the  S-ratcgy.  Plans,  and  Policy  (J5).  Hie  results  of  tixis  .staffing  were 
provided  to  me  and  consolidated  into  this  affidavit  The  results  of  the  review  of  these  documents  are  located  in 
Fjtclosai-e  2  -  CIDNE  Afghaifistan  Events.  Enclosure  3-  CIDNE  Iraq  Events.  Enclosure  4  -  Ofoer  Briefings,  and 
Enclosure  5  -  %'ideo.  .As  identified  in  Enclosures  7.  through  .5.  items  conuin  national  security  information  properly 
classified  at  foe  SECRET  level  per  Executive  Order  13292,  or  Executive  Order  13526,  andCCR3S0-:4  The 
information  contained  withm  the  listed  items  was  properly  classified  SECRET  a!  the  time  it  was  generated,  and  at  no 
tinre  hs.s  ii  been  deciasslfied.  Il  is  currently  and  properh'  cla.s.sified  SECRET.  .As  outlined  sn  Enclosures  2  tlitough  .5 , 
the  documents  contain  the  foDossing  types  of  national  security  information: 

•  (U)  U.S.  Govemmem  intelligence  aciivities  (includuig  covert  actionX  mtelligence  sources  or  methods,  or 


crypiology 
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•  (U)  U.S  Government  miiitan'  plans,  weepcns  s>i;tems,  or  operations 

•  (U)  U.S,  Govcmmcnl  operational  code  words  identified  with  mission  operations 

•  (U)  Poiiicipadng  uniK,  including  t>‘pes,  vninerabiiittes.  locations,  quantities,  readiness  status,  depio>'inents, 
redeploj'Tstetits,  and  details  of  moventettt  of  US  Sriendly  forces 

•  (U)  Significant  actions  related  to  fact  of  and  genera!  t>'pe  {vehicle-home,  etc)  of  improvised  explosive 
attacks 

•  (V)  Signifxant  action  event  summaries 

•  {U)  Limitations  and  vulnerabilities  of  US  forces  in  combat  area 

»  (U)  Foteien  govertmtent  infonnation 


(t!)  llVfP.4CT  ON  NATIONAL  SECURITY  IF  INFORMATION  RF.l.F.ASF.l> 


{U}  Unauthorized  disclosure  of  the  classified  material  specified  ^vc  would; 

•  (U)  Cause  the  U.S.  Government  to  expend  personnel  and  financial  resources  to  apply  new  protections  to 
the  disclosed  classified  information  end  undisclosed  but  related  information 

•  (U)  Reduce  U.S  allies’  cotifidence  in  the  U.S.  Govemenetit’s  ability  to  protect  classified  info.='matiott 
aftecling  their  ow.  national  security 

•  (U)  Pose  a  threat  to  the  security  of  US  iod  coalition  forces  i.n  the  Iraq  Combined'ioint  Operations  Area 
(CJOA) 

•  (U)  Pose  a  threat  to  the  secu.rity  of  US  and  coalition  forces  in  the  Afghanistan  Combined'Joint  Operations 
Area{C}OA) 

•  (li)  Hinder  :xi-goit5g  military  operations,  intelligence  activities  and  soutces  atid  ntethods.  and  negatively 
affect  foreign  governtnetit  intelligerice  and  relations. 

(U)  Pursuant  m  28  U.S.C.  Sl746, 1  declare  under  penalty  of  pc.riuiy  that  the  information  provided  herein  is  true  and 
correct  to  the  best  of  my  kxtowledge. 


Rciett  S.  Harward 
Vice  .Admiral,  U.S.  Navy 
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Mr  c  5  281) 


MEMORANDUM  FOR  CHAIRMAN  OF  THE  JOINT  CHIEFS  OF  STAFF 
UNDER  SECRETARIES  OF  DEFENSE 
DEPUTY  CHIEF  MANAGEMENT  OFRCER 
COMMANDERS  OF  THE  COMBATANT  COMMANDS 
assistant  SECRETARIES  OF  DEFENSE 
GENERAL  COUNSEL  OF  THE  DEPARTMENT  OF  DEFENSE 
DIRECTOR,  OPERATIONAL  TEST  AND  EVALUATION 
DIRECTOR.  COST  ASSESSMENT  AND  PROGRAM 
EVALUATION 

INSPECTOR  GENERAL  OF  THE  DEPARTMENT  OF  DEFENSE 
ASSISTANTS  TO  THE  SECRETARY  OF  DEFENSE 
DIRECTOR,  ADMINISTRATION  AND  MANAGEMENT 
DIRECTOR.  NET  ASSESSMENT 
DIRECTORS  OF  THE  CSFENSE  AGENCIES 
DIRECTORS  OF  THE  DOD  FIELD  ACTIVITIES 

SUBJECT:  Dekgadoa  of  T<^  Sec«lOrigbi«l  Claswficalioa  Authority 

The  inaanheota  of  the  positioas  identified  in  iihe  etttched  Hstmg  nre  hereby  authorized  to 

exeiciM  Top  Secret  original  claanifiosiioa  ainhority  in  accordanca  with  Emruiive  Onkr  15526, 

‘Clauified  Natioaai  Security  Information.**  This  tnet&oraadum  superiediai  latvksua  delegsdona. 


Atlacfament; 
As  stated 


€> 
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Offlct  of  Sger^fary  af  Pefeiwt!  (S^cDfO 

Secretary  of  Defeosc 
Dqputy  Secsttary  of  Dsitesc 

Special  Assistant  to  ^  Seerttary  and  Deputy  Secretary  of  Defease 
Executive  Seattary 

Secretary  aC  Dtfessi  far.Ealki. 

Under  Secretary  of  Defense  Sx  Policy 
Principal  Deptify  Under  Secretary  of  Defease  for  Policy 
Deputy  Under  Secretary  of  Defeiae  for  Policy  Intcjpration  dt  Chief  of  Staff 
DittCUjr,  DefeBsB  Secun^  Coopemtkm  Agency 
Deputy  Director*  Defense  Seco^  CooptsstiaD  Ai^ncy 
Deputy  Under  Secretary  of  Defease  for  Stnttegy,  Plans  and  Peaces 
Assiatani  Secretaiy  of  Defense  (Special  Opentioas  and  Low  intensity  Conflict) 
Principal  Deputy  AssUrtaat  Secretary  of  Defense  (Special  OperatioDs  and  Low 
Ixtt^ity  Conflict) 

Assiatsnt  Secretary  t^DcfenM  (Global  Strategic  Aflairi) 

Assistant  Seaetary  of  Defeteie  (Asian  and  Pacific  Security  Affein) 

Principal  Efeputy  ASD  (Asian  and  Pacific  Security  Affairs) 

Assistaal  Secret  of  Defease  (Homeland  Efefcase) 
ftincipel  Deputy  ASD  (Homeland  Defease) 

AsstsCant  Secre4iy  of  Defense  (Infeniationai  Security  Policy) 

Piicdpui  Deputy  ASD  (Irtfernafional  Security  Policy) 

Under  Seerettty  ef  Defeaue  (Acqittiidlkaih  Techaoie^ 

Ueder  Secretary  of  Defease  (fatcBifeace) 

Undi^  Secretary  of  Defease  (PeneneHei  and  Rzadiocai) 

Under  Secretary  of  Defease  (ComptroUer) 

Assfataot  Semtarfea  of  Defegsf 

Assistant  Seanrtary  of  Defense  (Health  Affairs) 

Assistant  Secretary  of  Defense  (Legislative  Affairs) 

Assistant  to  the  Secretary  of  Defense  (Intelligence  Oversight) 

Assistant  Seaetary  of  Defense  for  Networks  and  Infonualion  Integrasioa/DoD  CIO 

General  Counsel  of  the  Deoartmeat  otPefeMg 

General  Counsel 

iVincipsI  Deputy  General  Counsel 
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D«^}ufy  Genenil  Counsel,  litftxnatiooal  AiBdis 
Deputy  tknmi  Coutisel,  loldDigeace 

iMffMctof  General  «f  the  !k(i«rta«at  «f  Defense 

Director,  Adminiatritioa  and  Maa^fcescnt.  Washiof  ton  Headqnatlert  Servicci 
I^rector,  OpeniioBal  Teat  and  Evatoation  (OT&E) 

Director,  Coat  AtacMment  and  Profruk  Evalnatton  (CAPE) 

SHhector,  Met  Axseasmeat 

Chaimasa,  JCS  (CJC  S) 

Vice  Chamnaa,  JCS  (VCJCS) 

Assistemt  to  fee  JCS  (ACJCS) 

Director,  Jdbrt  Staff  (DJS) 

Vice  Director,  Joint  ^aff  (VDJS) 

Director  Jbr  M«»pDs^*er  and  Persotajel  (Oil) 

Director  of  Intdiigenee  (012)  •  Poakloa  ttaiatained  hy  DIA 
Vice  Director  of  Intelligence  (VDJ2)  -  PosHioa  aalntatoed  by  DIA 
Director  for  Operations  (DJ3) 

Vice  DireciOf  for  Ojwialions  (VDJ3) 

DepuQf  Director  Special  (DDSO) 

Director  for  L<^jstks  (Bj4) 

Director  fiw  Strategy  Plans  and  Policy  (DJS) 

Vice  Dhector  &x  Strategy  Plena  and  Policy  <VOJS) 

Chief  of  Staff,  Directonte  for  Strategic  Plws  and  Policy 

Director  for  Command,  Control,  Coiamumcationa,  it  Computer  (C4)  Systems  (DJ6) 
Vice  Director  fbt  C4  Systans  (VDJ6) 

Director  for  Openddooal  Pfamt  and  Joint  Force  Developnacot  (DJT) 

Vice  Director  for  Operational  Plans  and  JoiM  Force  D^elofM^t  (VDJ7) 

Director  for  Force  Structure,  Resources,  and  Assessment  (DJ8) 

Vice  Dsector  f<v  Force  Structure,  Reoourcea,  and  Rjaiuiremexto  (VDJS) 

Dcfcne  Advanced  Research  Projccia  Ageitcy  (DARPA) 

Defense  lattligeace  Ageaev  (PIAl 

CKrectoarCDR) 

DcpuQf  IHrettor  (DD) 

Chief  of  Staff  (CS) 

Chief,  Financial  Executive  (FE) 

Deputy  Director  for  latelligeace  (12) 

Deputy  Director,  Analysis  (DI) 

Deputy  Director  for  Human  lalclligcace  (DH) 
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Deputy  fw  MASINT  and  Tecbiaicai  CoUectioa  (DT) 

The  DefcBSC  Attachis  (DAO)  (Tottd  of  U7) 

Director.  National  MedBa  Exploitation  Center  (NMEC) 

Chief.  NatioMi  MASINT  Management  Office  (NM) 

Defense  lafoma^a  Svattmii  Agency  iPISA) 

Ditector,  DISA 
Vic«  Director,  DSA 
Chief  of  Stal!^DISA 

Principai  Director  fesr  GKJ  Operatioas  (GO) 

Defaae.  ThrtMMactlm 

Director,  DTRA 
Deputy  Dircclof,  DTRA 

Director,  Dcl^  $e  Logistkt  Ag enQr  (DLA) 

Director,  MItalk  Defeae*  Apstkcy  (MBA) 

Director,  NatSeaai  GcMpadal'Intel^li^ce  Ageaqr  (NGA) 


Dtrcctor,  NSA/Chief,  CeottaJ  Secanty  Service 

Deputy  Diiectoc,  NSA 

Directoi's  Chkf  of  Staff 

Dawotor's  DepwEy  C3slef  of  Staff 

SIGfNfT  Director 

SIGINTClsief  of  Staff 

SIGINT  DirBCtoialc  Deputy  Chief  for  SIGINT  Policy  and  Corporate  Issasea 
SIGINT  Diiectowte  Associate  Deputy  Chief  for  SIGINT  Policy  and  Corporate  Issues 
Dqnxfy  Director  for  Analysis  and  Ptoduedon 
Deputy  Director  for  Date  Acquistdon 
Chief  Itifonaadon  Shsnng  Services 

Chief  Ciyptanalyais  and  Exploitation  Services 
Director,  National  Senaaity  Opaadons  Center  (NSOC) 

Director  NSACSS  Threat  Operations  Center  (NTCX3) 

Infonnadoa  Assamxe  Dinector 

Information  Assnxaccc  Tedaxicai  Dtrcctoi 

Associate  IHnsctar  for  Caanmnity  Integration,  Policy  and  Records 

Deputy  Associate  Director  for  PoUcy  and  Recoids 

Aaasociate  Dirtetor  for  Seciarify  and  Couteermtclligence 

Technology  Dtrcctot 

Director  for  Foreign  AUkira 

Associate  Director  for  Instaltoions  and  Logics 
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Director 

PrincipaJ  Dqputy  Director 
Deputy  Dinscto? 

Director,  Inagcry  Intelligence  Syatema  Acquia^oo  Directorate 

Director,  Stpaia  InteUigence  Systema  Aoqdsitioa  rKrectorate 

CHrectof,  Cooxsunicatioas  Systems  Acquiaition  and  Opetationa  Diiectonte. 

CKnKtof ,  Advanced  Systems  and  Tedhx^gy 

Director,  Misnon  C^rati<»)a  Directmate 

Oirectot.  Specisd  Coouttunicatioas  Office 

Director.  Ground  Eatopnse  Directorate 

Director,  Office  of  Security  and  CounteiinteJligenc* 

Director,  Office  of  Space  Launch 
Director,  Mission  Support  Directorate 

Presldeat,  National  Ddkaao  UaJvenit^  (NDU) 

United  Stoi^AMoi  CgaMMytd  rtJSAFRlCOMI 

Commander 

Deputy  to  the  Commander  for  Militaay  Operationa 
Deputy  to  the  Commander  for  Civil  h^itary  Activitiea 
Chief  of  Staff 

United  8i*m€mtr^  Comwand  fUSCEiyrCQMl 

Commander 

Deputy  Commarukr  and  Chief  of  Staff 


OmmaiKh 
Deputy  Commander 
Chief  of  Staff 

United  States  Jfifast  Force#  Commaftd  (U8ilfF.CO.Ml 

Ctftmsandff 
Dqju^  Commander 
Chief  of  Staff 
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as  380  14  {0109),  Page  A- 
23;  EO  12558  as  amended. 
Section  1  4(a) 

ecu  3sai4  {CllC).  Page  A- 
22,  item  7;  EO  13526  Seebon 
1.4  ia) 

0 

15D4FAC8-290C  4623-636C 

3M0E8D30E2C 

n/30/20C4 

P»Ee6 

M:li»ary  plans, 
weapons  systems,  o-' 
operations 

s 

£0  12958  as  amended. 
Section  1.4  (a) 

CCR3&0-14{Gi:0j,Page  A- 
23,  item  9;  EO  13526  Section 
1.4  (a) 

6 

ReDWtKey  1D19ACD4-I£6a- 
44£C-9Oi0-5D95S6E51MF 
OeseOccurrsd  30/23/2005 
a-.04 

Page? 

Military  plans, 
weapons  systems,  or 
operation.^.  Foreign 
govfSTtment 
infortiiatico 

s 

£0  12958  as  amended, 
5ect.oni.4(aMb) 

CCR  330-14  {0110),  Page  A- 
23,  item  3;  £0 1.3526  Section 
J.4(a)ib) 

1  F 

1 

PepoftSey  22AS>Se£-F61S- 
4A1A.BFLV.238BDS3  25499 
OsteOccufred  9/T4/2006 
14:48 

P*gfl 10 

Mditaiy  plan.s, 
weapons  systems,  or 
operations 

s 

EO  12958  as  amended. 
Section  1.4  (a) 

CCR  3S;14  (CllC).  Page  A- 
22,  item  7;  EO  13526  Section 
1.4  {a! 

ReportKey  2S628274-AB7F- 
•Cr4-G045C>gaC>3FFFS6A/ 
DitaOccyrjed  6/20/20*39 
20.31  Page  13 

.SiGAiVl’s  related  to  fact 
of  and  gmer al  type 
{vehicle  borne,  etc;  of 
lEC  attack  at  speddc 
location  o-t  specific 

a.ve 

s 

CC8  380-14 IC103),  Page  A- 
23;  EO  12953  as  amended. 
Ser.tion  1.4  (a; 

CCR  380-14  (0110),  Page  A- 
22,  item  7;  EO  13526  Section 
1.4 .» 

" 

RepcftiCey  2974CCOO-CE79- 
0207  OE92O63C5E044.3C6 
DateOccurned  11/24/2009 
22.30 

Operatiortaicode 
vwjfdis)  when 
tdendfied  with  mission 
operstic-ns 

s 

CCR  380-14  {0109),  Page  A- 
24;  EO  12958  as  amended, 
Section  1  4  (a) 

CCR  380-14  (0110),  Page  A- 
23,  itent  9;  EO  13526  Section 
1.4(a) 

6/15 


ManningB_00376893 


IndOswfB  3:  GONE  tSAQ  EVENTS  Pag 

e2  . 

Tab 

Idmtified  Document 

Information  Qassifieil 
per  CCR  380-14,  EO 
12958  as  Amended, 
and/or  £013526 

Qauificatian 

Basis  for  Original 
aassificadon 

Basis  for  Current 

Ctossifitatian 

■ 

RepwtKey  2FB07A50-EE40 
C£03-MaiO7643A455a99 
DateCcci;rred  S/30/2C09 

6:03 

Page  17 

OperaGonal  code 
woixililwl'wifi 
identified  vuith  mission 
operations 

S 

CCR  380-14  (0109),  Page  A- 
2-1;  £012958  as  amended. 
Section  1.4  (a) 

CCR  380-14  (0110),  Page  A- 
23,  Items  9  and  11;  EO 

13526  Section  1.4  (a) 

ReponKev  3103369C-4230- 
4561-5E60C4F966A7AC4A 
OatnOccurred  7/16/200S 
21:00 

Page  20 

Mi(ltai>  pians, 
weapons  systems,  or 
opcratioTB 

S 

EO  12958  as  amended, 
Section  1.4  (a) 

CCR  380-14  10110),  Page  Ar 
23,  items  9  and  11;  EO 

13526  Section  1.4(a) 

K 

ReporjKr-y31FPBCDE  9346- 
S1A1^AAAFA4E£294GAC6 
OaieOccufred  10/7/2009 
16:32 

Page  22 

Operationai  code 
wondts)  when 
identified  wim  mission 
operations 

s 

CCR  38CP14  (0109),  Page  A- 
24;  £0  12953  as  amended. 
Section  1.4  (a) 

CCR  380-14  (0110),  Page  A- 
23.  Items  9  and  11;  EO 

13526  Section  1.4  (a) 

1 

Repof  tKey  45A3aAC&-423C- 
4561-50M2E5A6516f866 
DaieOccurfed  10/28/2008 
15:30 

Page  24 

Military  pians, 
weapons  systems,  or 
operations 

s 

EO  12958  as  amended. 
Section  14  (a) 

CCR  380-14  (0110),  Page  A- 
23,  Item  9;  EO  13526  Section 
1-4  (a) 

M 

RcpwtKey  4eF345Fr>  00c'.8 
817C-7  F8C90f  1692  AlO  AO 
DateOccurred  12/18/2008 
20:38 

Page  26 

Militaiy  plans, 
weapons  systems,  or 
operations 

s 

£0  12958  as  amended. 
Section  1.4  (a) 

CCR  380-14  (0110),  Page  A- 
22,  Item  7;  Page  A23,  Item 

11;  EO  13526  Section  1.4  (a) 

:  N 

Repo'tKey  5910353A-924B- 
E44A-40S02e801CF604Ee 
DateOccurred  8/26/20C9 
23:29 

Page  29 

5IGACTS  related  to  faa 
erf  and  general  type 
(venicle-borne,  etc)  of 
;£D  attack  at  specific 
location  ors  specific 
date;  SGACTS  related 
to  fact  of  and  type  of 
terrorist 

irssurgent/attack  at 
specfic  location  on 
specific  date; 
Operaiona!  code 
wofdi'i)  when 
identified  with  mission 
operations 

s 

CCR  380-14  (0109),  Pages  A 
23,A-24;  EO  12958  as 
amended.  Section  1.4  (a) 

iCCR  380-14  (0110),  Page  A- 
;22,  Item  7;  Page  A23,  Items 
b  and  11;  EO  13526  Section 
’1.4  (a) 
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Identified  Document 

Jn/ormatiOB  Classified 
cerCCR  380-14,  £0 
129S8  as  Amended, 
and/oc  £0 13526 

Oassification 

Basis  for  Cri|^ 
ClassificatUM 

Bass  for  Cuirent 

Clcsifkation 

0 

RepoffCsv'  Sf  A96-:i4D  07S3- 
56AF-?g33i03576729f3:' 
C.iteOccurred  8/i'S/200S 
2:20  Page  31 

JtGACrs  !-cte»ed  to  tact 
of  and  geoefal  type 
ivehicle-bcme,  etc)  ol 
iSD  attack  at  speflfic 
kicatioo  on  specific 

date; 

Opera  tiorai  code 
vuo:  t3{s}  W>:en 
identified  with  n-rission 

operations 

S 

CCK  3S0-14{0109),Page.sA 
23.  A-24;  £012358  as 
ame.'ided.  Section  1.4 -a) 

CCR  3SO-14  (OnO),Pag«A- 
22,  Item?;  Page  A-23,  Item 
ll;f013S26SBCtionl.4(a) 

P 

RepoitKey  63.V?0«S6A1?A- 
C«3v.  332D4 A7 AO?4>=3f5.- 
CateOcfurfed  5/21/2009 

10  38  Page  53 

SIGACTs  related  te  fact 
of  and  genetai  type 
(yeWcie-ixtrne,  etc)  of 
lED  attack  at  specific 
fccaiion  &n  specific 
date; 

Operational  code, 
wordfs)  when 
kSeniifted  with  mission 

r;cerat:;tns 

S 

t'.CR  580-14  (0109).  Pages  A 
25,A-24;E01295Sas 
anterrded,  Section  1  4  (a) 

CCR  380-14  (01101,  PageA- 
22,  Item  7,  Page  A-23,  Item 

IT;  £0  13525  Section  1.4  (a) 

a 

RepwtKey  66S713323-i>- 27 
Afi£I-S5899An306S25333 
LVjW/Jrrurreci  12/6/2009 
23:20  Page  35 

SiGACts  re  lated  to  fact 
of  and  general  typ^ 
{vehicie-fcome,  etc)  of 
lED  attack  at  sf-recHtc 
location  on  specific 
date.; 

Cteetaiicyial  code 
word-s)  when 
identified  with  mission 
operaiiofis 

S 

f.CR  .530-14  i0109).  Pages  A 
75.  A- 24;  £012958  as 
amended.  Sectkjn  1.4  (a) 

CCR  380-14  (0110).  Page  A- 
22,  n«n  7;Page  A-2i  item 

11;  £0  13526  Section  1  4  (a) 

R 

ReportiCfiy  682fiSA7;08Al- 
8298-8605  DFC885232519 
DatK'lCcyrrftd  12/7/2fK19 
i:2S  Page  37 

Operational  cotte 
wordfs)  when 
(dentif  ted  with  mission 
operations 

5 

C/31  380-14  tCti09),  Page  A- 
24;  £0129.58  as  amended. 
Section  1.4  (a) 

CCS  380  14  (0110).  PageA- 
23,  Items  9  and  11;  £0 

13526  Section  1.4  (a) 

s 

Repor-vKey  6!5DAi6AB-S73C- 
FCSC  f;2202?773202SA58 
DateOtearferi  8/30/2009 
15:31  Page  41 

SKACTs  related  to  fact 
of  and  general  type 
iyelricle-bofns,  etc)  of 
£0  attack  at  specffic 
wcatjon  on  specific 
date; 

Opt;ratJL>nalcode 
wordi'sl  wisen 
identrfied  With  mission 
operatiti-is 

5 

Cl'-fi  580  14  (0109),  Page.s  A 
23,  A-24;  £01295835 
amended,  Seclior;  1,4  fa) 

CCR  380- 14  (0110),  Page  A- 
21  Item  7;  A-23,  Item  11;  EO 
15526  Section  1.4  (a) 
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Eftck»w«9;  C.!ONF.«AQfcVfcNTS)-'«« 

Tjtb 

document 

inforfRation  Oe^ssifiest 
per  CCR  380-14.  to 
12998  as  Amended. 
andl/orEO  13526 

Classifkaftion 

Sas^fcrOr^nai 

jCSassificauon 

Sask  for  Current 
iCassHicjkiion 

r 

P>spc»tKr:V  65901583 -4755? 
45SQ  94r)0-4F36S18COD£A 
2/7/2005 

23:45 

Fage43 

S'Sirita.'ypian;, 
weapons  systiera,  o.' 
OperstioflS 

S 

£0  12353  as  a-merided. 
Section  1.4  fa) 

CCR  330-14  {Clio,  Eage  A. 

23,  items  9  and  11;  EO 

13526  Section  1.4  (a) 

0 

R^xsrttcey  65Af.SBDS-D470- 
05AC-5  71CSEC6CAC3523C 
DaMOcrurrrd  1C/19/2Q09 
21.56 

Page  44 

SlSACTs  fsiated  tofacr 
of  afstl general  lype 
(vehide-bome,  etc- of 
!E0  at***  at  specify 
tocatron  on  specific 
date; 

Operational  ct»Je 
word(.i)w6en 
ictentifiea  with  rT!ls.siori 

ooeratsons 

s 

CCR  380-14  <0109).  Pages  A 
23,  A..24,  £012958  as 
ameridet).  Section  14  (a- 

CCR  380-14  (0110),  Page  A- 
22.  Item  7;  PageA-23,  item 
11;  EO  13526  Section  1.4  (a) 

RepOfiKey  719ABD5035.Ai- 
.12E5-61B2->i334B6E469D 
OaleCVcuired  10/15/2006 
21;07 

Page  46 

wyritafy  plans, 
weapon.s  systen-is,  or 
operations 

s 

EO  12958  as  amentted. 
Ser.tior:  1.4  ta) 

iXR.«0-a4(011Cl,PageA- 
2.2,  Item  7;  Page  A-23,  item 
ll;E0  1352SSeetionl4(3} 

w 

ReportXey  74S05F9D-SDA9- 
4FC6-8376-03C8963S3C56 
Dat.e-Oa-.iir.'*d  10/20/2.006 
14,00 

Page  49 

MMitary  pJa-ns, 
weapons  systems,  or 
cperations;  Foreign 
government 
infortnatioo 

s 

EO  12958  .as  .amcncted. 
Sectior.  1.4  (afib) 

CCR  .380-14  (01101,  Page  A 

23,  Items  9  and  11;  EO 

13526  Section  1  4  {a)(b) 

X 

RepwiXtv  78401EF4-FCAD 
4t2D-A7CB  (j9S5E4DE825S 
OateOccurred  10/26/2005 
15.30 

Page  51 

Military  pUrs, 
weapons  !;YSienw,t?r 
operarioor; 

5 

EC  12958  as  amended, 
.Section  1.4  {a) 

CCR  380-14  (0110),  Page  A- 
23.  Item  9,  EO  13526  Section 
14  (a) 

Repoft.^sy  7S9EC769-C946- 
■CC’EA  3S61957i7B&C>3?>22 
Dat60a-ii.-red  •G/:i/2->3S 
13:15  Page  52 

worc{s;v»hen 

Jdentir'iC'P  with  mission 
t-jperatioris 

s 

rXR  380-14  (0109),  Page  A- 
24;  ?.0 1295S  as  a.T)enriecl, 
Section  i.4  fa) 

CCR  380-14  (0110),  i>ag8  A- 
23,  items  S  and  11;  EO 

13526  Section  1.4(a) 

2 

ReportXey  7S9?7--.f6-10£0- 
4S5f.-gF.6C  -6^.64902  A49A7 
O.aleOovir*!  10/22/200.5 
23:5S 

Page  54 

Military  pl.ans. 
weapons  systems,  or 
cjoerati'ans,  Foreign 
govemiTisot 
ifiiormaEiori 

5 

EC  12958  as  amencied, 
Settlor:  1.4  {a;(b) 

CCR  330  14  (0110),  Page  A 

23,  items  9;  EO  1.3526 

Secton  X.4  (sXti] 
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Endows  Jr  CHJME  IRAQ  EVENTS  faj 

eS 

Tab 

Identified  Document 

Inf  c«Tr>al»n  Ctes'rffed 
per  OCR  380-14,  £0 
12958  as  Amended, 
»nd/or£0 13S26 

Classification 

Basis  for  Original 
Classification 

lasis  for  Currant 

OasiSfication 

SeooitKey  7F122S2C-5056- 
9023  S831' 169A  W.243; 
TiateOcrurred  S/12/200? 
4;4.1 

PageSe 

MiStSfy  p:sns, 
weapons  systssns,  or 
opie:ai:wr; 

s 

EO 129S8  as  aioenoed. 
Section  1.4  (a) 

CCR  380-14  (GUO).  PagesA- 
22,  item  7;  Page  A-23,  item 
ll;f01352€Seetionl.4 
ilaKb} 

3R 

RcfiOflltey  Sie?i38£  823t- 
K8ClS4Sf72f/71fxnS0 
OateOccorred  5/27/2009 
10:17  Page  64 

5K3ACTS  reiatedtofact 
cjf  and  gtr-srat  rype 
ivehicle-bof  ne,  etc)  of 
lED  attac*  at  specific 
location  OP  specific 

Operational  code 
wy-  dii)  vifhgr! 
identif  ied  «ith  ntissfon 

C'Ceratlons 

s 

CCR3aC-i4(ei03),F»y,esA- 
23,  .4-24;  £012558  as 
amended.  Section  1.4  (a) 

CCR  380-14  10110),  Page  A- 
22,  Item?;  Page  4-23.  item 

11,  EO  1352-5  Secl'on  1.4  (a) 

CC 

RepoftKey  269470484386- 
f.D65f.':  EC.9S98S746520f. 
03teO;corred  7/16/200S 
2116  Page  66 

SifjAC.Ts  rissred  to  fact 
of  and  gerierai  type 
(yehicle  borne,  etc)  of 
lED  attacf;  at  specific 
location  on  specific 

C'perationai  code 
wosdis’virhen 
idefitified  ssf  ih  rnisa'on 

ctferB'iofW 

s 

CCR  380-14  (0109),  i'age.s  A 
23,A-24;E01295S3S 
a-mended.  Section  1,4  (a) 

CCR  380-14(0110},  Page  A- 
22,  item  7;  Page  A-23,  Item 
n.£013S26Scr.tion3.4(3) 

DD 

PeisoftKey  aS4E3Dll-D767  - 
6B6C-fAA65SfSC8738C>Cn 
OataOccorred  7/17/2009 
12:00  Page  68 

SIGACf  Event 

Operatiional  code 

WO!  d(si  when 
identified  with  niission 

lOpcratiOPS 

s 

CCR  580-14  (0109),  r>agsr:  A. 
23,  A-24;  £0129583$ 
amended,  Seefion  1.4  (a; 

CCR  380-14  (0110).  Page  A- 
22,  Item  7;  Page  A-23,  item 
ll;E013S26Sectionl.4(a) 

EE 

PecottKey  SD6C4nS4C66- 
A93S  66EDE2C6D75f.fCC3 
CateOccowid  3/5/2009 

4-,05  Page  72 

C^ei'3tiof>al  code 
vvordfs;  when 
identified  sMih  (ntsslon 

s 

CCR  380-14  {-2109),  Page  A- 
24;  EO  1255S  as  arr-ended. 
Section  1  4(3) 

CCR  380-14  (OllO).  PageA- 
23,  Items  9  and  11;  EO 

13526  Section  1.4  (a) 

FF 

RepertEey  SS0D5SS-B6PF- 
0648  SCC7109arj2A9295a 
Dat<K'>cciKrcd  10/25/2009 
2G:C4  Page  74 

Operational  code 
wordfs}  when 
kfeniified  with  missior. 

s 

CCR  980-14 10103),  Page  A- 
24;  EO  12358  as  amended. 
Secti  on  14  (a) 

CCR  380-14  (0110),  PageA- 
23,ttenssS  and  li;  EC 

13526  Section  1.4(a) 
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£ndcsur«  3:  OONE  «AQ  EVENTS  i»a{ 

Vi 

Tab 

(rfeiitifiest  Ootument 

Ifffomwtion  Oassiffed 
per  CCR  380-14,  EO 
129$Sa$A>n«n«ke4 
»ft<j/«EOUS26 

□assIHcalJOii 

Bads  for  Oft liut 
dasdfkation 

Baste  fo»  Current 

Ciassificatian 

GG 

R«pi-:tKe  y  99-365eS-F76e- 
4>'Af-«3B9t:AAS081A631£ 
OawOtcyrred  9/a/irX)=f 
11:35 

SIQ*2Ts  reiated  to  Part 
of  and  gfipersl  ryfw 
{vebidebornc,  etc)  of 
lEC  atuck  jt  specific 
ioeatioo  so  spectic 
date, 

Operationa!  oide 
worcKs}  when 
identd'sd  Witfi  •■■nissioti 
operations 

S 

CCR  33C1-14  lOirai,  Pages  A 
23.A-24;£012SSS3S 
amended,  Section  1.4  -a} 

j 

ICCR  330-14(0110),  Page  A- 
22,  Item  7;  Page  A-23,  item  i 
11;  EG  13526  Section  1.4  (a) 

HH 

Repor«ey  9WJ37r66-C«D3- 
t?79A3S':C7SC-iaA(aSA 
OateCccurred  9/8/2003 
10:00  Page  7S 

SIGACf  s  related  to  fart 
of  and  gerseral  type 
(vehicie-bstite,  etc)  of 
lEOatlackatspedfic 
location  on  speaOr 
date; 

‘Operational  code 
wo:d(s}  wt>en 
identified  w-th  n-iisino 

opstations 

S 

CCK  mi4  (0109),  Pages  A^ 
23,  A-24;  £012958  as 
aioeifded,  Seettori  1,4  (a) 

CCR  380-14  (0110),  Page  A- 
22,  !tem7;  Page  A-23,  ItffiT!  i 
11,  EO  13526  Sertiorr  1  4  (a)  | 

Repa'tK?y  A2Afnf.BO-Af.O.O- 
EP  i9-e?  AA5  2CC6ACCECi  0 
UateOcciirrsd  3/9/2009 
■1:23  PagaSl 

SIGAaS  ••elated  to  fact 
of  and  type  trf  terrorist 
insurgent/attaci.  at 
specOc  iscatioii  on 
specific  date; 
Operationaicode 
wnndis)  when 
identifed  'witH  mission 
Operations 

S 

CCR  33014  (0109).  Page  A- 
24;  EO  12358  as  amended, 
‘iection  1-4(3) 

CCR  380-14(0110),  Page  A. 

23.  Items  3  ana  11;  EC 

13526  Section  1 4  (a) 

R<pO!tKey  WClSnS  A2t6 
SBOfl  413«A3FOB7Ff.BC.-£3 
OsteCiXurrsd  5/12/2008 
10:30  Page  S3 

\ti:itarv  pl-aos. 
weapons  systems,  or 
sperstisos 

S 

EO  12958  as  amended, 
Sectioit  1.4  (a) 

CCR  380-14  (0110),  Page  A 

23,  Items  S  and  11;  EC 

13526  Section  1.4  (a) 

Repo:tKey  e06SC03D-S6M- 
E59E  9C3ilS743TS;^37 
Oatf:Oa.-ii'fed  i/7/2003 
11:23  ?a»«S5 

iiV'jtitiirVpJi'JPS 
i  vwerjponr:  systems,  or 

EC  12958  .as  amended. 
Sectioii  1.4  (a) 

CCR  380-14  (0110),  FageA- 
23,  items 9  and  11;  EO 
135265ecttcnl.4(3) 

- 

Rapof  tKey  B27B576P-0215- 
XEC  C7C>-171SA70Aa23C 
DateOcojffec;  9/3C/2iXS 
9-51  Page  S? 

Miliiary  pians, 
sveapons  systems,  or 

S 

EO  12958  as  amended. 
Section  1.4 13) 

kcR  .180-14  (0110),  Page  A 
122,  item  7,  Page  A  23.  item 
ili;EO  13526  Section  1 4  (a) 
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13526  Section  1.4(3} 

NN 

«epor«<r,'  a54060D;'AlA7- 
iB2C-.S07A5ajfDf4(;4412 
DateOccurTed9/13/200S 
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1.4(a) 

PH 
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24;  EO  1 2958  as  amended. 
Section  1 4  (a) 

COR  380-14  (0110),  Page  A- 
23,  Items  9  and  11;  EO 

13526  Section  1.4  (a) 
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CCR  380-14  (0110),  Page  A. 
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EO  1295S  as  atnended. 
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RepmtKey  04760534-0062  ■ 
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OateOcarred  12/25/2009 
7:16  Page  99 

Operational  code 
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identified  with  mission 
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OCR  380-14  t01t»i.  Page  A- 
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Section  1.4  (a) 
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TT 
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operations 
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Section  1.4  (a) 
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23,  Item  11;  EO  13526 
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(CONOP5).  Operations 
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^ragmentaiy  Orders 
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S 

CCS  330  14  ;0i09L  Page  A. 
25;  EO  12953  as  amended. 
Section  1.4  la) 

CCR  330-14(0110).  PageA- 
24,  item  12;  £013526 

Section  1,4  (a) 

TAH  A  Appendix  i  (CSOTf 
FHAGO  02-  0^'eRA7^0^iAl 
SUSIANOE)  19 

CS9 

Militar,'  piarts, 
weapons  systems,  or 
operations 
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EO  -2958  as  amended, 
5ectlo-“!l.41a) 

CCR  380. 14  (CilCj.PageAr 
24,  item  12;  EO  13526 

Sectior;  l  .-f  <a) 

TA8  A  Appendit  5 
{ISaNTCGfv?  Tactic.^ 
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12  Sep  03 

Military  pians. 
weapons  systems,  or 

operaticvis 

s 

EO  12953  as  amended. 
Section  1.4(a) 

CCR  380-14  (OllO),  PageA- 
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Section  1.4  (a) 

" 
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MSitary  plans, 
weapons  systems,  or 
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tO  12958  as  amentJed, 
Section  1.4(a) 

CCR  3SC-14  (0110),  PageA- 
24,tt(?mi2;EO  13526 

Section  1.4  (.a) 
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Section  1.4  (a) 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  9 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 
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DECLARATION 

I,  Patrick  F.  Kennedy,  declare  and  state: 

BACKGROUND 

1  am  a  Career  Minister  in  the  Foreign  Service  with  38  years  of  experiaice  with  the  United 
States  Government  specializing  in  national  security  and  foreign  affairs.  My  current  position  is 
Under  Secretary  of  State  for  Management,  which  is  responsible  for  the  activities  of  ten  bureaus 
and  offices  that  are  responsible  for  management  improvement  initiatives;  diplomatic  security  and 
foreign  missions;  information  resources  management;  support  services  for  domestic  and  overseas 
operations;  consular  affairs;  human  resources;  the  Foreign  Service  Institute;  overseas  buildings; 
medical  services  and  financial  resources  management.  I  report  to  Hillary  Rodham  Clinton,  the 
Secretary  of  State.  I  have  held  my  current  position  for  four  years,  and  have  over  18  years  of 
experience  in  classification  management  of  national  security  information,  security,  and 
intelligence,  including  serving  as  the  State  Department  Sotior  Agency  Official  for  Classification 
in  addition  to  the  Deputy  Director  of  National  Intelligence  for  Management  for  two  years  and 
heading  the  Transition  Team  that  set  up  the  newly  created  Office  of  the  Director  of  National 
Intelligence. 

PURPOSE  OF  DECLARATION 

I  submit  this  declaration,  in  the  matter  of  United  States  v.  Private  First  Class  Bradley 
Manning,  to  danonstrate,  to  the  best  of  my  knowledge  and  belief  that  disclosure  of  the 
information  identified  below  as  classified  reasonably  could  be  expected  to  cause  damage  to  the 
national  security  of  the  United  States.  In  making  the  following  statement  regarding  the  classified 
information  in  this  case,  I  rely  on  my  personal  knowledge  and  experience,  E.O.  1 3526  on 
Classified  National  Security  Information  and  the  Department  of  State  Classification  Guide,  and 
additional  information  available  to  me  in  my  official  capacity  as  the  State  Department’s 
designated  Senior  Agency  Official  responsible  for  directing  and  administering  the  Department’s 
program  for  classifying  national  security  information. 

1  deliberately  structured  this  declaration  in  an  unclassified  form  to  facilitate  its  handling 
and  use  during  any  judicial  proceeding 

DESIGNATION  OF  INFORMATION 

Information  which  requires  protection  in  the  interest  of  national  security  of  the  United 
States  is  designated  CLASSIFIED  NATIONAL  SECURITY  INFORMATION  per  Executive 
Order  13526,  Classified  National  Security  Information,  signed  by  President  Obama  on  December 
29, 2009  [prior  to  June  27, 2010,  refer  to  Executive  Order  12958  signed  by  President  Clinton  on 
April  20,  1995  as  amended  by  President  George  W.  Bush  on  March  25,  2003],  Information  is 
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classified  in  levels  commensurate  with  the  assessment  that  unauthorized  disclosure  could  cause 
the  following  expected  damage  to  national  security: 

a.  Top  Secret  information  -  exceptionally  grave  damage 

b.  Secret  information  -  serious  damage 

c.  Confidential  information  -  damage 

The  Mission  of  the  Department  of  State  encompasses  the  conduct  of  foreign  relations  of 
the  United  States  which  dictates  that  the  Department  relies  particularly  upon  two  classification 
categories  when  protecting  national  security  information.  These  are  described  in  Section  1 .4  of 
E.O.  13526  which  states  in  pertinent  part 

Information  shall  not  be  considered  for  classification  unless  it 
concerns: . . .  (b)  foreign  government  information;  . . .  (d)  foreign 
relations  or  foreign  activities  of  the  United  States,  including 
confidential  sources  .... 

Foreign  government  information,  defined  in  part  as  information  provided  to  the  Uirited 
States  Government  by  a  foreign  goverrunent  or  governments  or  an  international  organization  of 
governments  is  contained  in  many  of  the  documents  described  in  this  declaration  and  is  classified 
under  Section  1.4(b)  of  E.O.  13526.  An  essential  understanding  that  governs  all  diplomatic 
intercourse,  and  that  constitutes  an  essential  element  in  all  successful  diplomatic  exchanges,  is 
that  confidentiality  will  be  observed.  Mutual  trust  in  this  realm  is  vital  for  the  development  of 
cordial  and  productive  diplomatic  relations.  Unwillingness  or  inability  to  maintain 
confidentiality  in  diplomatic  exchanges  would  inevitably  chill  our  relations  with  other  countries 
and  lead  to  diminished  access  to  sources  of  information  important  to  the  successful  formulation 
and  implementation  of  U.S.  foreign  policy,  and  thereby  would  damage  the  national  security. 

The  ability  to  obtain  information  fiom  foreign  governments  is  essential  to  the  formulation 
and  successful  implementation  of  U.S.  foreign  policy.  Disclosure  of  foreign  goverrunent 
information  provided  in  confidence  would  cause  foreign  officials  to  believe  that  U.S.  officials 
are  not  able  or  willing  to  observe  the  confidentiality  expected  in  such  interchanges. 

Goverrunents  would  become  less  willing  in  the  future  to  furnish  information  important  to  the 
conduct  of  U.S.  foreign  relations,  and  in  general  less  disposed  to  cooperate  with  the  United 
States  in  the  achievement  of  foreign  policy  objectives  of  common  interest.  Disclosure  of  this 
information  “reasonably  could  be  expected  to  result  in  damage  to  the  national  security”  (Section 
l.l(a)(4X  E.O.  13526). 

Information  in  almost  all  of  the  documents  described  in  this  declaration  have  been 
classified  under  Section  1 .4(d)  of  E.O.  13526,  which  protects  information  concerning  foreign 
relations  or  foreign  activities  of  the  United  States,  including  confidential  sources.  Documents 
described  below  recount  details  of  the  relationship  between  the  United  States  and  a  number  of 
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foreign  countries.  The  documents  cover  not  only  the  traditional  diplomatic,  political  and 
economic  relations,  but  also  include  important  areas  such  as  human  rights  protection  and  security 
cooperation.  Many  of  the  documents  are  intended  to  inform  policy  makers  in  Washington  of  the 
tme  situation  on  the  ground  and  therefore  contain  fiank  comments  and  criticisms,  as  well  as 
analyses  that,  if  released,  reasonably  could  damage  U.S.  relations  with  the  countries  concerned. 
Other  documents  contain  information  derived  from  sources  who  provided  the  information  with 
the  expectation  that  their  identities  will  be  protected.  Release  of  this  information  reasonably 
could  risk  the  life  or  safety  of  the  confidential  sources.  Failure  to  preserve  the  expected 
confidentiality  could  risk  future  access  not  only  to  these  sources,  but  also  to  others  who  might 
provide  sensitive  information  to  U.S.  officials.  This  classification  category  has  also  been  applied 
to  foreign  government  information  in  addition  to  the  1 .4(b)  category,  as  release  of  information 
fixim  foreign  governments  could  damage  U.S.  foreign  relations. 

Documents  described  in  this  declaration  have  also  been  protected  under  classification 
categories  1 .4(a)  (military  plans,  weapons  systems  or  operations),  1 .4(e)  (scientific, 
technological  or  economic  matters)  and  1.4(g),  vulnerabilities  and  capabilities  of  systems  and 
installations.)  The  reason  for  application  of  these  categories  is  included  with  the  document 
descriptions. 


PROTECTION  OF  INFORMATION 

Within  the  Department  of  State,  classified  information  is  handled  and  protected  in 
accordance  with:  1 .)  E.O.  1 3526  (and  predecessor  orders)  on  Classified  National  Security 
Information .  2.)  Information  Security  Oversight  Office  (ISOO)  Implemaiting  Directive, 
Classified  National  Security  Information,  32  CFR  Parts  2001  and  2003,  and  3.)  the  12’’'  volume 
of  the  Foreign  Affairs  Manual  (FAM),  section  500,  titled  Information  Security.  Classified 
information  should  be  handled  and  examined  only  under  such  conditions  as  are  adequate  to 
prevent  unauthorized  persons  firom  gaining  access.  Classified  material  may  not  be  removed  ftom 
designated  work  areas  or  moved  from  information  systems,  e.g.  classified  databases,  computer 
networks,  servers,  or  computers,  except  in  the  performance  of  official  duties  and  under  special 
conditions  which  provide  protection  for  the  classified  material. 

CLASSinCATION  DETERMINATION 

I  reviewed  the  material  related  to  this  case,  which  was  provided  by  the  prosecution  team 
at  the  Department  of  the  Army. 

1.  NCD  Server  Logs 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

NCD  Server  Logs  (Voucher  078-10,  Item  #:  1)  consist  of  Net-Centric  Diplomacy  (NCD) 
server  access,  audit,  and  application  activity  logging  from  January,  2009  through  June,  2010. 
These  logs  reside  on  a  national  security  system  accredited  to  operate  at  the  Secret  level.  They 
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contain  implication  activity  logging,  user  session  and  search  activity  information,  and  external 
browse-down  data.  NCD  logging  is  a  continuous,  on-going  process  based  on  system  and  user 
activity.  As  such,  no  action  to  explicitly  classify  the  NCD  server  logs  occurs  while  additional 
activity  logging  is  being  appended  and  no  original  determination  of  classification  was  made 
when  the  events  that  generated  the  log  activity  took  place.  A  subsequent  review  of  the  logs  by 
subject  matter  experts  determined  that  the  proper  classification  of  the  log  activity  data  is 
SECRET  under  Sections  1 .4  (d)  (g)  of  E.O.  1 3526.  The  audit  logs  contain  associations  between 
classified  server  names  and  Transmission  Control  Protocol/Intemet  Protocol  (TCP/IP)  addresses. 
Application  logs  include  entries  that  reveal  internal  system  application  attributes.  Access  logs 
contain  associations  between  TCP/IP  addresses,  user  names  (if  logged  on  through  Passport),  data 
on  telegrams  being  searched,  and  actual  search  terms. 

IMPACT  OF  RELEASE 

Unauthorized  disclosure  of  the  classified  material  specified  above  would  expose 
capabilities  and  identities  of  classified  national  security  systems  rendering  them  vulnerable  to 
hostile  actions.  The  compilation  of  user  names,  telegram  data,  and  actual  search  terms  contains 
associations  that  could  damage  foreign  relations  of  the  U.S.  and  reveal  confidential  sources. 

2.  NCD  Firewall  Logs 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

Firewall  Logs  (Voucher  151-10,  Item  #:  1)  consist  of  Firewall  activity  logging  from 
November,  2009  through  May,  2010.  These  logs  reside  on  a  national  security  system  accredited 
to  operate  at  the  Secret  level.  They  contain  information  regarding  inbound  and  outbound  access 
sessions  through  the  State  Department’s  perimeter  security  systems.  Firewall  logging  is  a 
continuous,  on-going  process  based  on  system  and  user  activity.  As  such,  no  action  to  explicitly 
classify  the  Firewall  server  logs  occurs  while  additional  activity  logging  is  being  appended  and 
no  original  determination  of  classification  was  made  when  the  events  that  generated  the  log 
activity  took  place.  A  subsequent  review  of  the  logs  by  subject  matter  experts  determined  that 
the  proper  classification  of  the  log  activity  data  is  SECRET  under  Section  1 .4  (g)  of  E.O.  1 3526. 
The  Firewall  logs  contain  associations  between  classified  host  names  and  Transmission  Control 
Protocol/Intemet  Protocol  (TCP/IP)  addresses.  Firewall  logs  also  contain  information  by  site 
name  listing  both  inbound  and  outbound  classified  access  activities  and  application  usage  along 
with  data  that  reveals  internal  content-filtering  policies. 

IMPACT  OF  RELEASE 

Unauthorized  disclosure  of  the  classified  material  specified  above  would  expose 
capabilities  and  identities  of  classified  national  security  systems  rendering  them  vulnerable  to 
hostile  actions.  The  compilation  of  content-filtaing  transactions  contains  associations  that 
reveal  protection  services  related  to  the  national  security. 
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3.  10REYKJAVIK13 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

10REYKJAVIK13  is  an  official  telegram  from  Embassy  Rej4cjavik,  dated  January  13, 
2010  to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  at  the  time  it  was  generated.  The  telegram  remains  CONFIDENTIAL  under 
E.0. 13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  concerns  an  international  dispute  stemming  from  the  collapse  of  an 
Icelandic  bank  that  had  offered  high  interest  savings  accounts  (named  “Icesave”  accounts)  to 
depositors  in  the  United  Kingdom  and  the  Netherlands.  It  reports  on  three  conversations  with 
the  U.S.  Embassy’s  Charge  d’Affaires  (CDA)  -  the  person  in  charge  of  the  Embassy  in  the 
absence  of  the  Ambassador.  In  one  meeting,  the  CDA  spoke  with  two  senior  Icelandic  officials. 
In  another,  he  spoke  with  a  senior  Icelandic  diplomat.  In  the  third,  he  spoke  with  a  British 
diplomat.  The  sources  are  named  in  the  telegram.  They  offered  their  views  in  confidence  to  the 
U.S.  government.  The  telegram  reports  their  personal  views  on  this  ongoing  dispute  and  the 
options  their  governments  were  considering.  Public  release  of  the  options  imder  consideration 
could  undermine  the  negotiating  positions  of  the  governments  involved.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  cause  hann  to  relations  with  Iceland 
and  the  United  Kingdom  and  diminish  the  willingness  of  foreign  officials  to  conduct  confidential 
diplomatic  business  with  U.S.  representatives. 

4.  X 1 24  Charging  Documents 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

99ISLAMABAD495  is  an  official  telegram  from  Embassy  Islamabad,  dated  January  25, 
1999  to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  CONFIDENTIAL  under  E.O.  13526  under  Section  1 .4  (d)  and  those  portions  were 
reclassified  on  August  9,  201 1  by  an  Original  Classification  Authority  (OCA). 

IMPACT  OF  RELEASE 

This  telegram  analyses  public  attitudes  towards  the  messages  of  moderate  and  radical 
Islam  and  increasingly  anti-American  and  anti-Western  attitudes  in  Pakistan.  It  describes  the 
sometimes  unsatisfactory  results  of  previous  public  diplomacy  efforts  and  makes  proposals  for 
future  public  diplomacy  policy  actions.  In  doing  so  it  expresses  views  of  various  potential 
audiences  and  likely  receptivity  to  various  proposals.  Unauthorized  disclosure  of  this  material 
could  be  drawn  upon,  in  or  out  of  context,  and  used  by  our  adversaries  against  us  not  only  in 
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Pakistan  but  in  the  wider  Islamic  world.  Thus,  it  would  be  directly  counterproductive  to  the 
policy  purpose  of  the  document. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

05ALGIERS1836  is  an  official  telegram  from  Embassy  Algiers,  dated  August  29,  2005  to 
the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  exempted  portions  describe  some  of  the  responses  of  the  U.S.  Ambassador’s 
interlocutors  during  his  confidential  conversations  with  Government  of  Algeria  officials 
following  the  visit  to  the  region  of  Senator  Lugar,  who  had  conducted  sensitive  negotiations  on 
the  release  of  Polisario  prisoners  long  held  by  Morocco.  The  clear  expectation  of  the  Algerian 
officials  in  the  Ambassador’s  meetings  was  that  their  remarks,  which  included  expressions  of 
private  regret,  were  not  for  public  disseminatioiL  Unauthorized  disclosure  of  the  classified 
material  specified  above  would  cause  harm  to  relations  with  the  Government  of  Algeria  and 
diminish  its  officials’  willingness  to  conduct  confidential  diplomatic  business  with  U.S.  officials 
and  visiting  legislative  branch  persons. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

06ALGIERS1961  is  an  official  telegram  fipom  Embassy  Algiers,  dated  November  12, 
2006  to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  exempted  portions  identify  a  non-official  source  who  was  speaking  to  U.S.  officials 
on  internal  political  and  economic  matters  in  the  expectation  of  complete  confidentiality.  That 
person’s  ability  to  function  in  that  society,  and  possibly  the  ability  of  his  associates  to  function, 
would  be  harmed  by  revelation  of  his  identity.  Unauthorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  the  individual  concerned  and  diminish  his 
and  others’  willingness  to  conduct  confidential  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06  BAGHDAD2646  is  an  official  telegram  fipom  Embassy  Baghdad,  dated  July  24,  2006 
to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified  SECRET  under 
E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.O.  13526 
under  Section  1 .4  (d). 
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IMPACT  OF  RELEASE 

The  report  discusses  a  sensitive  internal  matter,  the  revelation  of  which  would  to  this  day 
create  anger  and  instability  among  a  significant  segment  of  the  population  in  Iraq.  In  addition,  it 
is  based  on  privileged  information  obtained  in  strict  confidence  firom  sources  who  expected  long¬ 
term  protection.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
serious  harm  to  relations  with  the  Government  of  Iraq  and  diminish  its  officials’  -  and  other 
private  parties’  -  willingness  to  confide  in  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06BAGHDAD4205  is  an  official  telegram  firom  Embassy  Baghdad,  dated  November  10, 
2006  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  document  describes  a  conversation  between  two  very  senior  U.S.  officials  and  the 
leaders  of  a  leading  Iraqi  political  group.  Discussion  centered  on  internal  politics  and  the  Iraqi 
participants  clearly  had  the  expectation  that  they  were  speaking  in  complete  confidentiality. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations 
with  the  important  organization  the  interlocutors  rq)resented  and  diminish  its  leaders’  -  and 
other  Iraqi  oppositionists’  -  willingness  to  communicate  firankly  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06BEIRUT3603  is  an  official  telegram  firom  Embassy  Beimt,  dated  November  11,  2006 
to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified  SECRET  under 
E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.O.  13526 
under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  rq)ort  describes  the  U.S.  Ambassador’s  conversations  with  visiting  international 
organization  officials  on  a  number  of  sensitive  issues  in  a  region  then  in  conflict  The  officials 
spoke  with  candor  in  the  clear  expectation  that  the  Ambassador  would  hold  their  comments  in 
strict  confidence.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
serious  harm  to  U.S.  relations  with  the  concerned  agency  and  other  international  organizations, 
and  diminish  their  officials’  willingness  to  conduct  confidential  diplomatic  business  with  U.S. 
officials. 
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DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

06BEIRUT3604  is  an  official  telegram  fix)m  Embassy  Beirut,  dated  November  1 2,  2006 
to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  SECRET  under 
E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.0. 1 3526 
under  Section  1 .4  (d). 


IMPACT  OF  RELEASE 

The  document  reports  a  conversation  between  the  U.S.  Ambassador  and  a  senior  and 
still-active  Lebanese  politician,  who  spoke  in  the  expectation  of  complete  confidentiality. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  serious  harm  to 
the  United  States  by  diminishing  the  willingness  of  the  individual  and,  by  extension,  other 
Lebanese  leaders  to  conduct  confidential  exchanges  in  candor  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06BEIRUT3703  is  an  official  telegram  from  Embassy  Beirut,  dated  November  27,  2006 
to  the  Department  of  State.  Four  pages.  Portions  of  the  telegram  were  properly  classified 
SECRET  under  E.O.  1 2958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
SECRET  under  E.O.  1 3526  under  Section  1 .4  (d). 

IMPACT  OF  RELEASE 

The  exanpted  portions  describe  the  U.S.  Ambassador’s  confidential  conversation  with  a 
prominent  Lebanese  person  who  is  still  alive.  The  conversation  centers  on  sensitive  issues  and 
personalities  on  the  Lebanese  political  scene,  and  was  conducted  in  the  expectation  of  complete 
confidentiality.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
serious  harm  to  relations  with  the  followCTS  of  the  individual  and  diminish  U.S.  officials’  ability 
to  communicate  with  the  various  Lebanese  factions.  In  the  extreme,  it  could  also  endanger  his 
life  in  the  volatile  political/sectarian  climate  prevalent  in  that  nation. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06BELGRADE1681  is  an  official  telegram  fix)m  Embassy  Belgrade,  dated  October  17, 
2006  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  1 2958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  severely  criticizes  the  response  of  senior  Serbian  officials  to  a  set  of 
proposals  that  the  United  States  had  made  to  the  Serbian  government  designed  to  capture  an 
alleged  war  criminal  wanted  by  the  International  Criminal  Tribunal  for  the  former  Yugoslavia. 
The  telegram  also  reports  information  provided  by  named  foreign  officials  to  the  U.S. 
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government  in  the  expectation  that  it  would  be  kept  confidential.  Unauthorized  disclosure  of  the 
classified  material  specified  above  would  harm  relations  with  the  Government  of  Serbia  and 
especially  with  the  influential  persons  who  are  directly  criticized.  Its  release  would  also 
diminish  the  willingness  of  officials  from  Serbia,  the  International  Criminal  Tribunal  for  the 
former  Yugoslavia,  and  elsewhere  to  conduct  confidential  diplomatic  business  with  U.S. 
representatives. 

DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

06COLOMBO1889  is  an  official  telegram  from  Embassy  Colombo,  dated  November  10, 
2006  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (b)(d). 

IMPACT  OF  RELEASE 

This  telegram  reports  a  discussion  between  the  Ambassador  and  senior  Sri  Lankan 
officials  about  the  scope  and  intensity  of  recent  Government  of  Sri  Lanka  military  action  against 
the  rebel  Tamil  Tigers  towards  the  end  of  the  long  fought  insurgency  in  that  country. 

Descriptions  of  the  actions  and  possible  upcoming  actions  need  no  longer  be  classified  in  view  of 
the  termination  of  hostilities  and  the  passage  of  time.  Material  that  remains  classified  reveals  the 
identities  of  the  officials  and  information  about  military  and  capabilities/vulnerabilities.  It  also 
expresses  the  Ambassador’s  judgment  of  the  views  expressed  by  the  ofGcials  themselves  and  in 
comparison  to  previously  reported  information.  Unauthorized  disclosure  of  the  classified 
material  could  be  used  to  politically  damage  the  officials  involved  and  thereby  cause  damage  to 
relations  with  the  Government  of  Sri  Lanka. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06KABUL5420  is  an  official  telegram  from  Embassy  Kabul,  dated  November  10,  2006 
to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  imder  E.O.  1 3526  under  Sections  1 .4  (b)(d). 

IMPACT  OF  RELEASE 

The  telegram  reports  the  Ambassador’s  meeting  with  President  Karzai  and  senior  security 
officials  about  steps  being  taken  to  reform  the  Afghan  National  Police.  Some  portions  that 
remain  CONFIDENTIAL  report  Karzai’s  emphasis  on  specific  factors,  including  ethnic 
representation  and  other  sensitive  matters.  It  also  reports  the  Ambassador’s  implicit  evaluation 
of  those  conunents.  Other  portions  reveal  advice  being  given  by  specific  participants  including 
one  European  allied  official.  Unauthorized  disclosure  of  this  material  would  reveal  the  identities 
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of  individuals  who  were  giving  their  views  to  the  President  and  thereby  would  undermine  the 
confidence  of  President  Karzai,  and  of  other  parsons  present,  in  future  such  exchanges. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06KABUL5421  is  an  official  telegram  from  Embassy  Kabul,  dated  November  10,  2006 
to  the  Department  of  State.  Seven  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (b)(d). 

IMPACT  OF  RELEASE 

This  telegram  reports  on  the  actions  of  a  recently  arrived  Governor  of  Uruzgan  Province 
in  creating  a  militia  and  describes  its  use  in  several  intervening  events.  It  further  discusses  the 
possible  integration  of  this  and  other  militias  into  an  auxiliary  police.  The  portions  that  remain 
classified  describe  conflicting  versions  of  the  events  and  allegations  concerning  motivations  of 
various  parties.  They  also  reveal  the  Embassy’s  assessment  of  the  events  as  they  reflect  on  the 
official  who  remains  in  high  office.  One  portion  also  reveals  related  information  given  in 
confidence  by  allied  personnel  in  Afghanistan.  Unauthorized  disclosure  of  the  classified  material 
withheld  would  cause  harm  to  relations  with  the  Government  of  Afghanistan  and  diminish  the 
willingness  of  our  allies  to  exchange  confidences  with  us. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

06KABUL5435  is  an  official  telegram  from  Embassy  Kabul,  dated  November  12,  2006 
to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.O.  1 3526  under  Sections  1 .4  (b)(d). 

IMPACT  OF  RELEASE 

This  telegram  reports  on  actions  taken  by  a  new  Acting  Commander  of  the  Afghan 
Border  Police  in  Khost  Province  after  a  walkout  by  about  one  fifth  of  the  force  under  the 
previous  commander  and  discusses  prospects  for  the  future  including  likely  personnel 
movements,  sometimes  in  a  political  context.  Some  portions  report  remarics  by  some  foreign 
official  and  non-official  sources  about  the  nature  of  the  previous  problems  and  the  actions  and 
motivations  of  individuals  and  groups.  The  cable  also  gives  the  Embassy’s  assessment  of  the 
situation.  Some  of  the  information  need  no  longer  be  classified.  Unauthorized  disclosure  of 
other  rqjorted  events,  allegations  and  of  the  sources  could  be  damaging  to  individuals  identified 
and  the  Embassy’s  relations  >vith  them,  and  inhibit  the  Embassy’s  ability  to  elicit  similarly 
confidential  information  from  future  interlocutors. 
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DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

06KATHMANDU3023  is  an  official  telegram  from  Embassy  Kathmandu,  dated 
November  10,  2006  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  graerated.  Portions  of 
the  telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  describes  the  U.S.  Ambassador’s  discussions  with  the  UN  representative  in 
Nepal  concerning  a  proposed  UN  role  in  the  implementation  of  an  impending  agreement 
between  the  Government  of  Nepal  and  Maoist  insurgents  to  end  their  long  conflict,  including  the 
need  for  a  UN  Security  Council  Resolution.  Portions  being  withheld  report  the  representative’s 
thinking  about  how  he  will  proceed  and  what  he  envisions  the  UN  role  to  be.  It  further  expresses 
the  ambassador’s  views  which  are  at  odds  with  some  of  that  thinking.  Representatives  of  the  UN 
and  its  constituent  bodies  expect  that  their  discussions  with  us  of  this  nature  will  be  kept  in 
confidence.  Unauthorized  disclosure  of  the  classified  material  specified  above  could  be  used 
against  us  and  those  officials  by  persons  or  govanments  of  countries  with  a  stake  in  matters 
being  discussed.  Thus  it  would  adversely  affect  our  diplomats’  ability  to  conduct  similar 
discussions  with  all  UN  representatives  worldwide,  thereby  damaging  U.S.  f^eign  relations. 

DOCUMENT  IDENTIFICATION  AND  CLASSIHCATION 

06KATHMANDU3024  is  an  official  telegram  from  Embassy  Kathmandu,  dated 
November  10,  2006  to  the  Department  of  State.  Seven  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  describes  the  U.S.  Ambassador’s  confidential  conversations  with  the 
Nepalese  Prime  Minister  and  his  foreign  policy  advisor  about  the  prospects  for  an  agreement 
with  the  Nepalese  Maoists  after  a  long  civil  war  and  about  the  nature  of  the  international 
involvement.  The  portions  that  remain  CONFIDENTIAL  reveal  the  Prime  Minister’s  and  the 
Advisor’s  expressed  personal  views  as  well  as  Government  of  Nepal  thinking  about:  1)  the 
nature  of  the  international  involvement  in  reaching  and  implementing  an  agreement;  2)  attitudes 
of  certain  other  parties;  3)  internal  political  and  legal  aspects  and  4)  the  likely  attitude  of  the 
insurgent  elements.  Unauthorized  disclosure  of  the  classified  material  specified  above  could  still 
be  used  adversely  by  elements  within  Nepal  not  sympathetic  with  the  government  and  would 
betray  confidentialities  expected  by  the  Nepalese  officials. 
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DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

06KUWAn’4430  is  an  official  telegram  fiom  Embassy  Kuwait,  dated  November  10, 

2006  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  genwated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  still-exempted  portions  describe  the  Embassy’s  assessment  of  rumors  of  the 
dissolution  of  parliament  and  new  elections.  It  draws  on  conversations  with  various  Kuwaiti 
officials  and  politicians,  who  spoke  to  U.S.  diplonats  in  the  expectation  of  confidentiality. 
Unauthorized  disclosure  of  the  classified  material  would  cause  harm  to  the  Embassy’s  relations 
with  both  the  Government  of  Kuwait  and  Kuwaiti  politicians,  and  diminish  their  willingness  to 
conduct  confidential  exchanges  with  U.S.  officials  in  the  future. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

06KUWAIT4438  is  an  official  telegram  fiom  Embassy  Kuwait,  dated  November  12, 

2006  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  1 2958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Section  1.4(d). 

IMPACT  OF  RELEASE 

The  exempted  portions  are  part  of  a  discussion  between  a  U.S.  and  a  Kuwaiti  official  on 
economic  matters,  especially  a  still-sensitive  question  concerning  other  parties  in  the  region. 

The  conversation  was  conducted  in  the  expectation  of  confidentiality  on  both  sides. 

Unauthorized  disclosure  of  the  exempted  material  would  cause  harm  to  relations  with  the 
Government  of  Kuwait  and  diminish  its  officials’  willingness  to  conduct  confidential  diplomatic 
business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06MADRID2955  is  an  official  telegram  fiom  Embassy  Madrid,  dated  November  27, 

2006  to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  reports  the  Deputy  Chief  of  Mission’s  private  conversation  with  a  senior 
Spanish  official  about  a  territorial  dispute  in  another  country.  The  telegram  also  reports  a  remark 
on  the  same  topic  that  an  even  more  senior  Spanish  official  made  to  a  visiting  American 
diplomat  in  a  confidential  setting.  The  dispute  in  question  has  implications  for  the  territorial 
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integrity  of  Spain,  making  it  a  particularly  sensitive  issue  in  Spanish  politics.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations  with  the 
Government  of  Spain  and  diminish  the  willingness  of  Spanish  and  other  officials  to  conduct 
confidential  diplomatic  business  with  U.S.  representatives. 

DOCUMENT  IDENTIFICATION  AND  CLASSIHCATION 

06MADRID2956  is  an  official  telegram  fi:om  Embassy  Madrid,  dated  November  27, 
2006  to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  reports  a  private  conversation  between  the  Deputy  Chief  of  Mission  and  a 
senior  Spanish  official  about  the  prospects  for  admitting  another  country  to  the  European  Union 
(EU).  The  Spanish  official  conunents  on  the  attitudes  of  other  EU  members  ai  the  issue. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations 
with  the  Govenunent  of  Spain  and  diminish  the  willingness  of  Spanish  and  other  officials  to 
conduct  confidential  diplomatic  business  with  U.S.  representatives. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

06PRISTINA947  is  an  official  telegram  fipom  U.S.  Office  Pristina,  dated  November  1 1, 
2006  to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  imder  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  concerns  plans  for  the  departure  of  the  United  Nations  Mission  in  Kosovo. 
Classified  portions  report  confidential  criticisms  firom  named  sources  about  the  performance  of 
an  international  organization  and  a  government  ministry  and  its  chief  Unauthorized  disclosure 
of  the  classified  material  specified  above  would  diminish  the  willingness  of  officials  fiom 
foreign  governments  and  international  organizations  to  speak  fi^kly  with  U.S.  representatives. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06PRISTINA948  is  an  official  telegram  fiom  U.S.  Office  Pristina,  dated  November  1 1, 
2006  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1 .4  (bXd). 
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IMPACT  OF  RELEASE 

The  telegram  concerns  plans  for  refugee  movements  after  a  decision  on  Kosovo’s  final 
status.  Classified  portions  contain  critical  comments  about  the  performance  of  international 
agencies,  sane  of  them  offered  in  the  expectation  of  confidentiality  by  a  named  foreign  official 
and  some  made  by  U.S.  Office  Pristina  itself.  Unauthorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  international  organizations  and  diminish  the 
willingness  of  officials  fi-om  international  organizations  and  foreign  governments  to  share  their 
views  with  U.S.  representatives. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

06RIYADH881 1  is  an  official  telegram  fi’om  Embassy  Riyadh,  dated  November  1 1,  2006 
to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified  SECRET  under 
E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.0. 13526 
under  Sections  1 .4  (a),  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  document  reports  highly  sensitive  conversations  between  U.S.  Embassy  officials  and 
visiting  U.S.  military  officials  on  the  one  side,  and  senior  Saudi  officials  on  the  other.  The 
discussions,  which  involved  very  delicate  political  and  material  matters,  were  conducted  in  the 
expectation  of  total  secrecy.  Unauthorized  disclosure  of  the  contents  would  cause  serious  harm 
to  relations  with  the  Government  of  the  Kingdom  of  Saudi  Arabia  and  seriously  diminish  its 
officials’  willingness  to  conduct  sensitive  diplomatic  and  security  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06SEOUL3882  is  an  official  telegram  fiom  Embassy  Seoul,  dated  November  10, 2006  to 
the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified  SECRET  under 
E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain  SECRET  under  E.O. 
13526  under  Sections  1.4  (b)(d). 


IMPACT  OF  RELEASE 

Those  classified  portions  describe  the  U.S.  Charge  d’  Affairs’  diplomatic  exchanges  with 
a  senior  foreign  ministry  official  of  the  Government  of  the  Republic  of  Korea  concerning  the 
Proliferation  Security  Initiative  (PSI),  a  global  anti -proliferation  effort  aimed  at  stopping  the 
trafficking  of  weapons  of  mass  destruction,  their  delivery  systems  and  related  materials.  This 
effort  is  particularly  important  as  it  relates  to  North  Korea.  The  PSI  is  highly  controversial  in  the 
Republic  of  Korea  and  unauthorized  disclosure  of  the  classified  material  could  be  seized  upon  by 
opposition  elements  to  imdermine  supporters  of  the  effort.  In  addition,  compromise  of  this 
diplomatic  exchange  would  cause  harm  to  U.S.  relations  with  the  Govenunent  of  the  Republic  of 
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Korea  and  discourage  its  officials  fiom  conducting  highly  sensitive  diplomatic  business  with 
U.S.  officials  in  the  future. 


DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 


06SEOUL3885  is  an  official  telegram  fix)m  Embassy  Seoul,  dated  November  12,  2006  to 
the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
imder  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.O.  13526  under  Sections  (b)(d). 


IMPACT  OF  RELEASE 


The  classified  portions  describe  a  discussion  between  a  senior  South  Korean  political 
figure  and  U.S.  diplomatic  officials  covering  a  broad  range  of  highly  sensitive  topics  including 
the  U.S.  -  Republic  of  Korea  Alliance,  North  Korea  and  the  Six  Party  Talks  and  domestic 
political  developments.  Unauthorized  disclosure  of  the  classified  material  specified  above  would 
cause  embarrassment  and  hann  to  this  highly  prominent  politician  and  diminish  the  willingness 
of  other  Korean  officials  to  discuss  confidential  sensitive  subjects  with  U.S.  officials  in  the 
future.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  also  cause  harm 
to  relations  with  the  Government  of  the  Republic  of  Korea  and  diminish  its  officials’  willingness 
to  conduct  confidential  diplomatic  business  with  U.S.  officials. 


DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 


06SUVA489  is  an  official  telegram  fipom  Embassy  Suva,  dated  November  12, 2006  to  the 
Department  of  State.  Six  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in  part 
under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 


IMPACT  OF  RELEASE 


The  classified  portions  describe  the  embassy’s  assessment  of  a  civil-military  crisis  in 
which  Fiji’s  Military  Forces  Commander  is  pitted  against  the  country’s  Prime  Minister. 

Detailed  comments  firom  prominent  local  sources  on  the  growing  confrontation  are  also  reported. 
Unauthorized  disclosure  of  the  classified  material  would  cause  harm  to  U.S.  relations  with  the 
local  authorities  and  injure  the  reputation  of  embassy  sources  resulting  in  an  imwillingness  of 
these  and  other  sources  to  meet  with  U.S.  officials  in  the  future. 


DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 


06TAPEI3830  is  a  telegram  fiom  the  American  Institute  Taiwan  (AIT),  Taipei,  dated 
November  12, 2006  to  the  Department  of  State.  Two  pages.  The  telegram  was  properly 
classified  SECRET  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  SECRET  under  E.O.  13526  under  Sections  1.4  (bX<l). 
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IMPACT  OF  RELEASE 

This  telegram  describes  an  AIT  officer’s  confidential  discussion  with  an  export  control 
authority  in  Taiwan  concerning  UN  Security  Council  Resolution  1718,  which  imposed  economic 
and  commercial  sanctions  on  North  Korea  in  the  aftermath  of  that  nation’s  claimed  nuclear  test 
of  October  9, 2006.  Unauthorized  disclosure  of  the  classified  material  would  cause  harm  to  U.S. 
relations  with  the  authorities  in  Taiwan  and  diminish  Taiwan  officers’  willingness  to  conduct 
confidential  business  with  the  American  Institute  in  Taiwan  in  the  future. 

DOCUMENT  IDENTinCATION  AND  CLASSfflCATION 

06TRIPOLI645  is  an  official  telegram  finom  Embassy  Tripoli,  dated  November  10,  2006 
to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  exempted  portions  describe  a  conversation  between  an  Embassy  officer  and  a 
representative  of  the  Libyan  Ministry  of  Foreign  Affairs  called  at  the  bdiest  of  that  Ministry. 

The  purpose  was  to  convey  Libya’s  views  on  a  regional  issue,  and  the  Government  of  Libya  had 
every  expectation  to  believe  that  the  United  Stales  Government  would  treat  the  subject  and  the 
details  of  the  discussion  as  confidential.  Unauthorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  the  Government  of  Libya  -  present  or  future 
-  and  diminish  its  officials’  willingness  to  conduct  confidential  diplomatic  business  with  U.S. 
officials.  It  would  also  be  seen  by  other  states,  particularly  those  in  the  region,  of  a  lapse  in  U.S. 
ability  to  maintain  confidentiality  in  its  diplomatic  exchanges. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

06TRPOLI648  is  an  official  telegram  ftom  Embassy  Tripoli,  dated  November  10, 2006 
totheDq)artmentofState.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.O.  13526  under  Section  1 .4(d). 

IMPACT  OF  RELEASE 

Those  portions  contain  the  Embassy’s  candid  analysis  of  the  Libyan  central  bank’s 
attempts  to  enlist  our  help  in  setting  up  a  training  program.  Unauthorized  disclosure  of  the 
exempted  material  would  cause  harm  to  relations  with  the  Government  of  Libya  -  present  or 
future  -  and  diminish  its  officials’  willingness  to  conduct  discuss  matters  in  private  with  U.S. 
officials. 
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DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07ADDISABABA2197  is  an  official  telegram  from  Embassy  Addis  Ababa,  dated  July 
13,  2007  to  the  Department  of  State.  Seven  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  remain 
CONFIDENTIAL  under  E.O.  13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

It  reports  a  conversation  with  an  NGO  source  who  was  speaking  in  confidence  with  U.S. 
officials  about  sensitive  matters  in  a  zone  of  ongoing  insiugency.  He  may  have  been  speaking 
without  the  consent  of  his  organization.  Unauthorized  disclosure  of  the  classified  material 
specified  above  would  cause  serious  harm  to  the  individual  and  inhibit  his  and  his  organization’s 
ability  to  fimction  in  countries  throughout  the  entire  region.  This  in  turn  could  have  negative 
impact  on  the  ability  of  U.S.  officials  to  communicate  with  non-government  individuals. 

DOCUMENT  IDENTinCATION  AND  CLASSinCATION 

07ANKARA23  is  an  official  telegram  from  Embassy  Ankara,  dated  January  8,  2007  to 
the  Dqrartment  of  State.  Three  pages.  The  telegram  was  classified  CONFIDENTIAL  under 
E.O.  12958  at  the  time  it  was  generated.  A  portion  of  the  telegram  remains  CONFIDENTIAL 
under  E.O.  13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  telegram  concerns  Turkish  impatience  with  American  efforts  to  counter  the  Kurdish 
Workers’  Party  (PKKX  which  is  engaged  in  armed  struggle  with  the  Government  of  Turkey.  The 
classified  portion  contains  the  Embassy’s  speculation  about  internal  pressures  within  the  Turkish 
government.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
harm  to  relations  with  the  Government  of  Turkey. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07ANKARA2468  is  an  official  telegram  from  Embassy  Ankara,  dated  October  4,  2007  to 
the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in 
part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  assesses  the  prospects  for  political  reform  in  Turkey.  Classified  portions 
contain  assessments  of  political  reform  that  official,  non-official,  and  diplomatic  sources,  some 
named  and  others  identifiable,  provided  in  confidaice  to  Embassy  staff.  One  portion  contains 
the  Embassy’s  own  assessment  of  the  situation.  Unauthorized  disclosure  of  the  classified 
material  specified  above  would  subject  some  Embassy  sources  to  retribution  and  would,  in 
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general,  diminish  the  willingness  of  sources  to  share  their  views  with  U.S.  officials. 

Unauthorized  disclosure  of  the  Embassy’s  views  on  the  sensitive  domestic  issue  of  political 
reform  would  damage  relations  with  Turkey. 

DOCUMENT  roENTIFICATION  AND  CLASSIFICATION 

07ASHGABAT1 359  is  an  official  telegram  from  Embassy  Ashgabat,  dated  December 
14, 2007  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.0. 1 2958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  CONFIDENTIAL  under  E.0. 13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  reports  the  account  given  to  the  U.S.  Ambassador  by  the  Russian 
Ambassador  in  Turkmenistan  about  a  recent  hi^  level  Russian-Turkmen  visit  which  resulted  in 
a  gas  export  agreement  and  other  publicly  announced  topics.  The  portions  remaining 
CONFIDENTIAL  are  the  Russian  Ambassador’s  explanations  about  the  details  of  the  Russian- 
Turkmen  arrangements,  his  rather  extraordinary  interpretation  of  U.S.  policy  in  the  region  and  of 
Turkmenistan’s  relations  with  the  Chinese  and  other  governments  in  the  region.  They  also  relay 
the  Embassy’s  firank  comments  about  the  Russian’s  expressed  views.  Unauthorized  disclosure  of 
the  classified  material  specified  above  would  cause  harm  to  relations  with  the  Russian  and  the 
Turkmen  governments  and  diminish  their  officials’  willingness  to  conduct  confidential 
diplomatic  business  with  U.S.  officials. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

07BAGHDAD35  is  an  official  telegram  finm  Embassy  Baghdad,  dated  January  5, 2007 
to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  SECRET  under 
E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.O.  13526 
under  Section  1 .4  (d). 

IMPACT  OF  RELEASE 

The  document  transmits  the  Embassy’s  analysis  of  a  still-delicate  internal  political 
situation  in  the  country.  It  contains  candid  assessments  of  the  motives  and  performance  of  senior 
Iraqi  officials,  some  still  in  power.  Unauthorized  disclosure  of  the  classified  material  specified 
above  would  cause  serious  harm  to  relations  with  the  Government  of  Iraq  and  diminish  its 
officials’  willingness  to  discuss  delicate  political  mattos  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07BAGHDAD36  is  an  official  telegram  firom  Embassy  Baghdad,  dated  January  5, 2007 
to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  SECRET  under 
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E.0. 12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.0. 1 3526 
under  Sections  1 .4  (b)(d). 

IMPACT  OF  RELEASE 

The  telegram  contains  the  Embassy’s  report  of  a  conversation  between  the  Ambassador 
and  a  highly  placed  Iraqi  government  official  on  sensitive  internal  and  bilateral  matters.  The 
conversation  was  conducted  in  the  expectation  of  strict  confidentiality.  Unauthorized  disclosiue 
of  the  contents  would  cause  serious  harm  to  relations  with  the  Government  of  Iraq  and  diminish 
its  officials’  willingness  to  discuss  delicate  political  and  security  matters  with  U.S.  officials. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

07BAGHDAD37  is  an  official  telegram  fiom  Embassy  Baghdad,  dated  January  5, 2007 
to  the  Department  of  State.  Seven  pages.  The  telegram  was  properly  classified  SECRET  under 
E.0. 12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  xinder  E.0. 13526 
under  Sections  1 .4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  document  contains  the  Embassy’s  report  of  a  meeting  between  a  very  senior  visiting 
U.S.  officials  and  senior  Iraqi  political  and  government  persons  on  sensitive  internal  and  bilateral 
matters.  Several  of  the  Iraqi  participants  are  still  in  their  respective  positions.  The  conversation 
was  conducted  in  the  expectation  of  strict  confidentiality  on  the  Iraqi  side.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  cause  serious  harm  to  relations  with 
both  the  Government  of  Iraq  and  Iraqi  political  figures,  and  diminish  their  willingness  to  discuss 
delicate  political  and  security  matters  with  U.S.  officials. 

DOCUMENT  IDENTinCATION  AND  CLASSIHCATION 

07BAGHDAD42  is  an  official  telegram  finom  Embassy  Baghdad,  dated  January  7, 2007 
to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  SECRET  under 
E.0.  1 2958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.O.  1 3526 
under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  contains  the  Embassy’s  report  and  analysis  of  an  internal  security  situation 
and  the  Government  of  Iraq’s  efforts  to  deal  with  it.  It  refers  to  conversations  with  Iraqi 
officials,  some  of  whom  senior  and  still  serving,  conducted  in  candor  and  the  expectation  of 
strict  confidaitiality.  Unauthorized  disclosure  of  the  classified  material  specified  above  would 
cause  serious  harm  to  relations  with  the  Government  of  Iraq  and  diminish  its  officials’ 
willingness  to  discuss  delicate  political  and  security  matters  with  U.S.  officials. 


Page  19  of  51 


ManningB_00376921 


G 


O) 


DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07BAGHDAD53  is  an  official  telegram  fiom  Embassy  Baghdad,  dated  January  7,  2007 
to  the  Dqjartment  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  document  contains  the  Embassy’s  report  of  a  candid  conversation  on  internal 
political  and  security  matters  with  a  soiior  Iraqi  official,  who  is  still  serving,  conducted  in  the 
expectation  of  confidentiality.  Unauthorized  disclosure  of  the  classified  material  specified  above 
would  cause  harm  to  relations  with  the  individual  and  the  Government  of  Iraq,  and  diminish  its 
officials’  willingness  to  discuss  political  and  security  matters  with  U.S.  officials. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

07BAGHDAD56  is  an  official  telegram  fiem  Embassy  Baghdad,  dated  January  7, 2007 
to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
in  part  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  CONFIDENTIAL 
under  E.O.  13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

Exempted  portions  contain  the  Embassy’s  sometimes  critical  assessment  of  the  political 
and  security  situation  in  a  province  in  Iraq.  It  includes  quotes  fipom  local  political  leaders  who 
were  speaking  in  confidence  to  U.S.  officials.  Unauthorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  the  Government  of  Iraq  and  with  political 
leaders.  Revelation  would  diminish  those  persons’  willingness  to  discuss  political  and  security 
matters  with  U.S.  officials. 

DOCUMENT  IDENTinCATION  AND  CLASSinCATION 

07BAGHDAD63  is  an  official  telegram  fix>m  Embassy  Baghdad,  dated  January  7,  2007 
to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified  SECRET  under 
EO.  12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.O.  13526 
under  Sections  1 .4  (b)  and  (d). 


IMPACT  OF  RELEASE 

The  document  contains  the  Embassy’s  report  of  a  sensitive  conversation  on  internal 
political  and  regional  and  security  matters  between  the  Ambassador  and  a  senior  Iraqi  official, 
who  also  represents  a  minority  faction.  It  was  held  in  the  expectation  of  confidentiality. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  serious  harm  to 
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relations  with  Iraqi  leaders  and  officials  and  diminish  their  willingness  to  discuss  political  and 
security  matters  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07BAGHDAD64  is  an  official  telegram  fix)m  Embassy  Baghdad,  dated  January  7, 2007 
to  the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.0. 12958  at  the  time  it  was  generated. 

IMPACT  OF  RELEASE 

Department  of  State  equities  are  no  longer  sensitive;  but  release  would  require 
Department  of  Treasury  concurrence. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07BAGHDAD70  is  an  official  telegram  from  Embassy  Baghdad,  dated  January  8, 2007 
to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.0. 12958  at  the  time  it  was  generated.  The  telegram  remains  CONFIDENTIAL  under 
E.0. 1 3526  under  Sections  1 .4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  document  contains  the  Embassy’s  report  of  a  conversation  on  internal  political  and 
security  matters  with  a  very  senior  Iraqi  official,  who  is  still  serving,  conducted  in  the 
expectation  of  confidentiality.  Unauthorized  disclosure  of  the  classified  material  specified  above 
would  cause  harm  to  relations  with  the  Government  of  Iraq  and  diminish  its  officials’  willingness 
to  discuss  political  and  security  matters  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07BANGKOK1 1 1  is  an  official  telegram  from  the  Embassy  in  Bangkok,  dated  January  8, 
2007  to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bKd). 

IMPACT  OF  RELEASE 

This  telegram  describes  the  U.S.  Ambassador’s  confidential  conversations  with  senior 
Thai  government  officials  concerning  serious  Thai  domestic  difficulties.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  result  in  serious  embarrassment  to  the 
senior  Thai  officials  mentioned  and  would  be  seized  on  by  some  local  critics  as  heavy-handed 
U.S.  interference  in  Thai  internal  affairs.  Such  a  revelation  would  cause  overall  harm  to  U.S. 
relations  with  the  Government  of  Thailand  and  would  lessen  U.S.  effectiveness  in  our  effort  to 
ameliorate  future  problems. 
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DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

07BASRAH3  is  an  official  telegram  firom  Embassy  Office  Basrah,  dated  January  5,  2007 
to  the  Dq>artraent  of  State.  Three  pages.  The  telegram  was  properly  classified  SECRET  in  part 
under  E.0. 12958  at  the  time  it  was  generated.  Portions  remain  SECRET  under  E.0. 1 3526 
under  Sections  1 .4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  document  is  a  report  of  a  kidnaping  of  an  American  citizen  in  Basrah  and  the 
exempted  passages  include  candid  commentary  on  the  background  of  the  case,  as  well  as 
infonnation  provided  in  confidence  by  Iraqi  security  officials.  Unauthorized  disclosure  of  the 
classified  material  specified  above  would  cause  serious  harm  to  relations  with  the  Government  of 
Iraq  and  hinder  future  willingness  of  Iraqi  authorities  to  share  information  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

07BEIJING152  is  an  official  telegram  finm  Embassy  Beijing,  dated  January  8,  2007  to 
the  Dq>aitment  of  State.  Five  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  CONFIDENTIAL  under 
E.0. 13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

This  telegram  describes  the  U.S.  Charge  d’  Affairs’  conversation  with  a  Chinese 
Assistant  Foreign  Minister  held  with  an  expectation  of  confidentiality  concerning  matters  related 
to  the  Taiwanese  and  their  alleged  **sq)aratist  activities.”  Unauthorized  disclosure  of  the 
classified  material  would  cause  harm  to  relations  with  the  Government  of  China  and  dimim^  its 
officials’  confidence  in  being  able  to  discuss  complex  dqrlomatic  business  with  U.S.  officials 
without  their  views  being  publicized. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07BEIRUT1958  is  an  official  telegram  from  Embassy  Beirut,  dated  December  14, 2007 
to  the  Department  of  State.  Six  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.O.  12958  at  the  time  it  was  generated.  It  remains  CONFIDENTIAL  under  E.0. 13526 
imder  Section  1.4(d). 

IMPACT  OF  RELEASE 

The  telegram  reports  the  Embassy’s  conversations  with  political  leaders  on  sensitive 
internal  issues  concerning  their  movement.  The  leaders,  many  of  whom  are  still  active  in 
Lebanon’s  tempestuous  politics,  would  expect  their  confidences  to  be  strictly  protected  by  U.S. 
officials.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to 
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relations  with  the  opposition  political  figures  in  Lebanon  and  diminish  its  leaders’  willingness  to 
discuss  policy  matters  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

07BOGOTA101  is  an  official  telegram  from  Embassy  Bogota,  dated  January  5,  2007  to 
the  Department  of  State.  Seven  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
in  part  under  E.O.  1 2958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 1 3526  under  Section  1 .4(d). 

IMPACT  OF  RELEASE 

This  cable  sets  out  for  a  visiting  senior  U.S.  military  commander  the  political  and  security 
situation  in  Colombia  and  describes  the  views  of  senior  Colombian  officials  on  the  country’s 
strained  relations  with  several  third  countries.  The  withheld  material  speculates  on  new 
directions  in  foreign  policy  following  political  dimge.  It  discusses  the  country’s  relations  with 
two  other  countries  which  have  become  paiticulariy  sensitive.  Unauthorized  disclosure  of  the 
classified  material  specified  above  would  cause  harm  to  relations  with  the  Government  of 
Colombia  and  with  third  countries  and  would  diminish  the  willingness  of  Colombian  officials  to 
conduct  confidential  diplomatic  business  witii  U.S.  officials,  to  the  detriment  of  our  interests  in 
the  country. 

DOCUMENT  IDENTinCATION  AND  CLASSinCATION 

07BOGOTA51 18  is  an  official  telegram  firan  Embassy  Bogota,  dated  July  13, 2007  to 
the  Dqwrtment  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in 
part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1 .4  (bKd). 

IMPACT  OF  RELEASE 

Those  portions  describe  ongoing  negotiations  betweai  the  Government  of  Colombia  and 
a  terrorist  group  and  the  Government’s  priority  objectives  in  those  negotiations.  The  infomudion 
was  provided  to  us  by  officials  in  confidence,  and  their  identity  deserves  protection.  The 
information  includes  strategies  and  tactics  that  the  Government  mi^t  still  employ  in 
negotiations  with  dissidents  and  our  own  evaluation  of  their  possible  effectiveness. 

Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations 
with  the  Government  of  Colombia  and  diminish  its  officials’  willingness  to  conduct  confidential 
diplomatic  business  with  Ui*.  officials  or  to  provide  information,  to  the  detriment  of  our  interests 
in  the  country. 
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IMPACT  OF  RELEASE 

The  message  describes  the  U.S.  Ambassador’s  conversations  with  Government  of 
Argentina  officials  concerning  differences  within  the  Argoitine  Government  on  relations  with 
the  U.S.  GovonmenL  They  took  place  in  a  confidential  environment  that  permitted  each  official 
to  speak  frankly.  The  message  makes  recommendations  on  improving  strained  bilateral  and 
regional  ties.  It  proposes  further  high-level  discussions  with  Department  of  State  principals. 
Sensitive  regional  issues  are  raised  in  the  conversations,  with  a  frank  exchange  of  views.  Past 
bilateral  problems  are  discussed.  Unauthorized  disclosure  of  the  classified  material  specified 
above  would  cause  harm  to  relations  with  the  Government  of  Argentina,  diminish  its  officials’ 
willingness  to  conduct  confidential  diplomatic  business  with  U.S.  officials,  and  inhibit  future 
negotiaticHis. 


DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07CARACAS2346  is  an  official  telegram  from  Embassy  Caracas,  dated  December  14, 
2007  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  1 2958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Section  1.4(d). 

IMPACT  OF  RELEASE 

The  message  describes  developments  in  a  key  Venezuelan  economic  sector,  drawing  on 
the  assessments  of  mriltiple  industrial  sector  and  official  sources.  It  speculates  on  possible 
malfeasance  and  reports  evidence  of  multiple  financial  difficulties  relating  to  a  bulwark  of  the 
country’s  economy.  Unauthorized  disclosure  of  the  classified  material  specified  above  would 
seriously  damage  commercial  and  official  interests  of  the  various  sources,  dimimsh  their 
willingness  to  engage  in  candid  exchanges  with  U.S.  officials,  and  open  them  to  official 
harassment  and  commercial  retaliation.  It  would  reduce  the  ability  of  om  officials  to  protect 
U.S.  economic  interests. 

DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

07CARACAS35  is  an  official  telegram  fitxn  Embassy  Caracas,  dated  January  5,  2007  to 
the  Departmoit  of  State.  Six  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in 
part  under  E.O.  1 2958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.O.  13526  under  Section  1.4(d). 

IMPACT  OF  RELEASE 

Those  portions  describe  a  Venezuelan  Government’s  initiative  to  form  a  single 
“revolutionary’  political  party,  the  Embassy’s  frank  assessment  of  the  purpose  of  the  new 
organization,  and  the  reaction  of  diverse  suj^rters  of  President  Chavez  to  being  subject  to 
increased  political  discipline  and  stricter  ideology.  It  speculates  on  tactics  to  be  used  by  the 
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Government  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
harm  to  relations  with  the  Government  of  Venezuela  and  diminish  the  willingness  of  Venezuelan 
political  leaders  and  other  sources  to  conduct  confidential  and  candid  discussians  with  U.S. 
officials  and  to  provide  information. 

DOCUMENT  IDENTinCATION  AND  CLASSIHCATION 

07DHAKA24  is  an  official  telegram  fiom  Embassy  Dhaka,  dated  January  7, 2007  to  the 
Department  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0.13526  under  Sections  1.4(bXd). 

IMPACT  OF  RELEASE 

The  telegram  rqmrts  the  Ambassador’s  conversatian,  together  with  a  third  country 
informing  the  head  of  a  major  Bangladeshi  political  party  of  highly  sensitive  political 
informati(Mi  that  had  come  from  confidential  sources.  While  the  fiict  of  the  Ambassador’ s 
meeting  with  a  political  leader  is  not  sensitive,  the  unauthorized  disclosure  of  toe  classified 
matwinl  specified  above  could  be  explosive  in  the  Bangladeshi  domestic  political  scene  and 
ransft  harm  to  relations  whh  toe  party  leader  and  other  influential  perscms  in  Bangladesh,  and 
ther^y  impair  the  Embassy’s  ability  to  effectively  represent  U.S.  national  security  interests  in 
that  country. 


DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07KABUL68  is  an  official  telegram  fiem  Embassy  Kabul,  dated  January  7, 2007.  Four 
pages.  The  telegram  was  properly  classified  SECRET  under  E.0. 129S8  at  the  time  it  was 
generated.  The  telegram  remains  SECRET  laider  E.0. 13S26  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  describes  a  meeting  between  Eihbassy  Kabul  and  a  number  of  Afj^an 
officials  discussing  in  detail  matters  concerning  Afghan  detainees  held  by  toe  U.S.  Portions 
withheld  describe  various  possible  arrangements  between  the  U.S.  and  Afghaniatan  for  the 
possible  movement  and/or  release  of  particular  individuals.  It  reveals  information  about  and 
constraints  perceived  on  this  highly  sensitive  subject  vdudr  is  a  matter  of  concern  not  only  to  the 
d^ainees  and  their  families  but  also  to  a  wide  spectrum  of  the  Afghan  populace.  Its  release 
would  cause  harm  to  relations  with  the  Government  of  Af^ianistan  and  diminito  its  officials’ 
willingness  to  conduct  confidential  diplomatic  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

07KINGSTON2S  is  an  official  telegram  from  Embassy  Kingston,  dated  January  5, 2007 
to  toe  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
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in  part  under  EO.  12958  at  the  time  it  was  generated  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

Those  portions  describe  sensitive  comments  by  a  leading  international  health  official  on 
the  efficacy  of  the  Government  of  Jamaica’s  response  to  a  malaria  outbreak  and  the  country’s 
funding  priorities  for  public  health.  He  speculates  on  the  effect  the  outbreak  might  have  on  a 
future  international  sporting  event  to  be  hosted  by  Jamaica.  Unauthorized  disclosure  of  the 
classified  material  specified  above  would  cause  harm  to  relations  with  the  Government  of 
Jamaica,  diminish  the  willingness  of  international  officials  to  conduct  confidential  business  with 
U.S.  officials,  and  create  strains  in  relations  between  an  international  entity  and  the  Government 
of  Jamaica. 


DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07KUALALUMPUR40  is  an  official  telegram  from  Embassy  Kuala  Lumpur,  dated 
January  8, 2007  to  the  DqMurtment  of  State.  Two  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.0. 12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.0. 1 3526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

This  telegram  describes  a  U.S.  Embassy  officer’s  confidential  conversations  with  a  senior 
Malaysian  Foreign  Affairs  official  concerning  a  controversial  matter  to  be  considered  by  the  UN 
Security  Council.  Unauthorized  disclosure  of  this  classified  material  would  cause  harm  to 
relations  with  the  Government  of  Malaysia  and  diminish  its  officials’  confidence  in  discussing 
sensitive  intanational  issues  with  the  U.S.,  without  fear  of  their  views  being  publicized. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07LAGOS719  is  an  official  telegram  from  Embassy  Lagos,  dated  November  1, 2007  to 
the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in 
part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  it  remain  CONFIDENTIAL 
imder  E.0. 13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

It  is  an  Embassy  rq>ort  on  a  new,  highly  publicized  gubernatorial  appointment  Portions 
of  it  draw  on  the  sensitive  comments  of  private  sources  who  believed  they  were  speaking  in 
confidence  and  whose  identities  need  to  be  protected.  Unauthorized  disclosure  of  the  classified 
material  specified  above  would  cause  harm  to  the  Embassy’s  relations  with  political  leaders  and 
diminish  their  willingness  to  engage  in  candid  discussions  with  U.S.  officials  in  the  future. 
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DOCUMENT  roENTinCATION  AND  CLASSIFICATION 

07LAPAZ1949  is  an  official  telegram  fix>m  Embassy  La  Pa^  dated  July  13, 2007  to  die 
Department  of  State.  Three  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.0. 129S8  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1 A  (bXd). 

IMPACT  OF  RELEASE 

Those  portions  describe  the  comments  of  leading  Bolivian  political  figures  about  an 
attack  on  an  indigenous  leader  and  the  Embassy’s  fiank  assessment  of  the  political  consequences 
of  die  incident  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
harm  to  relations  with  the  Government  of  Bolivia  and  diminish  die  willingness  of  leading 
Bolivian  politicians  to  conduct  confidential  diplomatic  business  with  U.S.  officials,  to  the 
detriment  of  our  interests  in  the  country. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

07LIMA2400  is  an  official  telegram  fixxn  Embassy  Linu,  dated  July  13, 2007  to  the 
National  Security  Council  and  to  the  Department  of  State.  Four  pages.  The  telegram  was 
properly  classified  CONFIDENTIAL  in  part  under  E.0. 129S8  at  the  time  it  was  generated. 
Portimis  of  die  telegram  remain  CONFIDENTIAL  under  E.0. 13S26  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

Those  pmtirais  describe  U.S.  officials’  confidential  conversations  with  Government  of 
Peru  officials  and  civic  leaders  during  a  period  of  increased  labor  unrest  and  street 
demonstrations.  It  includes  the  Embassy’s  fiank  assessment  of  the  likely  political  cmisequences 
of  die  unrest  Several  sources  are  identified  whose  (^inimis  and  information  are  of  importance 
to  the  Embassy  in  protecting  U.S.  interests  in  the  country.  Unauthorized  disclosure  of  the 
classified  material  specified  above  would  cause  harm  to  relations  with  the  Government  of  Peru 
and  Hiftiiniah  willingneaa  of  its  officials  and  of  civic  leaders  to  conduct  confidential  diplomatic 
business  with  U.S.  officials  and  to  provide  infbimatioa 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07MINSK1024  is  an  official  telegram  j&om  Embassy  Minsk,  dated  Decembo- 14, 2007  to 
the  Dqiaitment  of  State.  Three  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
in  part  under  EO.  12958  at  the  time  it  was  generated.  Portions  of  the  tel^ram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Section  1 .4  (d). 

IMPACT  OF  RELEASE 

The  telegram  rqiorts  on  a  visit  by  the  Ambassador  and  a  representative  of  the  European 
Union  to  a  hospitalized  youth  leader  who  had  been  beaten  by  police.  Classified  portions  contain 
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the  views  of  the  hospitalized  activist  and  a  relative  as  well  as  information  from  anodier  named 
source  about  his  condititm.  Unairthorized  disclosure  of  the  classified  material  specified  above 
would  Embassy  contacts  in  Belarus  and  diminish  the  willingness  of  sources 

everywhere  to  qieak  firankly  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07MOSCOW5824  is  an  official  telegram  from  Embassy  Moscow,  dated  December  14, 
2007  to  the  Department  of  Stale.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  rqxnts  what  a  senior  Russian  diplomat  told  an  embassy  officer  in 
mnfirfpnri-i  on  a  variety  of  current  issues.  Unauthorized  disclosure  of  the  classified  material 
^>ecified  above  would  cause  harm  to  relations  with  the  Govemmoit  of  Russia  and  dimmish  the 
willingness  of  Russian  and  other  officials  to  conduct  confidential  diplomatic  business  with  U.S. 
rqnesentatives. 

DOCUMENT  IDENTIFICATION  AND  CLASSfflCATION 

07MC«COW5825  is  an  official  telegram  from  Embassy  Moscow,  dated  December  14, 
2007  to  die  Dqiaitment  of  State.  Five  pages.  The  telegram  was  jn-operly  classified 
CONFIDENTIAL  under  E.0. 12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.0. 13526  under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  telegram  discusses  Russian  politics,  presenting  the  views  of  numerous  identified 
sources  who  talked  with  Embassy  officers  in  the  expectation  of  confidentiality.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  endanger  some  of  the  sources  cited 
and,  in  general,  diminish  the  willingness  of  Russians  and  odiers  to  ^peak  firankly  with  U.S. 
officials. 


DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

07NEWDELHI80  is  an  official  telegram  finom  Embassy  New  Delhi,  dated  January  8, 
2007  to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.0. 13526  under  Section  1.4  (d). 
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IMPACT  OF  RELEASE 

The  telegram  i^its  die  passage  of  a  religious  conversion  ban  in  one  State  in  India. 

Those  portions  that  remain  CONFIDENTIAL  include  the  source  of  an  opinion  given  by  a 
member  of  a  minority  religious  community  and  the  Embassy’s  comment  on  die  political 
significance  of  the  measure  to  the  central  government  in  India.  Unauthorized  disclosure  of  the 
source  could  adversely  impact  the  personal  welfare  of  the  interlocutor.  Disclosure  of  the  U.S. 
mmmftnt  would  likely  be  exploited  by  political  and/or  sectarian  parties,  therdiy  inflaming  anti- 
American  feelings  and  causing  harm  to  U.S.  relations  with  India. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

07PANAMA1 197  is  an  official  telegram  firan  Embassy  Panama,  dated  July  13, 2007  to 
the  Dqiartment  of  State.  Sevoipa^.  The  telegram  was  properly  classified  CONFIDENTIAL 
in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 1 3526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

Those  portions  describe  confidoitial  conversations  between  U.S.  officials  and 
Government  of  Panama  officials  and  oiq>osition  leaders  on  infi^ting  widiin  Panama’s  political 
parties.  These  firank  discussions  center  on  candidates  for  legislative  leadership  positions  and  for 
the  Preadency.  There  are  also  sensitive  craiversations  on  Panama’s  relations  with  titird  coimtries 
which  directly  affect  U.S.  interests.  Unauthorized  disclosure  of  the  classified  material  specified 
above  would  cause  harm  to  relations  with  the  Govemmoit  of  Panama  and  dimim^  the 
wiUingness  of  officials  and  other  political  leaders  to  provide  information  and  to  conduct 
confidoitial  diplomatic  business  with  U.S.  officials,  to  the  detriment  of  our  interests  in  tire 
country. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07PANAMA1 198  is  an  official  tel^ram  fiom  Embassy  Panama,  dated  July  13, 2007  to 
the  Department  of  State.  Two  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
under  E.0. 12958  at  tire  time  it  was  generated-  The  telegram  remains  CONFIDENTIAL  under 
E.O.  13526  utKler  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  message  describes  the  U.S.  Ambassador’s  conversaticms  with  Government  of 
Panama  officials  after  delivering  a  demarche  on  sensitive  negotiations  on  a  difficult  regional 
problem.  They  took  place  in  a  confidoitial  aivironmait  that  permitted  each  official  to  qpeak 
fiankly.  The  message  irKludes  an  Embassy  assessmoit  of  the  likely  Panamanian  re^nse  to 
U.S.  ptr^>osals.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
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hann  to  relations  with  the  Government  of  Panama,  diminish  its  officials’  willingness  to  conduct 
confidential  diplomatic  business  with  U.S.  officials,  and  inhibit  future  negotiations. 

DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

07PARIS4722  is  an  official  telegram  firom  Embassy  Paris,  dated  December  14,  2007  to 
the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  SECRET  under  E.O. 
12958  at  the  time  it  was  generated.  The  telegram  remains  SECRET  under  E.O.  13526  under 
Sections  1 .4  (b)(d). 

IMPACT  OF  RELEASE 

The  telegram  reports  the  views  of  two  named  foreign  officials  about  Franco-German 
co<q>eration  and  French  officials.  The  comments  were  made  to  a  Uil.  Embassy  officer  in  the 
expectation  of  confidentiality.  Unauthorized  disclosure  of  the  classified  material  specified  above 
would  jeopardize  the  career  of  one  source  and,  in  general,  diminish  the  willingness  of  foreign 
officials  to  exchange  views  with  U.S.  rqxesenlatives. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

07PARIS4723  is  an  official  telegram  fiem  Embassy  Paris,  dated  December  14,  2007  to 
the  Dq»rtmcnt  of  State.  Four  pages.  The  telegram  was  propaly  classified  CONFIDENTIAL 
under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  CONFIDENTIAL  under 
E.0. 13526  unda  Sections  1.4  (bXdXe)- 

IMPACT  OF  RELEASE 

The  telegram  concerns  an  international  trade  dispute  between  the  United  States  and  the 
European  Union.  It  provides  the  Embassy’s  analysis  of  the  problem  and  its  recommendations  for 
action,  while  also  identifying  a  source  of  information  provided  in  confidence  to  the  Embassy. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  the 
economic  into  ests  of  the  United  States  and  diminish  the  willingness  of  foreign  contacts  to 
conduct  confidential  diplomatic  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07RANGOON22  is  an  official  telegram  fix)m  Embassy  Rangoon,  dated  January  8, 2007 
to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.0. 12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

This  telegram  describes  sensitive  informaticm  and  analysis  concerning  the  Burmese  ruling 
authorities  and  possible  future  political  develc^ments.  In  addition,  it  includes  comments  fitim 
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multiple  sources,  including  a  third  country  diplomat,  provided  witfi  an  expectation  of 
omfidentiality  conceniing  Burmese  internal  matters.  Unauthorized  disclosure  of  the  classified 
material  would  damage  relations  with  die  host  govenunent  and  also  jeopardize  the  ability  of  die 
U.S.  Embassy  to  obtain  similar  informatim  in  the  future  finm  these  and  other  sources. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07REYKJAVIK203  is  an  official  telegram  fiom  Embassy  Rejicjavik,  dated  July  13, 2007 
todieDqiartmentofState.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
in  part  under  E.0. 1 2958  at  the  time  it  was  generated.  Portions  of  die  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  concerns  an  Icelandic  inquiry  into  allegations  that  the  CIA  transported 
throu^  Iceland.  Classified  portiims  report  the  Embassy’s  analysis  of  the  situati(m  and 
the  views  of  named  or  identifiable  Icelandic  officials  as  provided  to  Embassy  staff  in  the 
expectation  of  confidentiality.  Unauthorized  disclosure  of  the  classified  material  specified  above 
would  harm  to  relations  with  the  Govenunoit  of  Iceland  and  diminish  the  willingness  of 

Icelandic  and  other  officials  to  (xmduct  confidential  diplonutic  business  widi  U.S. 
representatives. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07RIYADH21  is  an  official  telegram  finm  Embassy  Riyadh,  dated  January  8, 2007  to  the 
Dqwiment  of  State.  Two  pages.  The  telegram  was  property  classified  SECRET  under  E.O. 
12958  at  the  rime  it  was  generated.  It  remains  SECRET  under  E.0. 13526  under  Sections  1.4 

(bXd). 

IMPACT  OF  RELEASE 

The  Her  iiment  i^rts  a  diplomatic  demarche  by  an  Embassy  Officer  on  an  official  of  the 
Saudi  Ministry  of  Foreign  Affiurs  on  a  regional  matter,  including  the  response  of  the  Saudi 
official.  The  Saudi  official  spoke  in  the  expectation  that  the  diplomatic  exdiange  would  be 
treated  as  confidential.  Uiuiuthorized  disclosure  of  the  classified  material  specified  above  would 
serious  harm  to  relations  with  the  Government  of  the  Kingdom  of  Saudi  Arabia  and 
diminish  its  officials’  willingness  to  speak  in  cmifidence  to  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07RIYADH22  is  an  official  telegram  fixMn  Embassy  Riyadh,  dated  January  8,  2007  to  the 
Dqjartment  of  State.  Two  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  under 
E.0. 12958  at  the  time  it  was  generated.  It  remains  CONFIDENTIAL  under  E.0. 13526  under 
Sections  1 .4  (b)  and  (d). 
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IMPACT  OF  RELEASE 

The  document  is  a  report  of  a  diplcxnatic  demarche  by  an  Embassy  Officer  on  a  senior 
official  of  the  Saudi  Ministry  of  Foreign  Affairs  concerning  regional  and  bilateral  matters.  The 
content  of  the  demarche,  as  well  as  the  response  of  the  Saudi  official,  remain  sensitive.  The 
Saudi  official  spoke  in  the  expectation  that  the  diplomatic  exchange  would  be  treated  as 
confidential.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
harm  to  relations  with  the  Government  of  the  Kingdom  of  Saudi  Arabia  and  diminish  its 
officials’  willingness  to  speak  in  confidence  to  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07RIYADH23  is  an  official  telegram  fiom  Embassy  Riyadh,  dated  January  8, 2007  to  the 
Dqiaitment  of  State.  Two  pages.  The  telegram  was  properly  classified  SECRET  under  E.O. 
12958  at  die  time  it  was  generated.  It  remains  SECRET  under  E.O.  13526  under  Sections  1.4(b) 
and(d). 

IMPACT  OF  RELEASE 

The  Hnnimunt  is  a  rqxxt  of  a  diplomatic  demarche  by  an  Embassy  Officer  on  an  official 
of  the  Saudi  Ministry  of  Foreign  Affiurs  on  a  sensitive  regional  matter,  and  includes  the  response 
of  the  Saudi  official  The  Saudi  official  spoke  in  the  expectation  that  the  diplomatic  exchange 
would  be  treated  as  confidential.  Unauthorized  disclosure  of  the  exempted  material  would  cause 
serious  harm  to  U.S.  relations  with  the  Government  of  the  Kingdom  of  Saudi  Arabia  and  would 
diminish  its  officials’  willingness  to  speak  in  confidence  to  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07SANSALVAIXM11375  is  an  official  telegram  fiom  Embassy  San  Salvador;  dated  July 
13, 2007  to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  CONFIDENTIAL  under  E.O.  1 3526  under  Sections  1 A  (aXdXg). 

IMPACT  OF  RELEASE 

Those  portions  describe  proposed  U.S.  governmental  assistance  programs  aimed  at 
a<tHrii¥Ming  Sslvadoran  vulnerabilities  to  intemational  narcotics  traffickers  and  terrorists.  The 
portions  describe  specific  equipment  and  training  and  how  certain  equipment  can  best  meet 
Salvadorian  needs.  Unauthorized  disclosure  of  the  classified  material  qrecified  above  would 
expose  vulnerabilities  of  the  Salvadoran  police  and  military  to  the  operations  of  intemational 
narcotics  traffickers  and  terrorists,  to  the  detriment  of  U.S.  interests. 
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DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

07SANTODOMINGO28  is  an  official  telegram  from  Embassy  Santo  Dmningo,  dated 
January  8, 2007  to  the  DqMfftment  of  State.  Nine  pages.  The  telegram  was  prcq[>crly  clasofied 
CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.0. 13S26  rmder  Seed  mi  1 .4  (d). 

IMPACT  OF  RELEASE 

Those  portions  describe  the  U.S.  &nbassy’s  assessment  of  the  level  of  corruption  in  the 
Dominican  RqrubUc,  public  attitudes  toward  the  problem,  efforts  of  the  Dominican  Govenuneht 
to  confrmit  it,  and  the  likelihood  of  success.  The  material  includes  reports  of  political 
motivations  for  prosecution  of  ccmiption.  Unaufriorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  the  Government  of  the  Dominican  Republic 
and  diminish  the  willingness  of  its  officials  and  other  sources  to  conduct  confidential  diplmnatic 
business  wifii  U.S.  officials  and  to  provide  informatimi,  to  file  detriment  of  U.S.  interests. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

07SUVA18  is  an  official  telegram  from  Embassy  Suva,  dated  January  7, 2007  to  the 
DqMrtment  of  State.  Seven  pages.  The  telegram  was  properly  class  fied  CONFIDENTIAL  in 
part  under  E.0. 129S8  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  remaining  classified  portimis  of  this  telegram  describe  the  formation  of  an  intenm 
government  in  Fiji  following  a  coup  carried  out  by  Fiji’s  military  commander.  Commodore 
Bainimarama.  Many  of  the  sources  as  well  as  the  individuals  mentioned  continue  to  be 
impnrriint  active  seittor  political  figures  in  Fiji.  Unaufiioiized  disclosure  of  the  classified 
material  would  cause  harm  to  U.S.  relations  with  the  Govemnent  of  Fiji  and  dimini^  the  trust 
of  local  sources  to  share  information  with  the  U.S.  Embassy. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07TUNIS47  is  an  official  telegram  from  Embassy  Tunis,  dated  January  5,  TfXH  to  the 
Department  of  State.  Five  pages.  Thetelegram  was  properly  classified  SECRET  in  part  under 
E.0. 12958  at  the  time  it  was  generated.  Portions  remain  SECRET  under  E.0. 1 3526  under 
Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  document  is  a  briefing  paper  for  the  upcoming  visit  to  Tunisia  of  a  U.S.  offidaL  The 
exempted  portions  refo  to  an  inddent  the  details  of  >^ch  were  obtained  by  sensitive  means.  It 
also  reports  a  sensitive  action  by  the  Government  of  Tunisia  concerning  internal  security. 
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Unauthorized  disclosure  of  the  exempted  material  would  cause  serious  harm  to  sensitive  sources, 
and  harm  relations  with  the  Government  of  Tunisia,  including  the  present  interim  one,  with  the 
result  being  that  that  Tunisian  individuals  and  officials  would  have  less  trust  in  their  future 
exchanges  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSfflCATION 

07USUNNEWYORK573  is  an  official  telegram  finm  the  United  States  UN  Mission, 
dated  July  13, 2007  to  the  Dq>artment  of  State.  Four  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of 
the  telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

Those  portions  describe  senior  State  Department  and  White  House  officials’  confidential 
conversations  with  the  Secretary  General  of  the  United  Nations  on  sensitive  international 
negotiations  coiK:eming  difficult  regional  problems.  The  fiank  discussion  took  place  with  an 
expectation  of  confidentiality.  The  give  and  take  permitted  each  side  to  promote  its  objectives. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  saisitive 
international  negotiations  and  diminish  the  willingness  of  United  Nation  officials  to  conduct 
confidential  diplomatic  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07USUNNEWYORK575  is  an  official  telegram  bom  the  U.S.  Mission  to  the  United 
Nations,  dated  July  13, 2007  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bX<l). 

IMPACT  OF  RELEASE 

The  telegram  concerns  United  Nations  efforts  to  establish  a  special  tribunal  to  investigate 
the  assassination  of  a  political  leader  and  other  attacks  in  Lebanon.  It  rqiorts  a  meeting  in  which 
a  named  UN  official  briefed  rqiresentatives  of  the  U.S.  missicm  in  the  expectation  of 
confidentiality.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
harm  to  relations  with  the  United  Nations  and  diminish  the  willingness  of  UN  and  odier  officials 
to  conduct  confidential  diplomatic  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07USUNNEWYORK578  is  an  official  telegram  fixim  the  U.S.  Mission  to  the  United 
Nations,  dated  July  13, 2007  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of 
the  telegram  remain  CONFIDENTIAL  under  E.O.  13526  imder  Sections  1 .4  (bXd). 
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IMPACT  OF  RELEASE 

The  telegram  reports  on  a  private  meeting  of  diplomats  from  seven  countries  to  negotiate 
a  Security  Council  resolution  on  Kosovo.  The  classified  portions  are  statements  of  national 
positions,  including  verbatim  quotations  from  foreign  Ambassadors,  not  always  in  accordance 
with  their  instructions.  Unauthorized  disclosure  of  the  classified  material  specified  above  would 
dimmish  the  willingness  of  foreign  officials  to  cmiduct  confidential  diplomatic  business  with 
U.S.  representatives  and  consequently  dam  age  relations  with  several  foreign  governments. 

DOCUMENT  IDENTIFICATION  AND  CLASSIHCATION 

07VIENTIANE12  is  an  official  telegram  fixim  the  American  Embassy  Vientiane,  dated 
January  8, 2007  to  the  Department  of  State.  Nine  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (bXd)- 

IMPACT  OF  RELEASE 

The  classified  portions  of  this  telegram  describe  a  discussion  betweoi  a  U.S. 
Congressman  and  a  Vice  President  of  the  Lao  National  Assembly,  who  is  also  a  Politburo 
monber.  The  onbassy ’  s  reporting  contains  sensitive  candid  comments  concerning  this  senior 
political  figure  in  Laos.  Unauthorized  disclosure  of  the  classified  material  would  cause  harm  to 
U.S.  relations  with  the  GovCTument  of  Laos  and  would  be  likely  to  diminish  Lao  coq)eration 
with  the  American  Embassy  on  issues  important  to  the  U.S. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

07VILNIUS13  is  an  ofiGcial  telegram  fixim  Embassy  Vilnius,  dated  January  8, 2007  to 
the  Dqiartment  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in 
part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  concerns  Lithuanian  efforts  to  satisfy  the  requirements  for  membership  in 
the  “Schengen”  group  of  European  countries  witii  op«i  internal  bOTders.  Classified  portions 
contain  the  Embassy’s  analysis  and  report  the  views  of  named  Lithuanian  officials  that  were 
offered  to  Embassy  staff  in  the  eaqiectation  of  confidentiality  and  were  sometimes  critical  of  the 
Lithuanian  government  Unauthorized  disclosure  of  the  classified  material  specified  above 
would  cause  harm  to  relations  with  the  Govemmoit  of  Lithuania  and  diminish  the  willingness  of 
Lithuanian  and  other  officials  to  conduct  confidential  diplomatic  business  with  U.S. 
reinresentatives. 
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covered  were  sensitive  and  the  Minister  spoke  in  the  expectation  of  confidentiality. 

Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relatiais 
with  the  Government  of  the  Tanzania  and  would  hinder  future  interchanges  between  U.S. 
officials  and  the  Tanzanian  government. 

DOCUMENT  roENTinCATION  AND  CLASSEFICATION 

08KHARTOUM246  is  an  official  telegram  from  Embassy  Khartoum,  dated  February  20, 
2008  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  it  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sectirms  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  telegram  reports  a  conversaticxr  between  the  U.S.  Charge  d’Affaires  and  the 
Commanding  General  of  the  U.N.  peacekeeping  force  in  Darfur.  The  general  shares  his  views 
on  the  situation  and  briefs  the  Charge  on  his  plans.  Some  of  his  comments  are  sensitive  and 
were  offered  in  the  expectatiai  of  confidentiality.  The  document  also  offers  its  own  views  on 
the  general’s  remaita,  some  of  which  are  not  intended  for  the  public.  Unauthorized  disclosure  of 
the  classified  material  specified  above  would  cause  harm  to  relations  with  the  United  Nations 
and  hinder  the  ability  of  U.S.  officials  in  the  future  to  exchange  views  in  full  candor,  especially 
in  peacekeeping  situations  where  the  United  Nations  is  participating.  Revelation  of  some  of  the 
U.S.  analysis  of  the  general’s  comments,  which  was  meant  for  internal  consumption,  would  also 
be  harmful  to  U.S.  relations  with  the  United  Nations. 

DOCUMENT  IDENTinCATION  AND  CLASSIHCATION 

08KHARTOUM428  is  an  official  telegram  bom  Embassy  Khartoum,  dated  March  23, 
2008  to  the  Department  of  Stale.  Nine  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  1 3526  under  Sections  1 .4  (b)  and  (d). 

IMPACT  OF  RELEASE 

It  reports  a  discussion  between  the  U.S.  Charge  d’Affaires  in  the  course  of  which  a  senior 
official  of  the  Sudanese  Ministry  of  Foreign  Affairs  presented  Sudan’s  formal  response  to  an 
earlier  U.S.  pqjer  on  bilateral  relations.  Some  of  the  exchange  dealt  with  bilateral  issues  that 
should  not  be  discussed  in  public  because  of  their  sensitivity  and  because  the  racpectation  was 
that  they  would  be  held  in  confidence.  Other  passages  contain  fiank  Embassy  analysis  of  the 
state  of  play  that  were  not  intended  to  be  revealed.  Unauthorized  disclosure  of  the  classified 
material  specified  above  would  cause  harm  to  relations  with  the  Govenunent  of  Sudan  and 
hinder  the  ability  of  U.S.  officials  in  the  futiue  to  exchange  views  in  full  candor.  Revelation  of 
U.S.  analysis  of  Sudanese  motivations  would  be  harmful  to  relaticms  with  that  country’s  officials. 
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DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09ADDISABABA1063  is  an  official  telegram  from  Embassy  Addis  Ababa,  dated  May  7, 
2009  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  it  remain 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  telegram  trartsmits  a  briefing  paper  for  the  upcoming  visit  of  the  U.S.  Ambassador  to 
the  United  Nations.  It  discusses  bilateral  and  regional  issues.  Some  poiticms  of  it  reveal 
information  passed  in  confidence  by  the  Ethiopian  govemmait,  and  some  contain  candid 
Embassy  analysis  of  Ethiopian  actions  and  policy  not  intended  for  public  revelation. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations 
with  the  Government  of  Ethiopia  and  hinder  the  ability  of  U.S.  officials  to  conduct  daily  business 
with  the  leaders  of  that  country. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09BAGHDAD2390  is  an  official  telegram  from  Embassy  Baghdad,  dated  Sq)tember  5, 
2009  to  the  Dqjaitment  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  1 2958  at  the  time  it  was  generated.  It  remains  CONFIDENTIAL 
under  E.0. 13526  imder  Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  document  reports  an  Embassy  Officer’s  conversation  with  a  staff  member  of  a  senior 
Iraqi  official  on  internal  Iraqi  politics  and  on  its  relations  with  a  third  country.  The  Iraqi  official 
spoke  in  the  expectation  that  the  exchange  would  be  treated  as  confidential.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations  with  the 
Govemmait  of  the  Iraq  and  would  impair  our  relations  with  the  source,  as  well  as  the  senior 
official  for  whom  he  works. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09BAMAKO85  is  an  official  telegram  fiom  Embassy  Bamako,  dated  February  12, 2009 
totheDqsartmentofState.  Seven  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  1 2958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (b)  and  (d). 

IMPACT  OF  RELEASE 

This  document  contains  the  Embassy’s  assessment  in  early  2009  of  the  military  status  of 
the  Tuareg  rebellion  in  northern  Mali,  as  well  as  efforts  by  the  Government  of  Mali  to  find  a 
negotiated  solution.  The  majority  of  the  cable  consists  of:  the  Embassy’s  analysis  of  the 
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militaiy  capability  of  government  and  rebel  forces;  the  impact  on  regional  security;  the  relation 
of  the  Tuareg  rebellion  to  A1  Qaeda  activities  in  North  Afinca;  and  potential  actions  by  two 
nei^boring  states.  Some  of  the  infbrmati<m  in  the  document  was  obtained  from  confidential 
sources  and  its  revelation  could  risk  exposing  them.  Other  portions  involving  Embassy 
assessments  would  risk  offoiding  area  govOTunents.  Unauthorized  disclosure  of  the  classified 
material  specified  above  would  significantly  damage  relations  with  the  Government  of  Mali  and 
with  at  least  two  ndghboring  states.  Disclosure  would  greatly  lessen  the  ability  of  officials  at 
Embwsy  Bamako  to  acquire  sensitive  informaticai  fit)m  Government  of  Mali  civilian  and 
military  officials.  It  would  also  potentially  disclose  analytical  procedures  to  organizations  and 
states  which  are  attempting  to  overthrow,  or  suppOTting  the  overthrow,  of  friendly  governments 
in  the  region. 

DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

09BOGOTA2873  is  an  official  telegram  from  Embassy  Bogota,  dated  September  4, 2009 
to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL 
in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 1 3526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

Those  portions  describe  conversations  between  a  U.S.  official  and  a  seiuor  official  of  an 
Afro-Colombian  organization  on  the  arrest  of  two  members  of  the  Colombian  Congress  (who  are 
also  members  of  the  Afiro-Colombian  organization)  because  of  alleged  paramilitary  ties. 

Included  is  the  Embffisy ’s  assessment  of  the  impact  of  the  arrests  on  the  future  influence  of  the 
Afro-Colombian  organization.  The  frank  discussion  took  place  with  the  expectation  of 
confidoitiality.  The  message  also  discusses  past  U.S.  assistance  to  the  organization. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  diminish  the 
willingness  of  prominent  Colombian  politicians  and  leaders  to  conduct  confidential  diplomatic 
business  with  U.S.  officials,  to  the  detriment  of  our  interests. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

09BRASILIA1 1 12  is  an  official  telegram  fiom  Embassy  Brasilia,  dated  September  4, 
2009  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

It  describes  a  U.S.  official’s  confidential  conversations  with  Govemmatt  of  Brazil 
officials  on  sensitive  negotiations  on  possible  Brazilian  involvement  in  a  sensitive  area  of  the 
world.  They  took  place  in  a  confidential  envirmunent  that  permitted  each  official  to  speak 
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frankly  and  to  seek  agreement  on  actions  mutually  beneficial  to  the  interests  of  the  two  countries. 
This  opportunity  provided  a  forum  for  an  exchange  of  information  each  side  was  seddng.  It  also 
facilitated  the  scheduling  of  further  meetings  with  experts  concerning  the  area  in  question. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations 
with  the  Government  of  Brazil,  diminish  its  officials’  willingness  to  conduct  confidential 
diplomatic  business  with  U.S.  officials,  and  inhibit  future  negotiations. 

DOCUMENT  IDENTIFICATION  AND  CLASSinCATION 

09BRASILIA1 1 13  is  an  official  telegram  from  Embassy  Brasilia,  dated  Sqitember  4, 
2009  to  the  Department  of  State.  Eight  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.0. 13S26  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

Those  portions  describe  the  U.S.  National  Security  Advisor’s  visit  to  Brazil  and  his 
conversations  with  Government  of  Brazil  officials  including  sensitive  issues  related  to  Brazil’s 
relations  with  third  countries.  These  frank  discussions  took  place  with  an  expectati<m  of 
confidentiality.  They  centered  on  problems  around  the  region  of  Latin  America  in  which  both 
countries  have  considerable  interest  in  finding  solutions.  They  also  touched  on  trade  relations, 
non-proliferation,  and  trouble  spots  outside  Latin  America.  Unauthorized  disclosure  of  the 
classified  material  specified  above  would  cause  harm  to  relations  with  the  Government  of  Brazil 
and  diminish  its  officials’  willingness  to  exchange  information  and  to  conduct  confidential 
diplomatic  business  with  U.S.  officials. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

09CARACAS1 168  is  an  official  telegram  from  Embassy  Caracas,  dated  September  4, 
2009  to  the  Dqwutment  of  State.  Six  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.0  12958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  CONFIDENTIAL  under  E.0.  13526  under  Section  1 .4  (d). 

IMPACT  OF  RELEASE 

Those  portions  describe  a  Government  of  Venezuela  initiative  to  criminalize  public 
protests  and  the  Embassy’s  assessment  of  the  impact  this  initiative  will  have  on  opposition 
leaders  and  groups.  The  message  also  explores  future  implications  of  this  new  initiative  and  its 
possible  effect  on  specific  opposition  leaders.  Unauthorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  the  Government  of  V enezuela,  result  in  the 
harassment  of  opposition  leaders,  and  impede  our  ability  to  obtain  information  in  the  future  frcan 
these  and  similar  sources. 
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DOCUMENT  IDENTinCATION  AND  CLASSinCATION 

09LIMA1309  is  an  official  telegram  fit>m  Embassy  Lima,  dated  Sq)tanber  4, 2009  to  the 
Department  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  under 
E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains  CONFIDENTIAL  under  E.O. 

1 3526  under  Sections  1 .4  (bXd). 


IMPACT  OF  RELEASE 

The  message  describes  a  sensitive  hostage  rescue  effort,  assesses  possible  political 
ramifications,  and  discusses  Peruvian  vulnerabilities  when  undertaking  such  actions.  The 
message  speculates  on  possible  next  steps  against  the  Sendero  Luminoso  guerrillas  and  analyses 
the  government’s  tactics.  Unauthorized  disclosure  of  the  classified  material  specified  above 
would  cause  harm  to  relations  with  the  Government  of  Peru  and  reveal  police  and  military 
vulnerabilities  when  confixinting  terrorist  organizations. 

DOCUMENT  IDENTinCATION  AND  CLASSIHCATION 

09MEXICO2658  is  an  official  telegram  from  Embassy  Mexico  City,  dated  Sqitember  4, 
2009  to  the  Department  of  State.  Two  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram 
remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  ^LEASE 

Those  portions  describe  a  U.S.  official’s  conversations  with  a  Government  of  Mexico 
official  on  Mexico’s  position  on  a  sensitive  United  Nations-related  issue.  They  took  place  in  a 
confidential  environment  that  permitted  each  official  to  speak  firankly.  The  issue  relates  to  the 
scheduling  of  limited  time  for  speakers  at  a  meeting  of  an  international  organization. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations 
with  the  Government  of  Mexico  and  diminish  its  officials’  willingness  to  conduct  confidential 
diplomatic  business  with  U.S.  officials,  to  the  dchWent  of  our  intaosts. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09NEWDELHI00267  is  an  official  telegram  from  Embassy  New  Delhi,  dated  February 
12,2009totheDq)artm«itofState.  Six  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  reports  a  disciission  between  the  Ambassador  and  a  high  level  Indian 
official,  primarily  about  the  U.S.-Indian  nuclear  cooperation  program,  at  the  beginning  of  the 
then  new  U.S.  administration.  Portions  that  remain  CONFIDENTIAL  reveal  differences  of 
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views  between  the  two  governments  on  various  implementation  issues  related  to  that  program, 
including  discussion  of  allegedly  inequitable  treatment  Hie  telegram  also  briefly  discusses 
Af^wnistan  and  Pakistan,  including  the  status  of  India-Paldstan  discussions  on  terrenist  attadcs. 
Disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations  with  the 
Governments  of  India,  Pakistan,  and  to  a  lesser  extoit  Afghanistan,  and  diminish  those 
governments’  officials’  ctmfidence  in  their  ability  to  conduct  confidential  diplomatic  business 
with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09PARIS217  is  an  official  telegram  ftom  Embassy  Paris,  dated  Fdjruary  12, 2009  to  the 
Dqiartment  of  State.  Two  pages.  The  telegram  was  pn^ierly  classified  CONFIDENTIAL  under 
E.0. 12958  at  the  time  it  was  generated.  Portkms  of  the  telegram  remain  CONFIDENTIAL 
undo*  E.0. 13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  tel^ram  reports  the  views  of  a  named  French  diplomat  concerning  international 
strategy  toward  the  recognitirm  of  Kosovo.  The  French  diplomat  spdee  witfi  the  expectation  that 
his  remarks  would  be  protected.  Unauthmized  disclosure  of  the  classified  material  qrecified 
above  would  cause  harm  to  relations  with  the  Government  of  France  and  dimimsh  the 
willingness  of  French  and  other  officials  to  conduct  confidential  diplomatic  business  with  U.S. 
rqxesentatives. 


DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09PRAGUE88  is  an  official  tel^ram  from  Embassy  Prague,  dated  Fdxuary  12, 2009  to 
the  Dq>aitment  of  State.  Three  pages.  The  telegram  was  properly  clasafied  CONFIDENTIAL 
under  E.0. 12958  at  the  time  it  was  generated.  The  telegram  remains  CONFIDENTIAL  under 
E.0. 13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  rqmrts  a  private  discussion  between  a  named  Czech  official  and  an 
Embassy  officer  about  a  pn^[>osal  advanced  by  a  third  country.  The  Czech  Republic  at  the  time 
held  the  Presidency  of  the  European  Union  (EU),  and  the  discussion  involved  both  Czech  and 
EU  policy.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm 
to  reUtims  with  the  Government  of  the  Czech  Republic  and  diminish  the  willingness  of  Czedi 
and  otiier  officials  to  conduct  confidential  diplomatic  business  with  U.S.  represoitatives. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09PRISTINA58  is  an  official  telegram  fiom  Embassy  Pristina  dated  February  12, 2009  to 
tire  Departmait  of  State.  Five  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in 
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part  under  E.0. 12958  at  the  time  it  was  gaierated.  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  concerns  the  Kosovo  Property  Agency  (KPAX  which  is  charged  with 
resolving  real  property  claims  resulting  from  the  armed  conflict  in  Kosovo.  Classified  portions 
report  the  views  of  named  foreign  officials  who  participated  in  a  private  meeting  of  stakeholders 
in  the  KPA  as  well  as  the  frank  personal  views  of  a  named  former  international  official. 
Classified  portions  also  contain  Embassy  comments,  sometimes  critical  of  foreign  governments 
and  institutions.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause 
harm  to  relations  with  the  Governments  of  Kosovo  and  Serbia  and  diminish  the  willingness  of 
officials  firom  foreign  governments  and  international  organizations  to  conduct  confidential 
diplomatic  business  with  U.S.  representatives. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09RIYADH1 156  is  an  official  telegram  firom  Embassy  Riyadh,  dated  September  5,  2009 
to  the  Department  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  under  E.O.  12958  at  the  time  it  was  generated.  It  remains  CONFIDENTIAL 
under  E.O.  13526  under  Sections  1 .4  (b)  and  (d). 

IMPACT  OF  RELEASE 

The  document  contains  a  rqxrrt  of  a  convosation  between  an  Embassy  Officer  and  a 
senior  official  of  the  Saudi  Ministry  of  Foreign  Affairs  on  bilateral  and  sensitive  regional 
matters.  The  Saudi  official  spoke  in  the  expectation  that  the  diplomatic  exchange  would  be 
treated  as  confidential.  Unauthorized  disclosure  of  the  classified  material  specified  above  would 
cause  harm  to  relations  with  the  Government  of  the  Kingdom  of  Saudi  Arabia  and  inhibit  the 
ability  of  U.S.  officials  to  conduct  confidential  business  with  that  government 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

09SANTIAGO831  is  an  official  telegram  from  Embassy  Santiago,  dated  September  4, 
2009  to  the  Departmoit  of  State.  Three  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  E.O.  12958  at  the  time  it  was  generated.  The  telegram  remains 
CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

The  message  describes  the  U.S.  Ambassador’s  confidential  conversation  with  a  leading 
Chilean  politician  who  offers  candid  views  on  other  Chilean  politicians  and  on  relations  with 
third  coimtries.  The  fiank  discussion  took  place  with  an  expectation  of  confidentiality.  The 
subjects  included  sensitive  regional  issues  and  the  local  political  scene.  Unauthorized  disclosure 
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of  the  material  specified  above  woidd  cause  harm  to  relations  with  the  Government  of 

Chile  and  diminish  the  willingness  of  Chilean  political  leaders  to  offer  information  and  to 
conduct  dipl<xnatic  business  with  U.S.  officials. 

DOCUMENT  IDENTinCATION  AND  CLASSfflCATION 

09SANTIAGO833  is  an  official  tel^ram  from  Embassy  Santiago,  dated  Sq>tember  4, 
2009  to  the  Department  of  State.  Seven  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  EO.  13526  under  Sections  1 A  (bXd). 

IMPACT  OF  RELEASE 

Those  portions  describe  the  U.S.  Ambassador’s  conversation  with  a  Government  of  Chile 
official  on  Chi  lean  relations  with  third  countries  and  Chilean  views  on  sensitive  regional 
developments.  It  took  place  in  a  confidential  oivironment  that  permitted  each  official  to  q>eak 
firankly.  Most  of  the  message  deals  with  Chile’s  participation  in  UNASUR,  the  Union  of  South 
American  Nations;  and  the  country’s  relatimiship  with  other  member  states.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations  with  the 
Government  of  Chile  and  diminish  its  officials’  willingness  to  conduct  confidential  diplomatic 
business  widi  U.S.  officials,  to  the  detriment  of  our  interests. 

DOCUMENT  IDENTinCATION  AND  CLASSIHCATION 

09SANTIAGO635  is  an  official  telegram  fiom  Embassy  Santiago,  dated  Sq[)tember  4, 
2009  to  the  Department  of  State.  Fivepages.  The  telegram  was  properiy  classified 
CONFIDENTIAL  in  part  under  E0.12958  at  the  time  it  was  generated.  PorticMis  of  the  telegram 
remain  CONFIDENTIAL  under  E.0. 13526  under  Section  1.4  (b). 

IMPACT  OF  RELEASE 

Those  portions  describe  the  U.S.  Ambassador’s  cmifidential  conversation  with  a 
prominent  Chilean  politician  on  the  crq>abilities  of  another  Chilean  leader.  The  comments  are 
sensitive  and  were  given  with  the  expectation  of  complete  cmifidentiality.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations  with  the 
Government  of  Chile  and  diminidr  the  willingness  of  Chilean  leaders  to  conduct  confiderrtial 
diplomatic  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIHC ATION 

09SANTODOMINGO1 017  is  an  official  telegram  fiom  Embassy  Santo  Domingo,  dated 
September  4, 2009  to  the  Department  of  State.  Four  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  under  EO.  12958  at  the  time  it  was  generated.  The  telegram 
remains  CONFIDENTIAL  under  EO.  13526  under  Sections  1.4  (bXd). 
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IMPACT  OF  RELEASE 

The  message  describes  the  U.S.  Charge’s  conversation  with  a  Govonment  of  the 
Dominican  Republic  official  on  Dominican  judicial  indq)endencc  and  reform  and  on  sensitive 
coruptiMi  and  extradition  cases.  It  took  place  in  a  confidential  environmait  that  permitted  each 
official  to  speak  frankly.  Included  are  sensitive  commoitii  concerning  the  workings  of  the 
judiciary  and  the  Embassy’s  assessment.  Unauthorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  the  Government  of  the  Dominican  Republic 
and  Himtnisb  its  officials’  willingness  to  conduct  confidential  diplomatic  business  with  U.S. 
officials,  to  the  detriment  of  our  interests. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

09STATE92632  is  an  official  telegram  from  the  Department,  dated  September  4, 2009  to 
the  Embassy  in  Moscow.  Four  pages.  The  telegram  was  properly  classified  SECRET  in  part 
under  E.O.  12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain  SECRET  under 
E.O.  13526  under  Section  1.4(d). 


IMPACT  OF  RELEASE 

The  telegram  instructs  the  Embassy  on  bdialf  of  the  Department  of  Defense  (DOD)  to 
present  a  draft  text  to  the  Russian  Govemmait  pursuant  to  a  portion  of  a  recently  concluded 
U.S.-Russian  agreement  on  goods  transiting  Russia  en  route  to  Afghanistan.  Portions  remaining 
SECRET  reveal  certain  bases  for  the  U.S.  position  as  stated  in  the  draft  text.  (Release  of 
portions  of  previously  classified  portions  would  require  DOD  concurrence.)  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  adversely  impact  the  U.S.  ability  to 
secure  from  the  Russians  important  national  security  objectives  in  Afj^ianistan  as  well  as  our 
diplomats’  conduct  of  future  discussions/negotiations  with  the  Russians. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

09STATE92641  is  an  official  telegram  from  the  Dqwrtment,  dated  September  4,  2009  to 
Embassy  Colombo  and  a  number  of  other  posts.  Six  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  in  part  under  E.O.  12958  at  the  time  it  was  generated.  Portions  of 
the  telegram  remain  CONFIDENTIAL  under  E.O.  13526  imde*  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  telegram  instructs  Embassy  Colombo  to  make  a  demarche  to  the  Government  of  Sri 
T  .anWa,  with  Other  posts  making  supporting  demarches  to  a  number  of  other  governments, 
conconing  the  situation  of  persons  displaced  in  Sri  Lanka  during  the  final  days  of  the  recently 
concluded  conflict  with  Tamil  Tiger  rebels.  The  portions  which  remain  CONFIDENTIAL 
discuss  the  nature  of  the  Department’s  concern  and  detail  the  specific  diplomatic  points  to  be 
made  to  the  Government  of  Sri  Lanka  and  to  other  relevant  governments  of  whom  we  request 
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particular  actions.  Unauthorized  disclosure  of  this  classified  material  would  damage  relations 
not  «dy  with  the  Government  of  Sri  Lanka  but  also  potentially  between  other  governments  and 
Sri  Lanka. 

DOCUMENT  IDENTinCATION  AND  CLASSIFICATION 

09STATE92655  is  an  official  telegram  fitom  the  Department  of  State,  dated  Sq>tember  4, 
2009  to  Embassy  Tegucigalpa  Five  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.0. 13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

Those  portions  describe  the  U.S.  Secretary  of  State’s  confidential  conversation  with  the 
President  of  Honduras  on  sensitive  negotiations  on  the  peacdiil  restoration  of  democratic  order 
in  Honduras  and  on  the  views  of  third  countries  on  developments  in  Honduras.  It  took  place  in  a 
confidential  environment  that  permitted  each  to  speak  firankly.  Cmnmitments  were  made  on 
each  side.  Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm 
to  relations  with  the  Government  of  Honduras  and  diminish  its  officials’  willingness  to  conduct 
confidoitial  diplrnnatic  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

09STATE92657  is  an  official  telegram  fixxn  the  Department  of  State,  dated  September  4, 
2009totheEmbassiesinMoscow,Kyiv,  and  Astana.  Four  pages.  The  telegram  was  properly 
classified  CONFIDENTIAL  in  part  under  E.0. 1 2958  at  the  time  it  was  generated.  Portions  of 
the  telegram  remain  CONFIDENTIAL  under  E.0. 13526  under  Sections  1 .4  (aXbX<iXc). 

IMPACT  OF  RELEASE 

The  telegram  instructs  the  recipients  to  deliver  a  confidential  message  to  parties  to  the 
Strategic  Arms  Reduction  Treaty  (START),  which  expred  on  December  5, 2009.  Those 
portions  convey  internal  corrununications  of  the  Joint  Comphar^  and  Inspection  Conunission 
(JCIC)  created  by  START.  Unauthorized  disclosure  of  the  classified  material  specified  above 
would  harm  relations  with  the  other  members  of  the  JCIC  and  would  assist  foreign  governments 
that  arc  not  parties  to  START  to  obtain  information  about  U.S.  strategic  missiles. 

DOCUMENT  IDENTinCATION  AND  CLASSfflCATION 

09TEGUaGALPA891  is  an  official  telegram  firom  Embassy  Tegucigalpa,  dated 
September  4, 2009  to  the  Department  of  State.  Five  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.a  12958  at  the  time  it  was  generated.  Portions  of  the 
telegram  remain  CONFIDENTIAL  under  E.O.  13526  under  Sections  1.4  (bXd). 
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IMPACT  OF  RELEASE 


Those  portions  describe  sensitive  materials  provided  in  confidence  by  members  of  the  de 
facto  Govemment  of  Honduras  to  U.S.  ofiBcials  and  information  about  the  de  fiurto 
Govemmenrs  investigation  of  officials  of  the  former  government  It  includes  Embassy 
q)eculation  concerning  charges  made.  Uiuaithorized  disclosure  of  the  classified  material 
specified  above  would  cause  harm  to  relations  with  the  Government  of  Honduras  and  diminish 
the  willingness  of  political  contacts  to  conduct  confidential  d^lomatic  business  with  U.S. 
officials  and  to  provide  information. 

DOCUMENT  IDENTIFICATION  AND  CLASSIHCATION 


09TEGUaGALPA892  is  an  official  telegram  finom  Embassy  Tegucigalpa,  dated 
September  4, 2009  to  the  Department  of  State.  Two  pages.  The  telegram  was  properly  classified 
CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated.  Portimis  of  the 
telegram  xxanain  CONFIDENTIAL  under  E.0. 13526  under  Section  1 .4  (d). 

IMPACT  OF  RELEASE 

The  message  describes  possible  arrangements  for  a  prominent  European  leader  to  visit 
Honduras  and  the  Embassy’s  recommendations  regarding  the  appropriateness  of  such  a  visit. 

The  visit  was  plaimed  by  badrers  of  the  coup  vdiich  to^iled  the  legitiinate  Honduran 
Government  in  2009.  Unauthorized  disclosure  of  the  classified  material  specified  above  would 
harm  to  relatitxis  with  the  Govenmient  of  Honduras  and  diminish  the  willingness  of 
pmminait  Honduran  leaders  to  provide  information  and  to  conduct  confidential  diplomatic 
business  with  U.S.  ofiBcials. 

DOCUMENT  IDENTinCATION  AND  CLASSIHCATION 

1(®RUSSELS382  is  an  official  telegram  firom  the  U.S.  Mission  to  the  European  Union  in 
Brussels,  dated  March  30, 2010  to  the  Department  of  State.  Four  pages.  The  telegram  was 
properly  classified  CONFIDENTIAL  in  part  under  E.0. 12958  at  the  time  it  was  generated. 
Portions  of  the  telegram  remain  CONFIDENTIAL  under  E.0. 13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

Classified  portions  rqwrt  the  views  of  named  European  Union  (EU)  officials  about  the 
situation  in  Yemen  and  plans  for  additional  EU  assistance.  The  EU  officials’  critical 
assessmoits  of  Yemen  were  intended  to  be  held  in  confidence  by  the  U.S.  govemment. 
Unauthorized  disclosure  of  the  classified  material  specified  above  would  cause  harm  to  relations 
with  the  European  Union  and  diminish  the  willingness  of  European  Union  and  other  foreign 
officials  to  conduct  confidential  diplomatic  business  with  U.S.  rqpresentatives. 
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DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

10GENEVA347  is  an  official  telegram  from  the  U.S.  Mission  in  Geneva,  dated  March 
30, 2010  to  the  Defense  Intelligence  Agency  (DIA)  and  other  addressees.  Thirteen  pages.  The 
telegram  was  properly  classified  SECRET  in  part  under  E.0. 12958  at  the  time  it  was  generated. 
Portions  of  the  telegram  remain  SECRET  under  E.0. 13526  under  Sections  1 .4  (bXd). 

IMPACT  OF  RELEASE 

The  telegram  reports  on  a  meeting  between  U.S.  and  Russian  representatives  negotiating 
an  agreement  to  limit  strategic  arms.  The  negotiations  were  conducted  in  the  expectation  of 
confidentiality.  Unauthorized  disclosure  of  the  classified  material  qiecified  above  would  cause 
harm  to  relations  with  the  Government  of  Russia  and  diminish  the  willingness  of  Russian  and 
other  officials  to  conduct  confidential  diplomatic  business  with  U.S.  rqirraeatatives. 

DOCUMENT  IDENTinCATION  AND  CLASSinCATION 

10LIMA333  is  an  official  telegram  from  Eihbassy  Lima,  dated  March  29, 2010  to  the 
Department  of  State.  Six  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in  part 
under  E.0. 12958  at  the  time  it  was  generated-  Portions  of  the  telegram  remain 
CONFIDENTIAL  under  E.0. 13526  under  Section  1 .4  (d). 

IMPACT  OF  RELEASE 

Those  pmtions  provide  an  overview,  in  prqiaratimi  for  a  visit  by  the  U.S.  Assistant 
Secretary  of  State  for  Western  Hemisphere  Affiurs,  of  the  senative  political,  security  and 
economic  fthallfmgfts  fru:ing  Peru  and  U.S.-Peruvian  relations.  It  includes  an  assessment  of 
counter-narcotic  programs  and  the  strength  of  public  institutions.  Unauthorized  disclosure  of  the 
classified  material  specified  above  would  cause  harm  to  relations  with  the  Govenuuent  of  Peru 
and  Himinish  the  willingness  of  sources  to  continue  to  jwovide  siadi  informatiMi  or  to  conduct 
confidential  diplomatic  business  with  U.S.  officials. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

10PRETORIA636  is  an  official  telegram  from  Embassy  PreUxia,  dated  March  30, 20 10 
to  the  Dq)artment  of  State.  Five  pages.  The  telegram  was  prqperly  classified  CONFIDENTIAL 
under  E.0. 12958  at  the  time  it  was  generated.  It  remains  CONFIDENTIAL  under  E.0. 13526 
under  Section  1.4  (d). 

IMPACT  OF  RELEASE 

The  caUe  r^rts  on  a  sensitive  internal  matter  involving  issues  within  the  ruling  party, 
and  includes  unusually  candid  Embassy  analysis  of  those  matters.  Unauthorized  disclosure  of 
the  material  would  cause  harm  to  relations  with  the  Government  of  South  Afitica  aixl  hinder  the 
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ability  of  U.S.  officials  to  conduct  daily  business  with  menAers  of  the  host  govemmait,  as  well 
as  the  leaders  of  the  party. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

10RABAT294  is  an  official  telegram  fixmi  Embassy  Rabat,  dated  March  30, 2010  to  the 
Dqpaitment  of  State.  Twelve  pages.  The  telegram  was  properly  classified  SECRET  in  part 
under  E.0. 12958  at  the  time  it  was  generated.  Portions  of  the  telegram  remain  SECRET  \mda‘ 
E.0. 1 3526  under  Section  1 .4  (d). 

IMPACT  OF  RELEASE 

The  document  describes  the  Embassy’s  approach  to  cooperation  on  counterterrorism  with 
the  Government  of  Morocco.  Still-sensitive  portions  draw  on  intelligence  and  other  delicate 
infbrmatiwi  to  describe  the  terrorist  threat  in  Motocco.  Also  contained  are  some  sensitive 
measures  the  U.S.  and  Mrmcco  are  taking  to  coc^>erate  in  anti-terrorism  activities.  Unauthorized 
disclosure  of  the  classified  material  specified  above  would  cause  serious  harm  to  relations  with 
the  Government  of  the  Kin^lcmi  of  Saudi  Arabia  and  hinder  our  efforts  to  obtain  further 
cooperation  in  the  area  of  anti-terrorism. 

DOCUMENT  IDENTIFICATION  AND  CLASSIFICATION 

10TOKYO627  is  an  official  tel^ram  finom  Embassy  Tokyo,  dated  March  29, 2010  to  the 
Dq>artment  of  State.  Four  pages.  The  telegram  was  properly  classified  CONFIDENTIAL  in 
part  undw  E.0. 12958  at  the  time  it  was  gawrated.  Portims  of  the  telegram  remain 
CONFIDENTIAL  under  EO.  13526  under  Sections  1.4  (bXd). 

IMPACT  OF  RELEASE 

This  telegram  describes  confidential  discussions  between  a  U.S.  Assistant  Secretary  of 
Defense  and  a  senior  Jrpanese  Defense  official  concerning  difficult  bilateral  defense 
arrangements  related  to  U.S.  forces  in  Okinawa.  The  Government  of  Japan  (GOJ)  observes  a  30 
year  rule  fra:  declassification  of  sensitive  substantive  diplomatic  conversations  and  the 

disclosure  of  this  classified  material  would  cause  harm  to  U.S.  relations  with  the 
GOJ  and  lessen  Japanese  officials’  trast  aral  confidence  in  conducting  confidential  diplomatic 
business  with  U.S.  officials. 


Page  50  of  51 


ManningB_00376952 


Q 


Pursuant  to  28  U.S.C.  §1746, 1  declare  under  penalty  of  perjury  that  the  information 
provided  herein  is  true  and  correct  to  the  best  of  my  knowledge. 


Executed  this^'^  day  of  2011. 
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DECLARATION 

I,  Rear  Admiral  David  Woods,  declare  and  state: 

BACKGROUND 

I  am  a  Rear  Admiral  in  the  United  States  Navy  with  30  years  of  active  service. 
My  current  position  is  Commander,  Joint  Task  Force  -  Guantanamo  (JTF-GTT40),  at 
Guantanamo  Bay,  Cuba.  My  responsibilities  include  the  review  of  JTF-GTMO 
information  for  classification  purposes  pursuant  to  Executive  Order  (EO)  1 3526 
("Classified  National  Security  Information").  I  have  held  this  position  since  24  August 
201 1  and  report  to  General  Douglas  Fraser,  Commander,  US  Southern  Command. 

PURPOSE  OF  DECLARATION 

I  submit  this  declaration  in  the  matter  of  United  States  v.  Private  First  Class 
Bradley  Manning,  to  demonstrate  to  the  best  of  my  knowledge  and  belief  that  disclosure 
of  the  information  identified  below  reasonably  could  be  expected  to  cause  serious 
damage  to  the  national  security  of  the  United  States.  In  making  the  following  statement 
regarding  the  classification  of  information  in  this  case,  I  rely  on  my  personal  knowledge 
and  experience,  upon  the  information  made  available  to  me  in  my  official  capacity,  upon 
the  advice  and  conclusions  reached,  and  determinations  made  in  accordance  therewith. 

DESIGNATION  OF  INFORMATION 

Information  that  requires  protection  in  the  interest  of  national  security  of  the 
United  States  is  designated  CLASSIFIED  NATIONAL  SECURITY  INFORMATION 
under  Executive  Order  13526,  Classified  National  Security  Information,  signed  by 
President  Obama  on  December  29, 2009.  Information  is  classified  in  levels 
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commensurate  with  the  assessment  that  unauthorized  disclosure  could  cause  the 
following  expected  damages  to  national  security: 

a.  Top  Secret  information — exceptionally  grave  damage 

b.  Secret  information — serious  damage 

c.  Confidential  information — damage 

Unclassified  information  does  not  require  a  security  clearance  for  access,  but 
nonetheless  may  be  of  a  sensitive  nature. 

The  current  basis  for  classification  of  national  security  information  is  found  in 
EO  13526.  Section  1.3  of  EO  13526  authorizes  an  Original  Classification  Authority 
(OCA)  to  classify  information  owned,  produced,  or  controlled  by  the  United  States 
govenunent  if  it  falls  within  certain  classification  categories.  One  such  category,  found 
at  Section  1.4(c)  of  EO  13526,  concerns  information  that  pertains  to  an  intelligence 
activity  (including  special  activities),  intelligence  sources  or  methods,  or  cryptology. 

Five  documents,  totaling  twenty-two  pages,  have  been  provided  to  JTF-GTMO 
for  a  classification  review.  These  documents  were  originated  by  JTF-GTMO  and  are 
identified  as  the  enclosures  to  the  prosecution  requests,  dated  1 8  March  2011  and  4 
August  201 1.  All  five  documents  bear  "SECRET"  markings. 

CLASSIFICATION  DETERMINATION 

The  five  documents  are  classified  pursuant  to  Section  1.4(c)  of  EO  13526,  because 
they  contain  information  concerning  intelligence  sources  and  methods,  and  information 
that,  if  released,  could  cause  serious  damage  to  national  security.  This  information  is 
classified  at  the  SECRET  level. 
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The  documents  contain  intelligence  data  compiled  about  detainees  or  summaries 
of  such  data.  Intelligence  data  included  in  this  category  of  withholdings  typically 
describes  the  detainee's  biographical  information,  the  circumstances  of  his  capture  and 
what  he  had  in  his  possession  when  he  was  captured,  the  circumstances  and  date  of  his 
transfer  to  Guantanamo,  his  travel,  his  affiliations  with  individuals  and  organizations  of 
intelligence  interest,  and  his  activities  in  support  of  those  organizations.  The  intelligence 
data  in  this  category  also  includes  information  about  other  persons  and  organizations. 

I  have  determined  that  the  intelligence  data  contained  in  the  documents  reveal 
details  about  intelligence  we  have  gleaned  regarding  individuals  and  organizations  of 
intelligence  interest.  Additionally,  this  information  reveals  the  sources  of  our 
intelligence,  as  well  as  methods  and  approaches  for  collecting  intelligence.  At  the  time  of 
their  creation,  the  documents  and  the  intelligence  data  contained  in  them  was  classified  at 
the  SECRET  level  through  the  action  of  the  Commander,  JTF-GTMO. 

IMPACT  ON  NATIONAL  SECURITY  IF  INFORMATION  RELEASED 
I  have  determined  that  the  documents  and  information  remain  properly  classified, 
and  that  their  release  reasonably  could  be  expected  to  cause  serious  damage  to  the 
national  security  because  it  would  reveal  information  concerning  intelligence  sources,  the 
specific  information  obtained  from  such  sources,  or  both.  Accordingly,  this  information 
was  and  is  properly  classified  at  the  SECRET  level,  pursuant  to  Section  1.4(c)  of  EO 
13526. 

In  accordance  with  28  U.S.C.  §1746, 1  declare  under  penalty  of  peijury  that  the  foregoing 
is  true  and  correct  to  the  best  of  my  knowledge. 
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Rear  Admiral,  U.S.  Navy 
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Appellate  Exhibit  1 5 
Enclosure  1 1 
41  pages 
classified 
"SECRET" 

ordered  sealed  for  Reason  2 
and  Reason  3 

Military  Judge's  Seal  Order 
dated  20  August  2013 
stored  in  the  classified 
supplement  to  the  original 
Record  of  Trial 
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DEPARTMENT  OF  THE  ARMY 

U.S.  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
210  A  STREET 

FORT  LESLEY  J.  MCNAIR,  DC  20319-5013 


7  December  20 1 1 


MEMORANDUM  FOR  LTC  Paul  Almanza,  150th  Judge  Advocate  General  Detachment,  Legal 
Support  Organization,  MG  Albert  C.  Lieber,  USAR  Center,  6901  Telegraph  Road,  Alexandria, 
VA  22310 

SUBJECT;  Response  to  Defense  Request  for  Article  32  Witnesses  -  United  States  v.  PFC 
Bradley  Manning 


1.  PURPOSE.  The  prosecution  responds  to  the  Defense  Request  for  Article  32  Witnesses  as 
follows  and,  where  applicable,  requests  you  find  the  witnesses  not  reasonably  available  or  the 
defense’s  proffered  testimony  cumulative  or  not  relevant  to  the  Article  32  investigation. 

2.  LAW.  “[A]ny  witness  whose  testimony  would  be  relevant  to  the  investigation  and  not 
cumulative,  shall  be  produced  if  reasonably  available.”  Manual  for  Courts-Martial,  Rule  for 
Courts-Martial  (RCM)  405(g)(  I );  see  also  RCM  405(a)  discussion  (the  primary  objective  of  the 
investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the 
form  of  the  charges,  and  to  secure  information  on  which  to  determine  what  disposition  should  be 
made  of  the  case”). 

3.  RESPONSES. 

a.  SA  Toni  Graham.  The  United  States  does  not  object  to  this  witness. 

b.  SA  Mark  Mander.  The  United  States  does  not  object  to  this  witness. 

c.  SA  Calder  Robertson.  The  United  States  does  not  object  to  this  witness. 

d.  SA  David  Shaver.  The  United  States  does  not  object  to  this  witness. 

e.  SA  Charles  Ames.  The  United  States  objects  to  the  defense  request  for  this  witness. 

The  defense’s  proffered  testimony  is  cumulative  with  other  law  enforcement  witnesses,  namely 
SA  Toni  Graham,  SA  Mark  Mander,  SA  Calder  Robertson,  SA  David  Shaver,  SA  Alfred 
Williamson,  and  SA  Troy  Bettencourt. 

f  SA  Alfred  Williamson.  The  United  States  does  not  object  to  this  witness. 

g.  SA  Troy  Bettencourt.  The  United  States  does  not  object  to  this  witness. 
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h.  SA  Ronald  Rock.  The  United  States  objects  to  the  defense  request  for  this  witness.  The 
defense’s  proffered  testimony  is  cumulative  with  other  law  enforcement  witnesses,  namely  SA 
Toni  Graham,  SA  Mark  Mander,  SA  Calder  Robertson,  SA  David  Shaver,  SA  Alfred 
Williamson,  and  SA  Troy  Bettencourt.  This  case  is  a  joint  investigation  and  the  above  CID 
agents  can  testify  about  this  matter. 

i.  SA  Patrick  Wheeler.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  is  cumulative  with  other  law  enforcement  witnesses,  namely 
SA  Toni  Graham,  SA  Mark  Mander,  SA  Calder  Robertson,  SA  David  Shaver,  SA  Alfred 
Williamson,  and  SA  Troy  Bettencourt.  This  case  is  a  joint  investigation  and  the  above  CID 
agents  can  testify  about  this  matter. 

j.  CPT  Martin  Leibman.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  PFC  Manning’s  mental  status  and  MEDCOM  Form 
4038  is  not  relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the 
relevant  issues.  In  addition,  on  22  April  201 1 ,  an  RCM  706  board  concluded  that  “PFC  Manning 
did  not  have  a  severe  mental  disease  or  defect  at  the  time  of  the  alleged  criminal  conduct  that 
resulted  in  him  being  unable  to  appreciate  the  nature  and  quality  or  wrongfulness  of  his 
conduct.”  See  RCM  405(a)  di.scussion  (the  primary  objective  of  the  investigation  is  “to  inquire 
into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges,  and  to 
secure  information  on  which  to  determine  what  disposition  should  be  made  of  the  case”).  The 
alleged  testimony  of  CPT  Leibman  is  outside  the  scope  of  the  Article  32  investigation.  Even  if 
found  relevant,  the  proffered  testimony  is  cumulative  with  testimony  from  witnesses  who 
worked  with  PFC  Manning,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek,  SFC  Adkins,  SGT 
Madaras,  and  Ms.  Showman. 

k.  CPT  Michael  Worsley.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  defense’s  proffered  testimony  regarding  PFC  Manning’s  mental  status  and  his 
alleged  communications  with  SFC  Adkins,  MAJ  Clausen,  and  MSG  Usbeck  is  not  relevant  to  the 
Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant  issues.  In  addition,  on 
22  April  201 1 ,  an  RCM  706  board  concluded  that  “PFC  Manning  did  not  have  a  severe  mental 
di.sease  or  defect  at  the  time  of  the  alleged  criminal  conduct  that  resulted  in  him  being  unable  to 
appreciate  the  nature  and  quality  or  wrongfulness  of  his  conduct.”  See  RCM  405(a)  discussion 
(the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in 
the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure  information  on  which  to  determine 
what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of  CPT  Worsley  is  outside 
the  scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the  proffered  testimony  is 
cumulative  with  testimony  from  witnesses  who  worked  with  PFC  Manning,  namely  CPT  Lim, 
CPT  Fulton,  WOl  Balonek,  SFC  Adkins,  SGT  Madaras,  and  Ms.  Showman. 

l.  CPT  Edan  Critchfield.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defen.se’s  proffered  testimony  regarding  PFC  Manning’s  mental  status,  his  alleged 
recommendation,  his  alleged  training  on  Soldier  suitability  for  access  to  classified  information. 
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and  the  alleged  MEDCOM  Form  4038  is  not  relevant  to  the  Article  32  investigation  and  will 
only  serve  to  distract  from  the  relevant  issues.  In  addition,  on  22  April  201 1,  an  RCM  706  board 
concluded  that  “PFC  Manning  did  not  have  a  severe  mental  disease  or  defect  at  the  time  of  the 
alleged  criminal  conduct  that  resulted  in  him  being  unable  to  appreciate  the  nature  and  quality  or 
wrongfulness  of  his  conduct.”  See  RCM  405(a)  discussion  (the  primary  objective  of  the 
investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the 
form  of  the  charges,  and  to  secure  information  on  which  to  determine  what  disposition  should  be 
made  of  the  case”).  The  alleged  testimony  of  CPT  Critchfield  is  outside  the  scope  of  the  Article 
32  investigation.  Even  if  found  relevant,  the  proffered  testimony  is  cumulative  with  testimony 
from  witnesses  who  worked  with  PFC  Manning,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek, 
SFC  Adkins,  SGT  Madaras,  and  Ms.  Showman. 

m.  COL  David  Miller.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defen.se’s  proffered  testimony  regarding  the  command’s  decision  to  deploy  PFC  Manning 
and  his  opinion  of  MAJ  Clausen,  MAJ  Dreher,  and  MSG  Adkins  is  not  relevant  to  the  Article  32 
investigation  and  will  only  serve  to  distract  from  the  relevant  issues.  See  RCM  405(a)  discussion 
(the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the  matters  .set  forth  in 
the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure  information  on  which  to  determine 
what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of  COL  Miller  is  outside 
the  scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the  proffered  testimony  is 
cumulative  with  other  witnesses  in  the  chain  of  command,  namely  CPT  Lim,  CPT  Fulton,  WOl 
Balonek,  SFC  Adkins,  and  Ms.  Showman. 

n.  LTC  Brian  Kerns.  The  United  States  objects  to  the  defense  request  for  this  witness. 

The  defense’s  proffered  testimony  regarding  his  opinion  of  MAJ  Clausen  and  MSG  Adkins  and 
the  alleged  operations  of  the  working  group  is  not  relevant  to  the  Article  32  investigation  and 
will  only  serve  to  distract  from  the  relevant  issues.  See  RCM  405(a)  discussion  (the  primary 
objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges, 

[to  verify]  the  form  of  the  charges,  and  to  secure  information  on  which  to  determine  what 
disposition  should  be  made  of  the  case”).  The  alleged  testimony  of  LTC  Kerns  is  outside  the 
scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the  proffered  testimony  is 
cumulative  with  other  witnesses  in  the  chain  of  command,  namely  CPT  Lim,  CPT  Fulton,  WOl 
Balonek,  SFC  Adkins,  and  Ms.  Showman. 

o.  MAJ  Elijah  Dreher.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  his  alleged  ignorance  of  issues  relating  to  PFC 
Manning  is  not  relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the 
relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to 
inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges, 
and  to  secure  information  on  which  to  determine  what  disposition  should  be  made  of  the  case”). 
The  alleged  testimony  of  MAJ  Dreher  is  outside  the  scope  of  the  Article  32  investigation.  Even 
if  found  relevant,  the  proffered  testimony  is  cumulative  with  other  witnesses  in  the  chain  of 
command,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek,  SFC  Adkins,  and  Ms.  Showman. 
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p.  MAJ  Clifford  Clausen.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  his  alleged  ignorance  of  information  relating  to  RFC 
Manning  is  not  relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the 
relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to 
inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges, 
and  to  secure  information  on  which  to  determine  what  disposition  should  be  made  of  the  case”). 
The  alleged  testimony  of  MAJ  Clausen  is  outside  the  .scope  of  the  Article  32  investigation.  Even 
if  found  relevant,  the  proffered  testimony  relating  to  operations  in  the  S-2  office  is  cumulative 
with  other  witnesses  who  worked  in  the  S-2  office,  namely  CRT  Lim,  CRT  Fulton,  WOl 
Balonek,  SFC  Adkins,  SGT  Madaras,  and  Ms.  Showman. 

q.  CRT  Barclay  Keay.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defen.se’s  proffered  testimony  regarding  his  alleged  opinion  that  media  devices  should  not 
be  allowed  in  the  S-2  office  is  not  relevant  to  the  Article  32  investigation  and  will  only  serve  to 
distract  from  the  relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of  the 
investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the 
form  of  the  charges,  and  to  .secure  information  on  which  to  determine  what  disposition  should  be 
made  of  the  case”).  The  alleged  testimony  of  CRT  Keay  is  outside  the  scope  of  the  Article  32 
investigation.  Even  if  found  relevant,  the  proffered  testimony  relating  to  RFC  Manning’s  work 
performance  and  operations  in  the  S-2  office  is  cumulative  with  other  witnesses  who  worked  in 
the  S-2  office,  namely  CRT  Lim,  CRT  Fulton,  WOl  Balonek,  SFC  Adkins,  SGT  Madaras,  and 
Ms.  Showman. 

r.  CRT  Matthew  Freeburg.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  defen.se’s  proffered  testimony  regarding  RFC  Manning’s  alleged  behavioral  issues 
and  any  actions  taken  by  the  chain  of  command  in  response  is  not  relevant  to  the  Article  32 
inve.stigation  and  will  only  serve  to  distract  from  the  relevant  issues.  See  RCM  405(a)  discussion 
(the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in 
the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure  information  on  which  to  determine 
what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of  CRT  Freeburg  is 
outside  the  scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the  proffered  testimony 
is  cumulative  with  other  unit  witnesses,  namely  CRT  Lim,  CRT  Fulton,  WOl  Balonek,  SFC 
Adkins,  SGT  Madaras,  and  Ms.  Showman. 

s.  CRT  Steven  Lim.  The  United  States  does  not  object  to  this  witness. 

t.  CRT  Thomas  Cherepko.  The  United  States  does  not  object  to  this  witness. 

u.  CRT  Michael  Johnson.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  RFC  Manning's  mental  status  and  his  opinion  and 
interactions  with  SFC  Adkins,  CRT  Lim,  and  MAJ  Clausen  is  not  relevant  to  the  Article  32 
investigation  and  will  only  serve  to  distract  from  the  relevant  issues.  In  addition,  on  22  April 
201 1 ,  an  RCM  706  board  concluded  that  “RFC  Manning  did  not  have  a  severe  mental  disease  or 
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defect  at  the  time  of  the  alleged  criminal  conduct  that  resulted  in  him  being  unable  to  appreciate 
the  nature  and  quality  or  wrongfulness  of  his  conduct.”  See  RCM  405(a)  discussion  (the  primary 
objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges, 

[to  verify]  the  form  of  the  charges,  and  to  secure  information  on  which  to  determine  what 
disposition  should  be  made  of  the  case”).  The  alleged  testimony  of  CPT  Johnson  is  outside  the 
scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the  proffered  testimony  is 
cumulative  with  other  expected  witnesses,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek,  SEC 
Adkins,  SGT  Madaras,  and  Ms.  Showman. 

V.  ILT  Tanya  Gaab,  The  United  States  objects  to  the  defense  request  for  this  witness.  The 
defense’s  proffered  testimony  regarding  her  alleged  opinion(s)  of  PEC  Manning  and  of  the 
leadership,  the  command  decision  to  deploy  PEC  Manning,  and  PEC  Manning’s  mental  status  is 
not  relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant 
issues.  In  addition,  on  22  April  201 1 ,  an  RCM  706  board  concluded  that  “PEC  Manning  did  not 
have  a  severe  mental  di.sease  or  defect  at  the  time  of  the  alleged  criminal  conduct  that  resulted  in 
him  being  unable  to  appreciate  the  nature  and  quality  or  wrongfulness  of  his  conduct.”  See  RCM 
405(a)  di.scussion  (the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the 
matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure  information  on 
which  to  determine  what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of 
ILT  Gaab  is  outside  the  scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the 
proffered  testimony  is  cumulative  with  other  expected  witnesse.s,  namely  CPT  Lim,  CPT  Fulton, 
WOl  Balonek,  SEC  Adkins,  SGT  Madaras,  and  Ms.  Showman. 

w.  1 LT  Elizabeth  Fields.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  her  alleged  training  as  the  SSR  and  her  opinion  of 
the  leadership  is  not  relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from 
the  relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to 
inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges, 
and  to  secure  information  on  which  to  determine  what  disposition  should  be  made  of  the  case”). 
The  alleged  testimony  of  1  LT  Fields  is  outside  the  scope  of  the  Article  32  investigation.  Even  if 
found  relevant,  the  proffered  testimony  relating  to  conduct  in  the  S-2  office  is  cumulative  with 
other  witnesses  who  worked  in  the  S-2  office,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek, 

SEC  Adkins,  SGT  Madaras,  and  Ms.  Showman. 

X.  CW2  Joshua  Ehresman.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  defense’s  proffered  testimony  regarding  PEC  Manning’s  alleged  mental  status  and 
the  decision  to  deploy  PEC  Manning  is  not  relevant  to  the  Article  32  investigation  and  will  only 
serve  to  distract  from  the  relevant  issues.  In  addition,  on  22  April  201 1 ,  an  RCM  706  board 
concluded  that  “PEC  Manning  did  not  have  a  severe  mental  disease  or  defect  at  the  time  of  the 
alleged  criminal  conduct  that  resulted  in  him  being  unable  to  appreciate  the  nature  and  quality  or 
wrongfulne.ss  of  his  conduct.”  See  RCM  405(a)  discussion  (the  primary  objective  of  the 
investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the 
form  of  the  charges,  and  to  secure  information  on  which  to  determine  what  disposition  should  be 
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made  of  the  case”).  The  alleged  testimony  of  CW2  Ehresman  is  outside  the  scope  of  the  Article 
32  investigation.  Even  if  found  relevant,  the  proffered  testimony  relating  to  conduct  in  the  S-2 
office  is  cumulative  with  other  witnesses  who  worked  in  the  S-2  office,  namely  CPT  Lim,  CRT 
Fulton,  WO  I  Balonek,  SFC  Adkins,  SGT  Madaras,  and  Ms.  Showman. 

y.  MSG  Eric  Usbeck.  The  United  States  objects  to  the  defense  request  for  this  witness. 

The  defense’s  proffered  testimony  regarding  PFC  Manning’s  alleged  mental  status  and  attitude  is 
not  relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant 
issues.  In  addition,  on  22  April  201 1,  an  RCM  706  board  concluded  that  “PFC  Manning  did  not 
have  a  severe  mental  disease  or  defect  at  the  time  of  the  alleged  criminal  conduct  that  resulted  in 
him  being  unable  to  appreciate  the  nature  and  quality  or  wrongfulness  of  his  conduct.”  See  RCM 
405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the 
matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure  information  on 
which  to  determine  what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of 
MSG  Usbeck  is  outside  the  scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the 
proffered  testimony  relating  to  PFC  Manning’s  alleged  conduct  is  cumulative  with  other 
witnesses  in  the  chain  of  command,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek,  SFC  Adkins, 
and  Ms.  Showman. 

z.  MSG  Mark  Woodworth.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  defen.se’s  proffered  testimony  regarding  PFC  Manning’s  mental  status  is  not 
relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant  issues.  In 
addition,  on  22  April  201 1,  an  RCM  706  board  concluded  that  “PFC  Manning  did  not  have  a 
severe  mental  disease  or  defect  at  the  time  of  the  alleged  criminal  conduct  that  resulted  in  him 
being  unable  to  appreciate  the  nature  and  quality  or  wrongfulness  of  his  conduct.”  See  RCM 
405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the 
matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure  information  on 
which  to  determine  what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of 
MSG  Woodworth  is  outside  the  scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the 
proffered  testimony  is  cumulative  with  other  witnesses  in  the  chain  of  command,  namely  CPT 
Lim,  CPT  Fulton,  WOl  Balonek,  SFC  Adkins,  and  Ms.  Showman,  and  law  enforcement 
witnesses,  namely  SA  Toni  Graham,  SA  Mark  Mander,  SA  Calder  Robertson,  SA  David  Shaver, 
SA  Alfred  Williamson,  and  SA  Troy  Bettencourt. 

aa.  SFC  Paul  Adkins.  The  United  States  does  not  object  to  this  witness. 

bb.  SSG  Lawrence  Mitchell.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  defense’s  proffered  testimony  regarding  any  alleged  photos  observed  on  PFC 
Manning’s  iPod,  his  mental  status,  and  any  attempt  to  chapter  PFC  Manning  out  of  the  military  is 
not  relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant 
issues.  In  addition,  on  22  April  201 1 ,  an  RCM  706  board  concluded  that  “PFC  Manning  did  not 
have  a  severe  mental  di.sease  or  defect  at  the  time  of  the  alleged  criminal  conduct  that  resulted  in 
him  being  unable  to  appreciate  the  nature  and  quality  or  wrongfulness  of  his  conduct.”  See  RCM 
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405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the 
matters  set  forth  in  the  charges,  (to  verify]  the  form  of  the  charges,  and  to  secure  information  on 
which  to  determine  what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of 
SSG  Mitchell  is  outside  the  scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the 
proffered  testimony  relating  to  PFC  Manning’s  alleged  conduct  is  cumulative  with  witnesses 
who  worked  in  the  S-2  office,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek,  SFC  Adkins,  SGT 
Madaras,  and  Ms.  Showman. 

cc.  SGT  Rebecca  Schwab.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  defense’s  proffered  testimony  regarding  PFC  Manning  alleged  sexual  orientation 
and  her  opinion  of  PFC  Manning  is  not  relevant  to  the  Article  32  investigation  and  will  only 
serve  to  distract  from  the  relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of 
the  investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the 
form  of  the  charges,  and  to  secure  information  on  which  to  determine  what  disposition  should  be 
made  of  the  case”).  The  alleged  testimony  of  SGT  Schwab  is  outside  the  scope  of  the  Article  32 
investigation.  Even  if  found  relevant,  the  proffered  testimony  is  cumulative  with  other  witnesses 
who  worked  with  the  accused,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek,  SFC  Adkins,  SGT 
Madaras,  and  Ms.  Showman. 

dd.  SGT  Daniel  Padgett.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  his  opinion  of  the  chain  of  command  is  not  relevant 
to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant  issues.  See  RCM 
405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the 
matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure  information  on 
which  to  determine  what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of 
SGT  Padgett  is  outside  the  scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the 
proffered  testimony  relating  to  PFC  Manning’s  conduct  and  operations  in  the  S-2  office  is 
cumulative  with  other  witnesses  who  worked  in  the  S-2  office,  namely  CPT  Lim,  CPT  Fulton, 
WOl  Balonek,  SFC  Adkins,  SGT  Madaras,  and  Ms.  Showman. 

ee.  SGT  David  Sadtler.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  an  incident  that  upset  PFC  Manning  and  his  opinion 
of  PFC  Manning  and  the  chain  of  command  is  not  relevant  to  the  Article  32  investigation  and 
will  only  serve  to  distract  from  the  relevant  issues.  See  RCM  405(a)  discussion  (the  primary 
objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges, 
[to  verify]  the  form  of  the  charges,  and  to  secure  information  on  which  to  determine  what 
disposition  should  be  made  of  the  case”).  The  alleged  testimony  of  SGT  Sadtler  is  outside  the 
scope  of  the  Article  32  investigation.  Even  if  found  relevant,  the  proffered  testimony  is 
cumulative  with  other  witnesses  who  worked  in  the  S-2  shop,  namely  CPT  Lim,  CPT  Fulton, 
WOl  Balonek,  SFC  Adkins,  SGT  Madaras,  and  Ms.  Showman. 

ff  SGT  Lorena  Cooley.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defen.se’s  proffered  testimony  regarding  PFC  Manning’s  treatment  by  the  unit  and  her 
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opinion  of  the  chain  of  command  is  not  relevant  to  the  Article  32  investigation  and  will  only 
serve  to  distract  from  the  relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of 
the  investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the 
form  of  the  charges,  and  to  secure  information  on  which  to  determine  what  disposition  should  be 
made  of  the  case”).  The  alleged  testimony  of  SGT  Cooley  is  outside  the  scope  of  the  Article  32 
investigation.  Even  if  found  relevant,  the  proffered  testimony  is  cumulative  with  other  witnesses 
who  worked  in  the  S-2  office,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek,  SFC  Adkins,  SGT 
Madaras,  and  Ms.  Showman. 

gg.  SGT  Sheri  Walsh.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  PFC  Manning’s  treatment  by  the  unit  and  PFC 
Manning  alleged  mental  issues  is  not  relevant  to  the  Article  32  investigation  and  will  only  serve 
to  distract  from  the  relevant  issues.  In  addition,  on  22  April  201 1 ,  an  RCM  706  board  concluded 
that  “PFC  Manning  did  not  have  a  severe  mental  disease  or  defect  at  the  time  of  the  alleged 
criminal  conduct  that  resulted  in  him  being  unable  to  appreciate  the  nature  and  quality  or 
wrongfulness  of  his  conduct.”  See  RCM  405(a)  discussion  (the  primary  objective  of  the 
investigation  is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the 
form  of  the  charges,  and  to  secure  information  on  which  to  determine  what  disposition  should  be 
made  of  the  case”).  The  alleged  testimony  of  SGT  Walsh  is  outside  the  scope  of  the  Article  32 
investigation.  Even  if  found  relevant,  the  proffered  testimony  is  cumulative  with  other  witnesses 
who  worked  in  the  S-2  office,  namely  CPT  Lim,  CPT  Fulton,  WOl  Balonek,  SFC  Adkins,  SGT 
Madaras,  and  Ms.  Showman. 

hh.  Ms.  Jihrleah  Showman.  The  United  States  does  not  object  to  this  witness. 

ii.  Mr.  Adrian  Lamo.  The  United  States  does  not  object  to  this  witness. 

jj.  President  Barack  Obama.  The  United  States  objects  to  the  defense’s  request  for  this 
witness.  The  defense’s  proffered  testimony  is  not  relevant  to  the  Article  32  investigation 
becau.se  it  involves  matters  outside  the  scope  of  the  investigation  and  will  only  serve  to  distract 
from  the  relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of  the  investigation 
is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the 
charges,  and  to  secure  information  on  which  to  determine  what  disposition  should  be  made  of  the 
ca.se”). 

kk.  Dr.  Robert  Gates.  The  United  States  objects  to  the  defense’s  request  for  this  witness. 
The  defense’s  proffered  testimony  is  not  relevant  to  the  Article  32  investigation  because  it 
involves  matters  outside  the  scope  of  the  investigation  and  will  only  serve  to  distract  from  the 
relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to 
inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges, 
and  to  secure  information  on  which  to  determine  what  disposition  should  be  made  of  the  case”). 
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11.  Honorable  Hillary  Clinton.  The  United  States  objects  to  the  defense’s  request  for  this 
witness.  The  defense’s  proffered  testimony  is  not  relevant  to  the  Article  32  investigation 
because  it  involves  matters  outside  the  scope  of  the  investigation  and  will  only  serve  to  distract 
from  the  relevant  issues.  See  RCM  405(a)  discussion  (the  primary  objective  of  the  investigation 
is  “to  inquire  into  the  truth  of  the  matters  set  forth  in  the  charges,  (to  verify]  the  form  of  the 
charges,  and  to  secure  information  on  which  to  determine  what  disposition  should  be  made  of  the 
case”). 

mm.  CRT  James  Kolky,  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  is  not  relevant  to  the  Article  32  investigation  and  will  only 
serve  to  distract  from  the  relevant  issues.  The  Apache  video  is  not  classified,  and  the  United 
States  does  not  allege  otherwise. 

nn.  RADM  Kevin  Donegan.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  United  States  requests  you  find  RADM  Donegan  not  reasonably  available  for  the 
Article  32  given  his  position  as  Director  of  Operations,  CENTCOM.  See  RCM  405(g)(1)(B)  (a 
witness  is  not  reasonably  available  if  the  “difficulty,  expense,  delay,  and  effect  on  military 
operations”  of  obtaining  the  testimony  outweighs  its  significance). 

oo.  Mr.  Robert  Betz.  The  United  States  objects  to  the  defense  request  for  this  witness. 

The  United  States  requests  you  find  Mr.  Betz  not  reasonably  available  for  the  Article  32  given 
his  position  as  Chief  Classification  Advisory  Officer,  CYBERCOM.  See  RCM  405(g)(1)(B)  (a 
witness  is  not  reasonably  available  if  the  “difficulty,  expense,  delay,  and  effect  on  military 
operations”  of  obtaining  the  testimony  outweighs  its  significance). 

pp.  LtGen  Robert  Schmidle.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  United  States  requests  you  find  LtGen  Schmidle  not  reasonably  available  for  the 
Article  32  given  his  position  as  Deputy  Commander,  CYBERCOM.  See  RCM  405(g)(1)(B)  (a 
witness  is  not  reasonably  available  if  the  “difficulty,  expense,  delay,  and  effect  on  military 
operations”  of  obtaining  the  testimony  outweighs  its  significance). 

qq.  VADM  Robert  Hanvard.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  United  States  requests  you  find  VADM  Harward  not  reasonably  available  for  the 
Article  32  given  his  position  as  Deputy  Commander,  CENTCOM.  See  RCM  405(g)(1)(B)  (a 
witness  is  not  reasonably  available  if  the  “difficulty,  expense,  delay,  and  effect  on  military 
operations”  of  obtaining  the  testimony  outweighs  its  significance). 

rr.  Honorable  Patrick  Kennedy.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  United  States  requests  you  find  Honorable  Kennedy  not  reasonably  available  for 
the  Article  32  given  his  position  as  Under  Secretary  of  State  for  Management.  See  RCM 
405(g)(1)(B)  (a  witness  is  not  rea.sonably  available  if  the  “difficulty,  expense,  delay,  and  effect 
on  military  operations”  of  obtaining  the  testimony  outweighs  its  significance). 
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ss.  RADM  David  Woods.  The  United  States  objects  to  the  defense  request  for  this 
witness,  according  to  testimony  anticipated  by  defense.  The  United  States  requests  you  find 
RADM  Woods  not  reasonably  available  for  the  Article  32  given  his  position  as  Commander, 
Joint  Task  Force  -  Guantanamo.  See  RCM  405(g)(  1  )(B)  (a  witness  is  not  reasonably  available  if 
the  “difficulty,  expense,  delay,  and  effect  on  military  operations”  of  obtaining  the  testimony 
outweighs  its  significance). 

tt.  CAPT  Kevin  Moore.  The  United  States  objects  to  the  defense  request  for  this  witness. 
The  defense’s  proffered  testimony  regarding  PFC  Manning’s  alleged  POI  status  is  not  relevant  to 
the  Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant  issues.  See  RCM 
405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to  inquire  into  the  truth  of  the 
matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure  information  on 
which  to  determine  what  disposition  should  be  made  of  the  case”).  The  alleged  testimony  of 
CAPT  Moore  is  outside  the  scope  of  the  Article  32  investigation. 

uu.  CAPT  William  Hoctor.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  defense’s  proffered  testimony  regarding  PFC  Manning’s  alleged  POI  status  is  not 
relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant  issues. 

See  RCM  405(a)  discussion  (the  primary  objective  of  the  investigation  is  “to  inquire  into  the 
truth  of  the  matters  set  forth  in  the  charges,  [to  verify]  the  form  of  the  charges,  and  to  secure 
information  on  which  to  determine  what  disposition  should  be  made  of  the  case”).  The  alleged 
testimony  of  CAPT  Hoctor  is  outside  the  scope  of  the  Article  32  investigation. 

vv.  Inmate  Christopher  Whitfield.  The  United  States  objects  to  the  defense  request  for  this 
witness.  The  defense’s  proffered  testimony  is  cumulative  with  law  enforcement  agents,  namely 
SA  Toni  Graham.  SA  Mark  Mander,  SA  CaJder  Robertson,  SA  David  Shaver,  SA  Alfred 
Williamson,  and  SA  Troy  Bettencourt. 

4.  The  point  of  contact  for  this  memorandum  is  the  undersigned  at  (202)  685-1975. 


ASHDEN  FEIN 
CPT,  JA 
Trial  Coun.sel 


CF: 

Defense  Counsel 
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UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  13 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


8  March  2012 


o 


Q 


8  December  201 1 

MEMORANDUM  FOR  Article  32  Investigating  Officer,  ETC  Paul  Almanza,  150th  Judge 
Advocate  General  Detachment,  Legal  Support  Organization.  MG  Albert  C.  Lieber  USAR 
Center,  6901  Telegraph  Road,  Alexandria,  Virginia  22310 

SUBJECT;  Witness  Justification  -  United  States  v.  PFC  Bradley  E.  Manning 


1 .  On  2  December  2011,  the  defense  in  the  above  case  served  a  copy  of  its  wimess  request  on 
the  government.  Below,  the  defense  sets  forth  the  relevancy  of  each  witness  that  the 
government  opposes  and  notes  that  under  Article  32(b)  Uniform  Code  of  Military  Justice,  PFC 
Manning  has  the  right  to  cross-examine  witnesses  against  him.  and  present  anything  he  may- 
desire  either  in  defense  or  mitigation. 

a.  SA  Charles  Ames  SA  Ronald  Rock  and  SA  Patrick  Wheeler.  As  noted  in  the  defense's 
witness  request,  the  defense  believes  each  ofthe  requested  agents  is  relevant  and  will  provide 
needed  testimony  at  the  Article  32.  The  defense  would  like  to  note  that  over  22  CID  agents 
participated  in  the  investigation  of  this  case.  The  fact  that  the  defense-requested  agents  mirror 
those  of  the  government  (with  the  exception  of  SA  Ames)  should  speak  to  the  reasonableness 
of  the  defense’s  request.  The  defense  has  requested  the  attendance  of  SA  Rock  and  SA 
Wheeler  in  order  to  provide  the  Investigating  Officer  with  testimony  concerning  the  joint 
investigations  being  conducted  by  both  the  Department  of  State  and  the  Federal  Bureau  of 
Investigation.  Notably.  SA  Rock  was  on  the  original  government's  witness  list  filed  on  7  July 
2010.  According  to  the  government’s  memo  dated  7  December  201 1 .  the  other  agents  “SA 
Graham,  SAM  Mandcr,  SA  Robertson.  SA  Shaver,  SA  Williamson  and  SA  Bettencourt  can 
provide  the  needed  testimony."  Their  testimony,  however,  will  in  large  part  be  hearsay 
evidence  about  what  other  agents  have  done  on  the  case  and  what  witnesses  have  told  these 
other  case  agents.  Such  testimony  will  do  little  to  aid  the  Investigating  Officer  in  conducting  a 
“thorough  and  impartial  investigation  of  all  matters”  as  required  by  Article  32(a)  UCMJ. 
Further,  the  defense  has  a  legitimate  interest  in  using  the  Article  32  hearing  as  a  discovery  tool 
(see  discussion  to  R.C.M.  405(a)).  If  the  defense  does  not  have  the  opportunity  to  question  the 
case  agents  about  evidence  they  developed,  witnesses  they  interviewed,  leads  they  pursued, 
leads  they  elected  not  to  pursue,  and  other  relevant  matters,  the  defense  will  also  be  denied  an 
important  function  that  the  Article  32  investigation  is  designed  to  accomplish.  Given  the  status 
of  current  and  ongoing  operations  and  the  fact  that  case  agents  are  likely  spread  throughout  the 
United  States  and  overseas,  the  Article  32  investigation  is  the  only  realistic  mechanism 
available  to  the  defense  to  personally  question  the  case  agents  involved  in  the  investigation. 

b.  Key  Leaders  of  2nd  Brigade  Combat  Team;  In  the  defense’s  witness  request,  the 
defense  requested  that  selected  key  leaders  of  the  2nd  Brigade  Combat  Team  be  made  available. 

1 )  The  relevancy  of  these  witnesses  should  be  obvious.  Each  of  these  witnesses  can 
provide  different  insight  into  the  events  that  transpired  between  1  November  2009  and  27  May 
2010.  Because  each  witness  viewed  the  events  from  a  different  perspective,  their  individual 
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testimony  is  independently  relevant.  The  defense  notes  for  example,  that  all  of  the  requested 
witnesses  prov  ided  sworn  statements  as  part  of  the  Secretary  of  the  Army's  15-6  Investigation. 
This  includes  COL  Miller.  LTC  Kerns,  MAJ  Dreher,  CPT  Freeburg.  MSG  Usbeck,  and  MSG 
Woodworth.  The  statements  from  these  witnesses  provide  different  and  important  details  about 
the  events. 


(a)  COL  Miller’s  statement  about  the  perception  of  the  leadership  qualities  of  MAJ 
Dreher,  MAJ  Clausen,  and  MSG  Adkins  is  relevant  to  their  response  or  lack  of  a  response  in 
this  case.  Additionally,  the  fact  that  COL  Miller  ultimately  decided  to  remove  MAJ  Dreher  and 
MAJ  Clausen  from  their  respective  positions  and  considered  MSG  Adkins  ‘'marginal,  but  not 
bad  enough  to  either  relieve  or  replace"  is  also  relevant  and  provides  mitigation  evidence  that 
the  Investigating  Officer  should  consider. 

(b)  LTC  Kerns  will  testify  not  only  to  MAJ  Clausen’s  weak  performance  and  the 
fact  that  he  was  not  a  strong  leader,  but  he  will  also  testify  that  MAJ  Clausen  did  not  take 
appropriate  action  to  correct  mistakes  made  by  junior  members  in  his  unit  and  did  not  have 
control  over  the  S-2  shop.  LTC  Kerns  w'ill  also  te.stify'  that  MAJ  Clausen  was  handicapped  by 
weak  NCO  leadership  and  that  MSG  Adkins  was  not  an  effective  leader.  LTC  Kerns  also 
provides  key  testimony  regarding  the  S-2  section’s  failure  to  initiate  a  suspension  of  PFC 
Manning's  security  clearance  when  it  became  obvious  that  such  action  w'as  required. 

(c)  MAJ  Dreher  will  testify'  to  the  fact  he  was  not  kept  aware  of  the  problems  being 
suffered  by  PFC  Manning.  He  will  testify  the  MAJ  Clausen  and  MSG  Adkins  failed  to  inform 
him  of  PFC  Manning's  mental  health  issues.  Differences  in  details  and  differing  perspectives 
such  as  these  cannot  be  resolved  by  merely  looking  at  the  sw'om  statements  or  considering  the 
hearsay  testimony  of  the  witnesses  the  government  w  ishes  to  bring. 

(d)  CPT  Freeburg.  MSG  Usbeck.  and  MSG  Woodworth  w'ill  testify'  about  the 
command’s  lack  of  relevant  information  from  MAJ  Clausen  and  MSG  Adkins  concerning  PFC 
Manning.  The  failure  to  provide  this  information  impacted  not  only  the  decision  regarding 
whether  to  deploy  PFC  Manning,  but  also  the  timeliness  of  the  suspension  of  PFC  Manning's 
security  clearance. 

2)  In  its  response  to  the  defense  witness  request,  the  government  states  that  the 
defense's  proffered  testimony  regarding  the  total  breakdown  in  command  and  control  within  the 
S-2  Section  and  the  multiple  failures  by  the  unit  to  take  basic  steps  in  response  to  clear  mental 
health  issues  being  suffered  by  PFC  Manning  is  somehow  ‘’not  relevant  to  the  Article  32 
investigation  and  will  only  serve  to  distract  from  the  relevant  issues."  The  government  cites  to 
R.C.M.  405(a).  Inexplicably,  the  government  ignores  R.C.M.  405(f)  and  controlling  case  law 
which  clearly  .states  an  accused  has  the  right  to  present  evidence  in  defense,  mitigation,  and 
extenuation  at  the  Article  32.  See  R.C.M.  405(f)  (stating  an  accused  has  the  right  to  present 
evidence  in  defense,  mitigation,  and  extenuation);  Article. 32(b),  Uniform  Code  of  Military 
Justice  (UCMJ)  (stating  an  accused  may  "present  anything  he  may  desire  in  his  own  behalf, 
either  in  defense  or  mitigation,  and  the  investigation  officer  .shall  examine  available  witnesses 
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requested...”);  United  Stales  v.  Garda,  59  M.J.  447,  451  (C.A.A.F.  2004 )( ruling  that  an 
accused  has  the  right  to  present  anything  he  may  desire  in  his  own  behalf  at  an  Article  32  in 
defense  or  mitigation).  Each  of  the  above  requested  witnesses  will  have  relevant  and 
independent  information  of  the  events  that  transpired,  and  all  of  these  witnesses  should  be 
produced  in  order  to  accomplish  the  purposes  of  the  investigation.  Simply  reading  the  sworn 
statements  of  some  of  these  witnesses  and  hearing  from  a  few  others  w  ill  not  allow  either  party 
or  the  Investigating  Offieer  to  explore  the  relevant  information.  The  listed  witnesses  need  to  be 
questioned  personally  and  individually  about  w'hat  they  saw^  heard,  and  experienced  if  there  is 
to  be  a  thorough  and  impartial  investigation.' 

c.  Key  Members  of  2nd  Brigade  Combat  Team’s  S-2  Section;  In  the  defense's  w  itness 
request,  the  defense  requested  that  selected  key  members  of  the  intelligence  section  of  the  2nd 
Brigade  Combat  Team  be  made  available. 

1 )  The  relevancy  of  these  witnesses  should  also  be  obvious.  Each  of  these  w  itnesses 
can  provide  different  insight  into  the  events  that  transpired  between  1  November  2009  and  27 
May  2010.  Because  each  witness  viewed  the  events  from  a  different  perspective,  their 
individual  testimony  is  independently  relevant.  The  defense  notes  for  example,  that  all  of  the 
requested  witnesses  provided  sworn  statements  as  part  of  the  Secretarx'  of  the  Army’s  15-6 
Investigation.  This  includes  .VI AJ  Clausen,  CPT  Keay.  CPT  Johnson.  ILT  Gaab,  ILT  Fields. 
CW2  Ehresman,  SSG  Mitchell,  SG'l'  Schwab.  SGT  Padgett.  SGT  Sadtler,  SGT  Cooley,  and 
SGT  Walsh,  fhe  statements  from  these  witnesses  provide  different  and  important  details  about 
the  events.  Each  of  these  witnesses  can  provide  unique  information  regarding  not  only  the 
dysfunctional  leadership  scheme  h>’  MAJ  Clausen  and  MSG  Adkins,  but  also  the  numerous 
recommendations  to  get  PFC  Manning  help  both  prior  to  the  deployment  and  during  the 
deployment.  Each  witness  will  provide  relevant  mitigation  and  extenuation  evidence  regarding 
how  the  S-2  section  failed  to  notify^  the  company  commander  of  the  issues  PFC  Manning  was 
struggling  with  or  the  multiple  acts  of  behavior  that  should  have  resulted  in  an  immediate 
suspension  of  PFC  Manning's  security  clearance. 

2)  In  its  response  to  the  defense  witness  request  for  relevant  S-2  section  witnesses,  the 
government  states  that  the  testimony  of  these  witnesses  is  somehow'  ’'not  relevant  to  the  Article 
32  investigation  and  will  only  serx'e  to  distract  from  the  relevant  issues.”  The  government  also 
opines  that  the  breakdown  in  command  and  control,  the  decision  to  deploy  PFC  Manning,  and 
the  decision  to  not  suspend  his  security  clearance  earlier  “is  not  relevant  to  the  Article  32 
Investigation  and  will  only  serve  to  distract  from  the  relevant  issues.”  The  government  cites  to 
R.C.M.  405(a).  Again,  the  government  ignores  R.C.M.  405(0  and  controlling  case  law  which 


'  it  is  troubling  that  in  the  government's  response  dated  7  December  2011,  it  objects  to  every  listed  witness  by  the 
defense  that  is  not  also  on  the  government's  list.  The  government  does  not  seem  to  be  interested  at  all  in  providing 
an  thorough  and  impartial  investigation.  The  government  indicates  that  it  is  going  to  go  to  the  expense  and  trouble 
of  bringing  tw  o  civilian  w  itnesses  and  other  military  w  itnesses  from  multiple  duty  locations  in  the  United  Slates 
and  overseas,  and  yet  the  government  claims  that  it  is  too  costly  and  troublesome  to  bring  any  of  the  defense 
requested  witnesses.  Such  a  position  defies  logic  and  common  sense. 
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clearly  states  an  accused  has  the  right  to  present  evidence  in  defense,  mitigation,  and 
extenuation  at  the  Article  32.  See  R.C.M.  405(0  (stating  an  accused  has  the  right  to  present 
evidence  in  defense,  mitigation,  and  extenuation);  Article  32(b),  Uniform  Code  of  Military 
Justice  (UCMJ)  (stating  an  accused  may  “present  anything  he  may  desire  in  his  own  behalf, 
either  in  defense  or  mitigation,  and  the  investigation  officer  shall  examine  available  witnesses 
requested...”);  United  States  v.  Garcia,  59  M.J.  447,  451  (C.A.A.F.  2004)(ruling  that  an 
accused  has  the  right  to  present  anything  he  may  desire  in  his  own  behalf  at  an  Article  32  in 
defense  or  mitigation).  Each  of  the  above  requested  witnesses  will  have  relevant  and 
independent  information  of  the  events  that  transpired,  and  all  of  these  witnesses  should  be 
produced  in  order  to  accomplish  the  purposes  of  the  investigation. 

d.  Mental  Health  Prov  iders:  In  the  defense's  witness  request,  it  requested  CPT  Leibman, 
CPT  Worsley,  and  CPT  Critchfield  be  made  available. 

1)  The  relevancy  of  these  witnesses  should  also  be  obvious.  Each  of  these  witnesses 
provided  mental  health  treatment  to  PFC  Marming  or  conducted  a  behavioral  health 
examination  for  the  command.  Because  each  witness  was  involved  at  different  times  and  in 
different  aspects,  their  individual  testimony  is  independently  relevant. 

2)  The  government  states  the  testimony  of  these  mental  health  providers  "is  not 
relevant  to  the  Article  32  investigation  and  will  only  serve  to  distract  from  the  relevant  issues." 
Additionally,  the  government  points  to  the  fact  that  a  R.C.M.  706  board  concluded  that  “PFC 
Manning  did  not  have  a  severe  mental  disease  or  defect  at  the  time  of  the  allged  criminal 
conduct  that  resulted  in  him  being  unable  to  appreciate  the  nature  and  quality  or  wrongfulness 
of  his  conduce  as  a  basis  to  ignore  any  mental  health  testimony.  Such  a  position  is 
indefensible.  The  fact  PFC  Manning  did  not  have  a  “severe  mental  disease  or  defect"  only 
indicates  that  he  does  not  have  a  basis  to  claim  an  insanity  defense.  Such  a  conclusion  does  not 
speak  to  any  diminished  capacity  or  mitigating  and  extenuating  circumstances.  See  R.C.M. 
405(f)  (stating  an  accused  has  the  right  to  present  evidence  in  defense,  mitigation,  and 
extenuation);  .Article  32(b).  Uniform  Code  of  Military  Justice  (UCMJ)  (stating  an  accused  may 
“present  anything  he  may  desire  in  his  own  behalf,  either  in  defense  or  mitigation,  and  the 
investigation  officer  shall  examine  available  witnesses  requested...");  United  States  v.  Garcia, 
59  M.J.  447, 451  (C.A.A.F.  2004)(ruling  that  an  accused  has  the  right  to  present  aitything  he 
may  desire  in  his  own  behalf  at  an  Article  32  in  defense  or  mitigation).  Each  of  the  above 
requested  witnesses  will  have  relevant  and  independent  information,  and  all  of  these  witnesses 
should  be  produced  in  order  to  accomplish  the  purposes  of  the  investigation. 

e.  Original  Classification  .Authorities  (OCA):  In  the  defense's  witness  request,  the  defense 
requested  each  of  the  individuals  that  provided  OCA  reviews  be  made  available. 

1)  The  relevancy  of  these  witnesses  should  also  be  obvious.  Each  of  these  witnesses 
provided  a  unsworn  affidavit  under  28  U.S.C.  §  1 746. 
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2)  The  government  objected  to  the  defense  request  for  any  of  these  witnesses.  The 
government,  without  any  justification,  requested  that  you  find  the  requested  witness  were  not 
reasonably  available  given  the  importance  of  their  respective  postion.  The  government  seems 
to  argue  that  in  matters  of  justice,  if  you  have  too  important  of  a  position,  you  should  not  be 
bothered.  Military  justice  should  not  be  controlled  by  the  importance  of  your  duty  position. 
Each  individual  took  the  time  to  provide  an  unsworn  affidavit.  The  defense  should  be  provided 
with  the  opportunity  to  e.\amine  these  witnes-ses  at  the  Article  32  hearing. 

3)  In  the  event  these  witnesses  are  not  produced,  the  defense  objects  to  the  Investigating 
Officer  considering  their  unsworn  statements.  R.C.M.  405(g)(4)(B).  Unsworn  statements 
under  28  U.S.C.  §  1 746  cannot  be  considered  by  the  Investgating  Officer.  The  Manual  for 
Courts-Martial  requires  that  testimony  given  at  an  Article  32  be  under  oath.  R.C.M. 
405(h)(1)(A).  If  a  witness  is  deemed  not  reasonably  available,  the  Investigating  Officer  can 
consider  sworn  statements.  R.C.M.  405(g)(5)(B)(i).  A  unsw'om  statement  provided  under  28 
U.S.C.  §  1 746  is  not  a  sworn  statement.  In  order  for  an  unsworn  statement  provided  under  28 
U.S.C.  §  1746  to  be  admissible,  it  must  be  subscribed  and  signed  “in  a  judicial  proceeding  or 
course  of  justice"  in  order  to  subject  the  declarant  to  the  penalty  of  perjury'  at  the  Article  32 
hearing.  See  Article  131  c(3)  (noting  that  “Section  1746  does  not  change  the  requirement  that  a 
depiosition  be  given  under  oath  or  alter  the  situation  where  an  oath  is  required  to  be  taken  before 
a  specific  person.”);  See  also  28  U.S.C.  §  1746  (noting  that  the  unsworn  declaration  is  not 
effective  in  “depositions  or  an  oath  of  office,  or  an  oath  required  to  be  taken  before  a  specified 
official") 

f  Current  and  Former  Members  of  the  U.S.  Government:  In  the  defense's  witness  request, 
the  defense  requested  President  Obama.  Secretary  Clinton,  and  former  Secretary'  Gates  be  made 
available. 

1 )  The  relevancy  of  these  witnesses  should  be  obvious.  Each  of  these  witnesses  has 
provided  statements  that  contradict  those  given  by  the  OCA  witnesses  regarding  the  alleged 
damage  caused  by  the  unauthorized  disclosures.  Additionally,  each  of  these  witnesses  is 
relevant  in  order  to  inquire  into  the  issues  of  unlaw  ful  command  influence  and  unlawful  pretrial 
punishment  in  violation  of  Articles  13  and  37  of  the  UCMJ.  See  R.C.M.  405(e)  Discussion 
(stating  that  inquiry  into  other  issues  such  as  legality  of  searches  or  the  admissibility  of 
evidence  is  proper  by  an  Article  32  Investigating  Officer). 

2)  The  government  apparently  has  no  difficulty  obtaining  the  presence  of  civilian 
witnesses  when  it  deems  it  necessary.  The  defense  requests  that  the  Investigating  Officer 
contact  each  civilian  witness  and  invite  each  witness  to  attend  pursuant  to  R.C.M.  405(g)(2XB). 

3)  The  defense  objects  to  the  witnesses  not  being  produced  at  the  Article  32  based  soley 
on  the  determination  by  the  government  that  they  are  too  important  to  be  made  available. 
Assuming  the  witnesses  are  not  produced,  the  defense  w  ill  request  a  deposition  of  these 
witnesses  if  charges  are  referred,  pursuant  to  R.C.M.  702  and  the  holding  in  United  States  w 
Chvculatc.  5  M.J.  143  (C.M.A.  1978). 


o  o 

SUBJECT:  Witness  Justification  -  United  States  v.  PFC  Bradley  E.  Manning 


g.  Mental  Health  Providers  at  the  Quantico  Confinement  Facility:  In  the  defense’s  witness 
request,  the  defense  requested  CAPT  Moore  and  CAPT  Hocter  be  made  available. 

1 )  The  relevancy  of  the.se  witnesses  should  is  obvious.  Each  of  these  witnesses  has 
provided  statements  that  would  suppon  the  fact  PFC  Manning  was  subjected  to  unlawful 
pretrial  punishment  under  Article  13  of  the  Uniform  Code  of  Military  Justice.  See  R.C.M. 
405(e)  Discussion  (stating  that  inquiry  into  other  issues  such  as  legality  of  searches  or  the 
admissibility  of  evidence  is  proper  by  an  Article  32  Investigating  Officer). 

2)  The  government  objects  to  the  defense  request,  stating  that  the  alleged  unlawful 
pretrial  punishment  is  not  relevant  at  the  Article  32  investigation  and  will  only  serve  to  distract 
from  the  relevant  issues.  Whether  PFC  Manning  w'as  unlawfully  punished  prior  to  trial  is  a 
relevant  matter  for  you  to  consider.  The  facts  of  his  unlawful  pretrial  punishment  is  appropriate 
information  for  you  to  consider  in  forming  your  recommendations  to  the  convening  authority. 
The  issue  is  also  important  for  the  integrity  of  the  military  justice  system  and  the  appearance  of 
fairness  in  the  process. 

h.  Inmate  Christoper  Whitfield:  In  the  defense's  witness  request,  it  requested  Inmate 
Whitfield  be  made  available.  The  relevancy  of  this  witness  should  be  obvious.  Any  agent 
testifying  to  the  matters  allegedly  heard  by  Inmate  Whitfield  would  only  be  testifying  to 
hearsay.  Given  the  potential  impact  of  his  testimony,  Inmate  Whitfield  must  be  produced  in 
order  to  provide  for  a  thorough  and  impartial  investigation. 

2.  PFC  Manning  is  charged  with  offenses  that  carry  the  maximum  punishment  of  life  without 
the  possibility  of  parole.  His  charges  are  among  the  most  serious  charges  that  a  soldier  can 
face.  The  government  must  be  prepared  to  accept  the  costs  incurred  by  the  seriousness  of  the 
charges  that  they  have  preferred  against  PFC  Manning.  Anything  but  the  personal  appearances 
of  all  witnesses  requested  by  the  defense  and  government  would  deny  PFC  Manning  his  right  to 
a  thorough  and  impartial  investigation  and  turn  this  into  a  hollow  exercise. 

3.  The  government's  claim  that  the  cost  and  burden  is  loo  great  to  require  the  production  and 
personal  appearance  of  relevant  and  necessary'  w  itnesses  is  not  justified.  It  was  the 
government’s  decision  to  conduct  this  Article  32  investigation  at  Fort  Meade.  The  defense's 
position  has  been  consistent;  it  does  not  object  to  this  location  provided  it  has  the  personal 
appearance  of  all  relevant  and  necessary  witnesses.  The  government  should  not  be  allowed  to 
use  its  own  decision  to  conduct  the  investigation  at  Fort  Meade  as  a  way  to  avoid  making 
relevant  witnesses  available. 


DAVID  EDWARD  COOMBS 
Civilian  Defense  Counsel 
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To: 

Cc: 


Fein.  Ashdffl  CPT  USA  JFHQ-NCR/MPW  SJA 
coombs@armvcourtmartialdefense.cQm:  Almanza.  Paul 


Matthew  kemkes:  Paul  Bouchard:  Tooman.  Joshua  J  CPT  MIL  US  USA  TRAIXiC:  UsizSL. 


OTJAG;  Melissa  Santiago 


Subject: 

Date: 


RE:  Defense  Request  to  Compel  Production  of  Witnesses 
Tfiursday,  December  08,  2011  4:00:35  PM 


Sir, 


In  short,  the  United  States  maintains  its  objections. 

1.  We  acknowledge  the  rights  of  the  accused  under  RCM  405(f).  However,  we 
would  like  to  highlight  that  there  is  no  documented  precedence  that  empowers 
the  defense  to  use  the  Article  32  investigation  to  explore  all  possible 
theories  of  mitigation  and  extenuation  for  matters  that  would  only  be 
potentially  relevant  during  the  sehtendng  phase  of  the  trial,  if  any.  As  you 

will  see  in  Garcia,  the  Court,  in  dicta,  quotes  Article  32  stating  the 
"accused  has  the  right  to  present  anything  he  may  desire  in  his  own  behalf[,]" 
but  actually  rules  on  the  validity  of  an  Article  32  waiver.  The  defense's 
proffered  testimony  is  not  relevant  to  the  charged  misconduct  or  any 
mitigation  or  extenuation  evidence  towards  the  alleged  acts  of  the  accused 
(lAW  the  charge  sheet).  The  defense  is  simply  trying  to  use  the  Article  32  as 
a  vehicle  to  openly  explore  alleged  failures  of  the  chain  of  command  which  are 
not  relevant  to  charges,  thus  outside  the  scope  of  RCM  405  and  your  charter. 

In  fact,  the  defense  uses  the  statement  "each  of  these  witnesses  can  provide 
different  insight  into  the  events  that  transpired  between  1  November  2009  and 
27  May  2010[;]"  however  based  on  the  defense's  proffer,  the  "events"  are  not 
related  to  alleged  criminal  acts  of  the  accused,  but  the  actions  of  others  who 
interacted  with  the  accused. 

2.  RCM  405(g)(1)(A)  purposely  limits  witness  production  for  witnesses  that 
are  both  relevant  and  not  cumulative.  Each  witness  the  United  States  objects 
to  based  on  cumulative  testimony,  is  in  fact  cumulative  with  others  on  the 
witness  list.  The  purpose  of  the  Article  32  is  to  conduct  a  "thorough  and 
impartial  investigation  of  all  matters"  and  that  can  still  be  accomplished  by 
receiving  testimony  by  multiple  other  witnesses  with  similar  access  to 
information,  proximity  to  the  accused,  or  part  of  the  same  joint 
investigation. 

3.  As  for  any  witnesses  testifying  about  alleged  mental  health  issues,  it 
does  not  appear  from  the  defense's  proffered  testimony  that  the  defense 
intends  to  present  testimony  as  to  the  accused's  having  partial  mental 
responsibility  for  the  alleged  aimes;  therefore  these  witnesses  are  not 
relevant  to  the  charges,  including  mitigation  or  extenuation  on  the  merits. 

The  United  States  responses  are  based  solely  on  defense's  proffered  testimony. 
The  United  States  does  not  argue  with  the  defense  that  a  diminished  capacity 
amounting  to  a  partial  mental  responsibility  defense  could  be  relevant  as 
mitigation  and  extenuation. 

4.  The  defense's  witnesses  who  they  proffer  will  testify  about  alleged 
Articles  13  and  37  violations  are  not  relevant.  Our  analysis  under  #1  above 
applies  as  well.  Additionally,  defense's  proffered  Articles  13  and  37 
violations  are  matters  reserved  for  the  convening  authority  prior  to  referral 
and  ultimately  a  military  judge  at  a  court-martial,  if  this  case  is  referred. 

The  substance  of  these  matters  and  the  fact  they  allegedly  occurred  after  the 
commission  of  the  alleged  offenses  make  these  witnesses  not  relevant  to  the 
accused's  alleged  misconduct,  thus  outside  the  scope  of  your  investigation. 


Q 


5.  The  defense  misrepresents  the  government's  position  in  Footnote  1.  The 
United  States  did  not  state  in  its  response  that  it  would  not  entertain  travel 
for  defense  witnesses  based  on  their  production  being  "too  costly  and 
troublesome."  The  United  States  will  entertain  the  defense's  request  for 
witnesses  that  are  not  relevant  or  cumulative  and  based  on  your  detennination 
of  availability  and  method  of  production,  will  produce  the  witnesses. 
Additionally,  the  United  States  intends  to  request  some  of  its  witnesses  be 
called  telephonically,  rather  than  in  person,  but  cannot  make  that  request 
until  you  make  a  determination  on  which  witnesses  you  will  call  as  the 
investigating  officer.  As  of  today  and  absent  the  government's  request  to 
have  the  senior  ranking  government  officials  declared  not  reasonably 
available,  the  United  States  has  not  objected  to  the  personal  appearance  of 
any  witnesses,  both  the  government's  or  defense's.  The  United  States  has 
objected  to  you  considering  certain  witnesses  based  on  relevance  and/or 
cumulative  production.  However,  the  United  States  does  intend  to  make  future 
requests  to  have  some  witnesses  testify  telephonically  to  minimize  costs, 
depending  on  which  witnesses  you  ultimately  order  to  be  produced  and  are 
reasonably  available. 

6.  The  United  States  objects  to  your  consideration  of  Article  131,  Perjury, 
as  a  reference  in  determining  whether  a  statement  is  properly  sworn.  Article 
131  is  a  punitive  article  intended  to  criminalize  sworn  statements  by 
Servicemembers  during  a  judicial  proceeding.  The  original  classification 
authority  (OCA)  reviews  are  simply  sworn  statements  made  "under  penalty  of 
perjury"  lAW  28  U.S.C.  1746.  Rather  than  Article  131,  the  United  States 
recommends  you  consider  Article  134,  False  Swearing,  and  specifically  the 
portion  under  the  explanation  which  states,  "[i]t  does  not  include  such 
statements  made  in  a  judicial  proceeding  or  course  of  justice,  as  these  are 
under  Article  131,  perjury...."  See  MCM,  part  IV,  paragraph  79c(l).  Under  the 
defense's  propos^  anatj^is,  the  only  sworn  statements  that  you  could  consider 
during  this  investigation,  are  previously  sworn  statements  given  under  oath  at 
an  Article  32  investigation  or  court-martial. 

Additionally,  I  added  CPT  Hunter  Whyte  to  our  emails.  He  is  another 
government  counsel. 

Thank  you. 

v/r 

CPT  Fein 
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To: 

Cc; 


From: 


CQombs@armvcotjrtmaftialctefense.com 

Almanza.  Paul:  Fein.  Ashcten  CPT  USA  JFHQ-NCR/HDW  SJA 


Subject: 

Date: 


RE;  Teiepbonic  802 

Sunday,  December  11,  2011  11:17:24  PM 


LTC  Almanza, 

1500  will  work  with  the  me.  I  would  like  to  discuss  the  outstanding  issues  regarding  which  witnesses 
will  be  produced,  the  production  of  evidence  motion,  and  the  defense's  closure  motion. 

Best, 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

11  South  Angell  Street,  #317 

Providence,  RI  02906 

Toll  Free:  1-800-588-4156 

Local:  (508)  689-4616 

Fax:  (508)  689-9282 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com 


♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments,  may  contain  confidential  attorney- 
client  information  and  is  intended  for  the  person(s)  or  company  named.  If  you  are  not  the  intended 
recipient,  please  notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure,  copying  or  use  of  this 
information  may  be  unlawful  and  is  prohibited. ♦♦♦ 


- Original  Message  - . 

Subject:  Re:  Telephonic  802 

From:  "Almanza,  Paul"  <Paul.Almanza@usdoj.gov> 

Date:  Sun,  December  11,  2011  10:34  pm 
To:  <Ashden.Fein@jfhqna.northcom.mil>, 

<coombs@a  rmycourtmartialdefense.com> 

Cc:  <matthew.kemkes@us.army.mil>,  <paul.r.bouchard.mil@mail.mil>, 
<JoDean.Morrow@jfhqna.northcom.mil>, 

<  Angel .  Overgaa  rd@jfhqncr.  northcom .  mil  > , 

<melissa.s.santiago@us.army.mil> 

Counsel  - 

I'm  available  any  time  tomorrow,  but  given  the  government's  availability,  we  should  plan  for  1500. 
Thanks,  and  talk  to  you  then. 

LTC  Almanza 

- Original  Message - 

From:  Fein,  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA  <Ashden.Fdn@jfhqna.northcom.mil> 

To:  coombs@armycourtmartialdefense.com  <coombs@armycourtmartialdefense.com>;  Almanza, 
Paul 

Cc:  Matthew  kemkes  <matthew.kemkes@us.army.mil>;  paul.r.bouchard.mil@mail.mil 
<paul.r.bouchard.mil@mail.mil>;  Morrow  III,  JoDean,  CPT  USA  JFHQ-NCR/MDW  SJA 


o 


<JoDean.Morrow@ifhqncr.northcom.mil>;  Overgaard,  Angel  M.  CPT  USA  JFHQ-NCR/MDW  SJA 
<Angel.Overgaard@jfhqncr.northcom.mil>;  Melissa  Santiago  <melissa.s.santiago@us.army.mil> 
Sent:  Sun  Dec  11  18:14:42  2011 
Subject:  RE:  Telephonic  802 

Sir, 

The  government  has  no  issue,  but  requests  the  call  after  1500.  We  will  be 
moving  our  office  in  the  morning  in  order  to  prepare  for  the  Article  32. 

Thank  you. 

v/r 

CPT  Fein 

- Original  Message - 

From:  coombs@armycourtmartialdefense.com 
[mailto:coombs@arrnycourtmattialdefen5e.CQml 

Sent:  Sunday,  December  11,  2011  6:14  PM 
To:  Almanza,  Paul 

Cc:  Matthew  kemkes;  paul.r.bouchard.mil@mail.mil;  Morrow  III,  JoDean,  CPT  USA 
JFHQ-NCR/MDW  SJA;  Overgaard,  Angel  M.  CPT  USA  JFHQ-NCR/MDW  SJA;  Fein,  Ashden 
CPT  USA  JFHQ-NCR/MDW  SJA;  Melissa  Santiago 
Subject:  Telephonic  802 

LTC  Almanza, 

I  was  wondering  if  we  could  have  a  quick  802  on  Monday  to  discuss  some  of  the 
remaining  issues?  I  am  open  just  about  anytime  after  1030. 


Best, 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

11  South  Angell  Street,  #317 

Providence,  RI  02906 

Toll  Free:  1-800-588-4156 

Local:  (508)  689-4616 

Fax:  (508)  689-9282 

coombs@aimycourtmaftialdefense.com 

www.armycourtmartialdefense.com 


♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments,  may 
contain  confidential  attomey-dient  information  and  is  intended  for  the 
person(s)  or  company  named.  If  you  are  not  the  intended  recipient,  please 
notify  the  sender  and  delete  all  copies.  Unauthorized  disclosure,  copying  or 
use  of  this  information  may  be  unlawful  and  is  prohibited.^^^ 
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To: 

Cc: 


Subject: 


From: 


Date: 


coQmbs@armvcourtniartialdefense.CQnn 

Almanza.  Paul:  Fein.  Ashden  CPT  USA  JFHQ-NCR/MPW  5JA 

Matthew  kemkes:  Daul.r.boudiard.mil@mail.mil:  Morrow  111.  JoDean.  CPT.ilSA  JFHQ-NOVMDW  SJA; 

overoaard.  Anoei  M.  CPT  USA  3FH0-NCR/MDW  SM:  melissa,s.santiagQ@us.annY.tM 

RE:  Telephonic  802 

Monday,  December  12,  2011  5:44:27  PM 


LTC  Almanza, 


28  U.S.C.  1746  Statements 

In  response  to  your  request  for  us  to  look  at  2010  WL  2265833  and  2002  WL  243445,  the  defense's 
position  is  that  both  cases  are  inapplicable  to  the  situation  at  hand.  In  Faison,  the  10  found  that  TRD 
was  unavailable  and  that  her  videotaped  statement  was  sworn.  Such  a  determination  was  appropriate 
given  the  tact  TRD  responded  to  questions  indicating  that  she  knew  the  difference  between  the  truth 
and  a  lie  and  promised  to  tell  the  truth.  As  the  10  and  the  AFCCA  correctly  concluded,  this  colloquy 
more  than  adequately  satisfied  the  oath/affirmation  requirement  so  as  to  make  TRD's  videotaped 
statement  a  sworn  statement  under  R.C.M.  405(g)(4)(B)(i).  In  the  instant  case,  unsworn  statements 
under  28  U.S.C.  §  1746  do  not  share  any  of  the  same  hallmarks  of  a  sworn  statement.  The  statements 
are  not  made  in  front  of  anyone  and  the  statements  are  not  similar,  in  that  they  are  not  made  in  front 
of  a  person  authorized  to  administer  oaths. 

Likewise,  Elsevier  dealt  with  a  videotaped  interview  that  was  done  without  a  formal  swearing  or  oath. 
However,  it  qualified  as  a  sworn  statement  in  accordance  with  R.C.M.  405(g)(4)(B)(i)  since  on  a  later 
date  the  unavailable  witness  did  swear  to  the  truth  of  the  statements  contained  therein.  The  10 
correctly  found  this  to  be  a  sworn  adoption  of  the  videotaped  interviews  that,  pursuant  to  United  States 
V.  Wood,  36  M.J.  651  (A.C.M.R.  1992),  rendered  it  admissible.  None  of  the  individuals  who  provided  the 
unsworn  statements  under  28  U.S.  C.  §  1746  have  subsequently  provided  a  sworn  adoption  of  their 
unsworn  statement  in  accordance  with  R.C.M.  405(g)(4)(B)(i). 

An  unsworn  statement  provided  under  28  U.S.C.  §  1746  does  not  qualify  as  a  sworn  statement.  In 
order  for  an  unsworn  statement  provided  under  28  U.S.C.  §  1746  to  be  admissible,  it  must  be 
subscribed  and  signed  "in  a  judicial  proceeding  or  course  of  justice"  at  the  Article  32  hearing.  A  plain 
reading  of  28  U.S.C  Section  1746  and  R.C.M.  405(h)(1)(A)  undercuts  any  argument  to  the  contrary. 

Closure 

While  the  Defense  acknowledges  the  general  right  of  the  public  to  attend  criminal  proceedings,  such 
right  is  not  unfettered  and  must  be  balanced  by  the  right  of  the  accused  to  a  fair  trial.  Specifically,  the 
Defense  maintains  that  the  public's  interest  in  five  discrete  pieces  of  evidence,  which  may  or  may  not 
be  admissible  if  the  case  proceeds  to  trial,  is  not  sufficiently  overwhelming  to  override  the  accus^'s 
right  to  a  fair  trial.  It  is  important  to  note  that  all  of  the  cases  in  this  area  involve  the  government 
attempting  to  close  the  Article  32  hearing  while  the  accused  was  attempting  to  assert  the  right  to  a 
public  hearing.  Here,  it  is  the  accused  who  is  asserting  his  right  to  dose  parts  of  the  hearing  in  order  to 
preserve  the  integrity  of  the  judidal  process  and  to  ensure  his  right  to  a  fair  trial.  The  Government  can 
|X>int  to  no  harm  to  its  case  based  upon  the  defense's  request.  Instead,  the  discussion  seems  to  be 
centered  on  subsequent  steps  that  a  military  judge  can  take  to  cure  any  error  at  the  Artide  32.  This 
analysis  is  misguid^  given  the  relative  ease  of  avoiding  the  harm  and  the  limited  nature  of  the 
defense’s  request.  Certainly,  to  the  extent  that  we  are  going  to  err,  we  should  err  on  the  side  of 
caution.  In  this  instance,  that  would  mean  dosing  the  hearing  during  those  limited  times  requested  by 
the  defense. 


ATT  Training 

The  defense  has  attached  the  referenced  email  regarding  the  IT  training. 


Best, 


David 


o 


David  E.  Coombs,  Esq.  i 

Law  Office  of  David  E.  Coombs  j 

11  South  Angell  Street,  #317  i 

Providence,  RI  02906  ! 

Toll  Free:  1-800-588-4156 

Local:  (508)  689-4616  ! 

Fax:  (508)  689-9282  j 

coombs@armycourtmaitialdefense.com 

www.armycourtmaitialdefense.com  , 
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information  may  be  unlawful  and  is  prohibited.*** 


o 


0 


UNITED  STATES  OF  AMERICA 

V. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

)  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

) 

)  Enclosure  17 

) 

) 

) 


8  March  2012 


e 


From;  Fein.  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA 

To:  coombs(S)armvcourtmartialdefense.com :  Almanza^  Paul 

Cc  Matthew  kemkes:  pauI.r.bQuchard.milgtmail.mil:  MoiTQW  III.  JoDean.  CPT  USA  JFHQ-rO/MDW  SJA; 

Overgaard.  Anoel  M.  CPT  USA  3FHO-NCR/MDW  SJA:  mellssa.s.santiaQQ@us.armv.mil;  Whvte.  Jeffrey  H.  CFT 

USA  IFHO-NCR/MnW  SIA 
Subject:  RE;  Telephonic  802 

Date:  Monday,  December  12,  2011  9:01:16  PM 


Sir, 

The  United  States  maintains  its  previously  stated  position  on  both  the  validity  of  the  sworn  statements 
and  keeping  the  hearing  open  to  the  public  in  order  to  reduce  public  scrutiny  and  ensure  transparency 
of  the  military  justice  process. 

Our  systems  were  down  tonight,  and  we  will  send  a  copy  of  the  email  the  defense  referenced 
tomorrow. 


v/r 

CPT  Fein 


o 


o 


UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  18 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Vii^nia  22211  ) 


Q 


O 


From: 

To: 


Cc 

Subject: 

Date: 

Attachments: 


Almanza.  Paul  R  LTC  RES  USAR  USARC 

Morrow  IH.  JoDean.  CPT  USA  JFHO-NCR/MDW  SJA:  Fern.  Ashden  CPT  USA  JFHQ-NOVMDW  SJA; 

paul.r.bQiJchard.mil@mail.mil:  coQmbs@armvcouftmartialdefense.com :  Overgaard.  AhOel  M.  CPT  USA  JFHQ- 
NCR/MDW  SJA:  Matthew  kemkes:  Whvte.  Jeffrey  H.  CPT  USA  JfHQ-NCR/MDW  SJA 

US  V.  PFC  BM  -  Witness  Ust  (UNCLASSIFIED) 

Monday,  December  12,  2011  8:59:46  PM 
Manning  Article  32  Witness  List  12121  Irev.doc 


Qassification:  UNCLASSIFIED 
Counsel  - 

Attached  per  my  conversation  with  CPT  Fein  and  Mr.  Coombs  this  afternoon  is  a  copy  of  my  witness  list 
for  the  hearing. 

I  will  circulate  a  signed  version  of  this  document  as  soon  as  possible. 

Thank  you. 

LTC  Almanza 

Classification:  UN(lASSinED 


o 


UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  19 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 


Q 


Q 


DEPARTMENT  OF  THE  ARMY 
150TH  JUDGE  ADVOCATE  GENERAL  DETACHMENT  (LSO) 
MG  ALBERT  C.  UEBER  USAR  CENTER 
6901  TELEGRAPH  ROAD 
ALEXANDRIA,  VIRGINIA  22310-3320 


ARRC-CAR-LSQ 


1 2  December  20 1 1 


MEMORANDUM  FOR  US  v.  Manning  Article  32(b)  Participants 


SUBJECT;  Witness  List 


I .  As  indicated  in  my  original  notification  memorandum  of  23  November  20 1 1 ,  as  delayed  by 
my  e-mail  notification  to  you  of  7  December  201 1,  below  is  a  list  of  the  witnesses  I  intend  on 
calling  during  the  investigation  of  this  case  and  my  initial  determination  as  to  whether  witnesses 
are  reasonably  available.  Government  counsel,  please  advise  both  me  and  defense  counsel  if  you 
believe  any  of  the  witnesses  designated  below  as  reasonably  available  are  not  reasonably 
available;  for  any  witness  designated  as  not  reasonably  available  or  that  you  believe  is  not 
reasonably  available,  please  indicate  whether  he  or  she  will  be  available  by  telephone  during  the 
investigation  or  whether  you  believe  another  alternative  to  testimony  is  appropriate. 

a.  SFC  Paul  Adkins  (reasonably  available) 

b.  SPC  Eric  S.  Baker  (reasonably  available) 

c.  WO  I  Kyle  J.  Balonek  (not  reasonably  available) 

d.  SA  Troy  Bettencourt  (reasonably  available) 

e.  SSG  Peter  Bigelow  (not  reasonably  available) 

f  CPT  Thomas  Cherepko  (not  reasonably  available) 

g.  SA  Antonio  Edwards  (reasonably  available) 

h.  CPT  Casey  Fulton  (reasonably  available) 

i.  SA  Toni  Graham  (not  reasonably  available) 

j.  Mr.  Mark  Johnson  (reasonably  available) 

k.  Mr.  Adrian  Lamo  (not  reasonably  available) 

l.  CPT  Steven  Lim  (reasonably  available) 

m.  SGT  Chad  Madaras  (not  reasonably  available) 

n.  SFC(R)  Brian  Madrid  (not  reasonably  available) 

o.  SA  Mark  Mander  (reasonably  available) 

p.  Mr.  Jason  Milliman  (not  reasonably  available) 

q.  SA  Calder  Robertson  (not  reasonably  available) 

r.  SA  David  Shaver  (reasonably  available) 

s.  Ms.  Jihrleah  Showman  (not  reasonably  available) 

t.  SA  Alfred  Williamson  (reasonably  available) 

u.  CPT  Barclay  Keay  (reasonably  available) 

V.  SGT  Daniel  Padgett  (reasonably  available) 

w.  Inmate  Christopher  Whitfield  (not  reasonably  available) 

X.  RADM  Kevin  Donegan  (not  reasonably  available) 

y.  Mr.  Robert  Betz  (not  reasonably  available) 


Q 


O 

ARRC-CAR-LSQ 
SUBJECT:  Witness  List 


z.  LtGen  Robert  Schmidle  (not  reasonably  available) 
aa.  VADM  Robert  Harward  (not  reasonably  available) 
bb.  Mr.  Patrick  Kennedy  (not  reasonably  available) 
cc.  RADM  David  Woods  (not  reasonably  available) 

dd.  Person  subscribing  Bates  numbers  00378148-00378175  and  00410623-00410634  (not 
reasonably  available) 

2.  Please  address  all  questions  or  concerns  to  the  undersigned  at  paul.almanza@usdoi.gov  or 
paul.r.almanza@us.army.mil 

3.  POC  for  this  memorandum  is  the  undersigned. 


Original  signed 
PAUL  R.  ALMANZA 
LTC,  JA,  USAR 
Investigating  Officer 


CF: 

MAJ  Matthew  Kemkes  (at  matthew.kemkes@us.army.mil) 

CPT(P)  Paul  Bouchard  (at  paul.r.bouchard.mil@mail.mil) 

CPT  Ashden  Fein  (at  ashden.fein@jfhqncr.northcom.mil) 

Mr.  David  Coombs  (at  coombs@armycourtmartialdefense.com) 
CPT  JoDean  Morrow  (atjodean.morrow@Jfhqncr.northcom.mil) 
CPT  Angel  Overgaard  (at  angel.overgaard@jfhqncr.northcom.mil) 
CPT  Jeffrey  Whyte  (atjeffrey.whyte@jfhqncr.northcom.mil) 


o 


o 


UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  20 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 


o 


From:  Almanza.  Paul 

To:  Fein.  Ashden  CPT  USA  JFHO-NCR/MDW  SJA:  coombs@annvcourtmartialdefense.CQm 

Ca  Matthew  kemkes:  Daul.r.bouchafd.mil@mail.tnil:  MOITOVY  III.  JoPean.  CPT  USA  JFHQ-NCR/MDW  SJA; 

Qvefoaard.  Anoel  M.  CPT  USA  JFHO-NCR/MDW  SJA:  melissa.s.santiaQQ@us.amw.mil:  Whyte.  JcfftSL 
USA  3FH0-NCR/MDW  SJA 
Subject:  Re:  Telephonic  802 

Date:  Monday,  December  12,  2011  9:15:05  PM 


All- 

I  just  sent  the  witness  list  I  mentioned  in  my  conversation  with  Mr.  Coombs  and  CPT  Fein  from  my  ako 
account  (paul.r.almanza@us.army.mil).  As  I  haven't  yet  received  it  on  my  DOJ  email  to  which  I  sent  it 
as  a  cc,  just  wanted  to  let  you  know  if s  on  its  way. 

Also,  counsel,  I  intend  to  ask  my  legal  advisor  for  advice  on  whether  a  statement  under  penalty  of 
perjury  should  be  considered  a  "sworn  statement"  that  can  be  considered  by  the  10  over  defense 
objection  if  the  witness  is  not  reasonably  available. 

Thank  you. 

LTC  Almanza 


'  vjr 


Q 


UNITED  STATES  OF  AMERICA 

) 

) 

V. 

)  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

) 

1  Enclosure  21 

) 

)  8  March  2012 

) 

8  March  2012 


o 


o 


From: 


To: 

Cc 


Almanza.  Paul:  Fein.  Ashden  CPT  USA  JFHO-NCR/MDW  SJA 


Subject: 


USA  JFHQ-NCR/MDW  SJA 

RE;  Telephonic  802 


Date: 


Monday,  December  12,  2011  9:42:09  PM 


LTC  Almanza, 

The  defense  received  your  list  of  intended  witnesses.  It  is  the  defense's  understanding  that  the  listed 
witnesses  are  those  that  you  would  want  to  hear  from  during  the  hearing.  If  a  specific  witness  is  listed 
as  reasonably  available  by  you,  then  this  witness  is  to  be  produced  as  a  live  witnesses.  The  defense  is 
unsure  of  your  intent  regaining  a  witness  that  is  on  your  list  but  is  listed  as  "not  reasonably  available." 
It  appears  that  you  are  deferring  to  the  government  regarding  whether  these  witnesses  will  be 
produced  and  in  what  manner.  The  defense  believes  that  this  determination  must  be  made  by  you  and 
not  the  government. 

If  the  defense’s  reading  of  your  memorandum  is  correct,  it  appears  that  only  12  witnesses  will  be  called 
at  the  Article  32  (one  of  wrhich  will  invoke  his  5th  Amendment  Right).  The  remaining  witnesses,  under 
the  above  understanding,  will  testify  if  at  all,  at  the  government's  discretion. 

With  regards  to  the  witnesses  not  listed  by  you,  the  defense  requests  a  ruling  regarding  whether  these 
witnesses  have  been  deemed  as  either  not  relevant,  cumulative  or  not  reasonably  available.  Under 
R.C.M.  405(g)(2)(D),  the  defense  objects  to  the  determination  that  its  listed  witnesses  are  either  not 
relevant,  cumulative  or  not  reasonably  available. 


Best, 


DavkJ 


David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

11  South  Angell  Street,  #317 

Providence,  RI  02906 

Toll  Free;  1-800-588-4156 

Local:  (508)  689-4616 

Fax:  (508)  689-9282 

coombs@armycourtmartialdefense.com 

www.armycourtmartialdefense.com 

♦♦♦Confidentiality  Notice:  This  transmission,  including  attachments,  may  contain  confidential  attomey- 
dient  information  and  is  intended  for  the  person(s)  or  company  named.  If  you  are  not  the  intended 
recipient,  please  notify  the  sender  and  delete  all  copies.  Unauthorized  disdosure,  copying  or  use  of  this 
information  may  be  unlawful  and  is  prohibited. ♦♦♦ 


c  o 


UNITED  STATES  OF  AMERICA 

) 

V. 

) 

)  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

) 

)  Enclosure  22 

) 

)  8  March  2012 

) 

c 


o 


To: 

Cc 


From: 


Fein.  Ashden  CRT  H<^  IFHO-NCR/MDW  S3A 


Overciaard.  Anael  M.  CRT  L 

USA  JFHQ-NOVMDW  5JA 


Subject: 


Date: 


RE:  Telephonic  802 

Monday,  December  12,  2011  10:51:03  PM 


Attachments:  SFC  Adkins  ART-31  .odf 


Sir, 


As  for  those  witnesses  you  determined  to  be  reasonably  available,  the  United  States  agrees  with  the 
defense's  interpretation. 

Based  on  the  attached  memorandum,  SFC  Adkins  is  invoking  his  Article  31  rights.  The  United  States  will 
produce  him  if  you  determine  his  presence  is  required  to  invoke  his  rights.  Otherwise,  all  the 
government’s  offered  witnesses  are  available  and  the  United  States  will  check  on  the  status  of  CPT  Keay 
and  SGT  Padgett  (defense  offered  witnesses)  tomorrow  morning.  DTS  should  not  be  an  issue,  if  they 
are  available. 

As  for  any  witness  designated  as  not  reasonably  available,  the  government  requests  to  call  them  as 
telephonic  witnesses,  if  you  are  not  considering  their  sworn  statements. 

The  United  States  joins  the  defense  in  the  request  for  you  to  annotate  for  the  record  which  witnesses 
you  deemed  not  relevant  or  relevant  but  cumulative. 

Rnally,  as  we  discussed  earlier  today  during  our  conference  call,  the  United  States  stands  ready  to 
coordinate  the  travel  for  those  witnesses  that  are  reasonably  available  or  alternative  testimony  of  each 
witness  that  you  deem  relevant  and  not  cumulative,  from  both  the  government's  and  defense's  witness 
lists. 


Thank  you. 


v/r 

CPT  Fein 


c 


Q 


UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  23 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 


c 


o 


From;  Almanza.  Paul 

To:  Fein.  Ashden  CPT  USA  JFHQ-NCR/MDW  SJA:  coomtsPaniTiTOurtmailiaMeto 

wuI.r.almanaPus.armv.mil 

Cc  Matthew  kemkes:  paul.r.bouchard.milgimail.mil:  MgirOW  til.  JoPean.  CPI  USA  JFHO  NCB/HDW  SJA; 

Ch/praaard.  Anoel  M.  CPT  USA  JFHQ-NQVMDW  SJA:  melissa.s.santiaQO@tJS.arTTW.n^:  Whvte.  Jeffrey  H.  CPT 

USA  3FHO-NCR/MDW  SJA 
Subject;  Re:  Telephonic  802 

Date:  Tuesday,  December  13,  2011  8:55:53  AM 


Counsel  - 

Yes,  I  intend  that  witnesses  I  listed  as  "reasonably  available"  be  produced  as  live  witnesses  at  the 
hearing,  and  witnesses  I  listed  as  "not  reasonably  available"  be  heard  from  through  an  alternative  to 
tesbmony. 

My  making  initial  determinations  as  to  availability  of  witnesses  does  not  constitute  my  deferring  to  the 
government  on  whether  witnesses  will  be  produced  or  not.  Rather,  I  simply  made  an  initial 
determination  as  to  whether  witnesses  were  reasonably  available  or  not  per  RCM  405(g)(2)(A)  and  (B). 

I  then  asked  the  government  if  they  believed  any  witness  was  not  reasonably  available  to  see  if  there 
are  any  issues  with  immediate  commanders  of  military  witnesses  determining  that  they  are  not 
reasonably  available  or  civilian  witnesses  not  being  reasonably  available. 

I  then  asked  the  government  whether  witnesses  I  initially  determined  are  not  reasonably  available  will 
be  available  for  telephonic  testimony  or  whether  they  believe  another  alternative  to  testimony  is 
appropriate  in  order  to  determine  whether  there  would  be  any  issue  with  telephonic  testimony  of  the 
witnesses  I  have  initially  determined  are  not  reasonably  available. 

As  counsel  know,  there  is  still  an  outstanding  issue  as  to  whether  statements  under  penalty  of  perjury 
of  certain  witnesses  on  my  list  designated  as  not  reasonably  available  can  be  considwed  over  defense 
objection.  For  other  witnesses  on  my  list  that  I  initially  detennined  are  not  reasonably  available,  I 
intend  to  take  their  testimony  telephonically. 

I  will  of  course  note  the  defense  objection  and  prepare  a  written  determination  tia  whether  I  deemed 
witnesses  not  listed  as  not  relevant,  cumulative,  or  not  reasonably  available. 

Please  let  me  know  if  you  have  any  questions. 


LTC  Almanza 


o  o 


UNITED  STATES  OF  AMERICA 

) 

V. 

) 

)  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 

Fort  Myer,  Virginia  22211 

) 

I  Enclosure  24 

) 

)  8  March  2012 

) 

From:  Almanza.  Paul  R  LTC  RES  USAR  USARC 

To:  Morrow  m.  JoDean.  CPT  USA  JFHQ-NCR/MDW  S3A:  Fein.  Ashden  CFT  USA  jmO-NCR/MDW  SJA: 

coombsaiarTnvcourtTnartiaidefense.com :  wul.r.boutfard, miPmail.mil;  Qyefuaard.  Angd  M.  CPT  USA  JFHQ- 
NCR/MDW  SJA:  Matthew  kemkes:  Whvte.  Jeffrey  H.  CPT  USA  JFHQ-NCR/MDW  SIA 
Cc  paul.r.almanzaaus.armv.mil :  riaul.almanzaausdoi.QQv:  Holzef.  Mart  LTC  MIL  USA  OTJAQ 

Subject:  US  v.  PFC  BM  -  Closure  Determination  (UNCLASSIFIED) 

Date:  Tuesday,  December  13,  2011  12:18:26  PM 

Attachments:  Manning  Article  32  Closure  Determination  121311.dQC 

Manning  Articte  aZ.Witness  Ua  121311.(1« 


aassification:  UNCLASSIHED 
Counsel  - 

Attached  is  my  closure  determination.  I've  also  attached  another  copy  of  my  witness  list  - 1 
inadvertently  had  the  wrong  office  syrntwl  on  what  I  provided  yesterday. 

Once  I  get  these  documents  printed,  I  will  provide  signed  copies. 


LTC  Almanza 

aassification:  UNCLASSIRED 


c 


o 


UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  25 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 


o 


DEPARTMENT  OF  THE  ARMY 
ISOTH  JUDGE  ADVOCATE  GENERAL  DETACHMENT  (LSO) 
MG  ALBERT  C.  UEBER  USAR  CENTER 
6901  TELEGRAPH  ROAD 
ALEXANDRIA  VIRGINIA  22310-3320 


AFRC-MJVA 


13  December  20 11 


MEMORANDUM  FOR  US  v.  Manning  Article  32(b)  Participants 


SUBJECT:  Witness  List 


1 .  As  indicated  in  my  original  notification  memorandum  of  23  November  201 1 ,  as  delayed  by 
my  e-mail  notification  to  you  of  7  December  201 1,  below  is  a  list  of  the  witnesses  I  intend  on 
calling  during  the  investigation  of  this  case  and  my  initial  determination  as  to  whether  witnesses 
are  reasonably  available.  Government  counsel,  please  advise  both  me  and  defense  counsel  if  you 
believe  any  of  the  witnesses  designated  below  as  reasonably  available  are  not  reasonably 
available;  for  any  witness  designated  as  not  reasonably  available  or  that  you  believe  is  not 
reasonably  available,  please  indicate  whether  he  or  she  will  be  available  by  telephone  during  the 
investigation  or  whether  you  believe  another  alternative  to  testimony  is  appropriate. 

a.  SFC  Paul  Adkins  (reasonably  available) 

b.  SPC  Eric  S.  Baker  (reasonably  available) 

c.  WOl  Kyle  J.  Balonek  (not  reasonably  available) 

d.  SA  Troy  Bettencourt  (reasonably  available) 

e.  SSG  Peter  Bigelow  (not  reasonably  available) 

f.  CPT  Thomas  Cherepko  (not  reasonably  available) 

g.  SA  Antonio  Edwards  (reasonably  available) 

h.  CPT  Casey  Fulton  (reasonably  available) 

i.  SA  Toni  Graham  (not  reasonably  available) 

j.  Mr.  Mark  Johnson  (reasonably  available) 

k.  Mr.  Adrian  Lamo  (not  reasonably  available) 

l.  CPT  Steven  Lim  (reasonably  available) 

m.  SGT  Chad  Madaras  (not  reasonably  available) 

n.  SFC(R)  Brian  Madrid  (not  reasonably  available) 

o.  SA  Mark  Mander  (reasonably  available) 

p.  Mr.  Jason  Milliman  (not  reasonably  available) 

q.  SA  Calder  Robertson  (not  reasonably  available) 

r.  SA  David  Shaver  (reasonably  available) 

s.  Ms.  Jihrleah  Showman  (not  reasonably  available) 

t.  SA  Alfred  Williamson  (reasonably  available) 

u.  CPT  Barclay  Keay  (reasonably  available) 

V.  SGT  Daniel  Padgett  (reasonably  available) 

w.  Inmate  Christopher  Whitfield  (not  reasonably  available) 

X.  RADM  Kevin  Donegan  (not  reasonably  available) 

y.  Mr.  Robert  Betz  (not  reasonably  available) 


G 


O 


AFRC-MJVA 
SUBJECT:  Witness  List 


z.  LtGen  Robert  Schmidle  (not  reasonably  available) 
aa.  VADM  Robert  Harward  (not  reasonably  available) 
bb.  Mr.  Patrick  Kennedy  (not  reasonably  available) 
cc.  RADM  David  Woods  (not  reasonably  available) 

dd.  Person  subscribing  Bates  numbers  00378I48-(X)378175  and  00410623-00410634  (not 
reasonably  available) 

2.  Please  address  all  questions  or  concerns  to  the  undersigned  at  Daul.almanza@usdoi.gov  or 
paul.r.almanza@us.army.mil 

3.  POC  for  this  memorandum  is  the  undersigned. 


PAUL  R.  ALMANZA 
LTC,  JA,  USAR 
Investigating  Officer 


CF: 

MAJ  Matthew  Kemkes  (at  matthew.kemkes@us.army.mil) 

CPT(P)  Paul  Bouchard  (at  paul.r.bouchard.mil@mail.mil) 

CPT  Ashden  Fein  (at  ashden.fein@jfhqncr.northcom.mil) 

Mr.  David  Coombs  (at  coombs@armycourtmartialdefense.com) 
CPT  JoDean  Morrow  (atjodean.morrow@jftiqncr.northcom.mil) 
CPT  Angel  Overgaard  (at  angel.overgaard^fhqncr.northcom.mil) 
CPT  Jeffrey  Whyte  (atjeflfrey.whyte@jfhqncr.northcom.mil) 

LTC  Mark  Holzer  (at  mark.holzer@us.army.mil) 


o 


o 


UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  26 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 


G 


O 


From:  Fein.  Ashden  CPT  USA  JFHO-NCR/HDW  SJA 

To:  Alman2a.  Paul:  mQnibsaafmvmurtnMrtialdefense.com  oauI.r.almanzaflus.anTiv.mil 

Cc  Matthew  kemkes:  oauI.r.bouchard.mliamail.mH:  Morrow  m.  JoDean.  CPT  USA  JFHQ-NCR/MDW 

Ovemaard.  Anoei  M.  CPT  USA  3FHQ-NCR/MDW  S3A:  mdtsa.santiaoofiuSifltnty.iiHl;  Wttfte.  XfteyiL£EI 

USA  JFHQ-NCR/MDW  SJA:  Holzer.  Mark  LTC  MIL  USA  0TW3 
SuItJoct:  RE;  Telephoto  802 

Date:  Wednesday,  December  14,  2011  10:37:05  AM 

AttachmantK  Fw  Sworn  Statement  fUNCLASSIFlEDi.msQ 

Importance:  High 


Good  morning.  The  government  was  without  emaii  from  at  least  1937  last  night  until  1030  this 
morning.  This  email  serves  as  an  update  to  your  witness  request  and  other  administrative  issues  up  to 
1937  last  night.  Email  Is  sporadic  but  we  should  be  able  to  continue  communicating  through  email. 

Witness  List  The  government  is  working  to  finalize  whether  witnesses  will  be  available  for  telephonic 
testimony.  We  do  not  anticipate  any  issues  with  telephonic  testimony  of  the  witnesses  you  ruled  "not 
available"  except  the  below  witnesses. 

1.  We  do  not  know  whether  the  different  original  classification  authorities  (OCAs)  will  be  available  for 
telephonic  testimony  and  will  likely  not  know  until  1300  on  15  Dec  11. 

2.  The  United  States  requests  CPT  Keay  be  deemed  not  reasonably  available  and  testify  via  telephone. 
CPT  Keay  is  currently  scheduled  for  block  leave  during  the  hearing  and  already  has  airline  tickets  and 
other  non-refundable  reservations.  We  are  working  to  obtain  copies  of  his  leave  form  and  other  travel 
documents. 

3.  The  United  States  requests  SGT  Padgett  be  deemed  not  reasonably  available  and  testify  via 
telephone.  SGT  Padgett  Just  returned  from  a  five  month  TDY  for  MOS  re-dassification  training  (AIT). 

He  just  returned  to  tfie  unit  and  we  expect  more  information  from  the  command  in  the  next  few  hours. 

I  will  forward  the  commander's  decision  about  his  physical  presence  and  reason,  once  we  receive  It. 

4.  The  United  States  requests  Mr.  Adrian  Lamo's  be  deemed  reasonably  available.  Mr.  Lamo  Is 
diagnosed  with  asperger  syndrome.  This  Is  a  high  functioning  form  of  autism.  Based  on  his  medical 
condition,  he  will  not  likely  be  able  to  rday  meaningful  testimony  over  the  telephone  that  should  assist 
you  in  your  investigation,  and  allow  the  prosecution  and  defense  to  adequately  question  him. 
Additionally,  the  witness  would  likely  be  non-responsive  If  testifying  over  the  tel^one.  Rather  than 
rule  him  reasonably  unavailable  but  available  for  telephonic  testimony,  the  United  States  requests  the 
ability  to  produce  him  for  in-person  testimony,  if  he  is  willing  to  participate  in  the  hearing. 

5.  The  United  States  requests  SFC  Adkins  be  deemed  not  reasonably  available  based  on  the  pieviousiy 
provided  memorandum  stating  he  intends  to  invoke  his  rights  under  Artide  31.  "A  witness  who  is 
unavailable  under  Mil,  R.  Evid.  804{aXl)-(6),  is  not  'reasonably  available.’"  RCM  405(g)(lXA).  MRE 
804(aXl)  incorporates  in  the  claim  of  privilege  against  self-inaimination. 

6.  WOl  Balonek  is  not  available  for  telephonic  testimony  based  on  the  attached  email  stating  he 
intends  to  invoke  his  rights  under  Artide  31.  "A  witness  who  is  unavailable  under  Mil.  R.  Evid. 
804(aXl)-(6),  Is  not  'reasonably  available.'"  RCM  405(gXlXA).  MRE  804(aXl)  incorporates  in  the 
daim  of  privilege  against  self-incrimination. 

7.  As  of  three  months  ago.  Inmate  Whitfield  was  a  represented  party  and  the  United  States  is  working 
to  contact  his  civilian  defense  counsel  to  first  determine  whether  he  is  still  a  represented  party,  and  then 
to  request  Inmate  Whitfield's  cooperation  with  your  order.  The  confinement  fadlity  is  prepared  to 
provide  him  access  to  a  telephone  for  testimony. 


v/r 

CPT  Fein 
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caMTiteftafmYmrtnBftiak^^ 


Matthew  kemkes:  paul.r.botichard.niiliafnail.mil;  Morrow  m.  JoDean.  OT  US*  JHO-WCHyMDMf  SI*; 
Ovemaard.  Anoe)  M.  CPT  USA  JFHO-NCR/Mnw  SU-  »n«,  ml.  tWwte.  Jrffra,  H,  an 

USA  jmQ-NQVMDW  SJA:  Holzef.  Myk  LTC  MIL  USA  OIMG:  fWn.  itehten  CTT  USA  vm-HOMm  SIk 


RE:  Telephonic  802 

Wednesday,  December  14, 2011  12:34:36  PM 
High 


LTC  Almanza, 

The  defense  objects  to  having  the  listed  OCA  witnesses  testify  by  telephone.  The  defense's  ability  to 
question  these  witnesses  will  be  fh^trated  by  not  having  them  in  person.  The  defense  intends  to 
discuss  classified  information  with  each  witness.  In  order  to  adequately  do  so,  the  deferse  will  need  to 
hand  classified  information  each  individual  witness.  As  such,  having  the  witness  tesbfy  by  telephone  will 
not  ensure  a  thorough  and  impartial  Article  32  hearing. 

Adcfitionally,  the  defense  objects  to  each  of  the  government's  requests  below  concerning  CPT  Keay,  SGT 
Padgett,  SFC  Adkins,  WOl  Balonek,  and  Inmate  Whitfield.  The  government  has  had  more  than  enough 
time  to  ensure  these  witnesses  were  available  to  testify.  The  ^  that  a  particular  witness  has  made 
alternative  plans  should  not  be  held  against  the  defense  given  our  timely  request  for  the  witness. 


Best, 

David 

David  E.  Coombs,  Esq. 

Law  Office  of  David  E.  Coombs 

11  South  Angeil  Street,  #317 

Providence,  RI  02906 

Toll  Free:  1-800-588-4156 

Local:  (508)  689-4616 

Fax:  (508)  689-9282 

coombs@armycourtmartialciefense.oom 

www.armyoourtmartialdefense.com  <  http://www.armycourtmartialdefense.com/> 


***Cbrrficlentiality  Notice:  This  transmission,  induding  attachments,  may  contain  confidential  attorney- 
client  information  and  Is  intended  for  the  person(s)  or  company  named.  If  you  are  not  the  intended 
recipient,  please  notify  the  sender  and  delete  all  copies.  Unauthorized  (fisdosure,  copying  or  use  of  this 
information  may  be  unlawful  and  is  prohibited.*** 
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Aknanza.  Paul  RLTC  RES  USARUSARC 

Almafga.  Paul:  oiQmbsaafnrvoDuitmartlakte^^  Fein.  Ashden  OT  USA  JFHO-NCR/MDW  SIA 

paui.fjMudml.mllPniai.tTia;  Overaaard.  Rfwd  H.  CPT USA  JFHO-NCR/MDW  S3K  ttfaf.  Kirt  ITt; Hfl  USA 

OriAG:  Matthew  keitikes:  Whvte.  Jeffrey  H.  CPT  USA  JPHQ-NOt/MDW  SIA:  Fein.  Astiden  CPT  USA  JHO- 
NCR/MDW  SIA:  Monow  IIL  JoDean.  CPT  USA  JFWQ-WCR/MDW  SIA:  iT«*ra.s.antiiwoftrLartTiv.fnl 
Detennlnationsand  EvUenoe  Ust  (UNOASSIFia)) 


Wednesday,  Deceniber  14, 2011 4:11:45  PM 
28  use  1746  LeoistaUve  HistOfv.rtf 

US  Y.  Guidetman  (67  MlfiaJIrtf 

NIssho-lwal  V  Kline  t845  F2d  13001.rtf 

Hart  V  Halfstnn  (343  F3d  7621  20(G.rtf 

Manning  Article  32  Def  Qbl  to  Gov  Evid  Detenntn  12141  Ldoc 

Mannlnn  AUde  32  BtMence  ua  12l411.ilPi: 


Classification:  UNCLASSIRED 
Counsel  - 

Three  issues,  listed  below.  And  in  addition  to  attaching  the  documents  referenced  in  1.,  below,  I  am 
also  attaching  my  determinations  regarding  defense  objections  to  government  evidence  and  my 
evidence  list 

1.  Statements  under  penalty  of  perjury.  I  received  legal  advice  from  my  legal  advisor  yesterday 
oonoeming  whether  a  statement  under  penalty  of  perjiay  constitiJtes  a  'sworn  statement”  permitting  it 
to  be  considered  over  defense  objection  if  the  witness  is  not  reasonably  available.  The  advice  was  that 
in  accordance  with  the  text  of  28  U.S.C  Section  1746,  a  declaration  under  penalty  of  perjury  is  leg^ty 
given  "Hlce  force  and  effect”  of  a  sworn  statement  and  for  purposes  of  consideration  as  an  aitemative  to 
testimony  at  the  Article  32  may  be  considered  as  a  sworn  statement.  LTC  Holzer  also  advised  that  the 
discussion  to  Article  131  (see  para.  57c(3))  mentions  ^Ing  a  summarized  transenpt  of  Artide  32 
testimony  under  penalty  of  pojury,  which  indicates  that  such  statements  signed  outside  of  an  Artide  32 
healing  but  associated  with  such  an  investigation  can  be  considered.  I  also  note  that  the  classification 
review  statements  at  issue  all  indicate  that  they  are 

in  the  'course  of  justice”  as  they  all  indicate  the  persons  making  the  statements  knew  they  were  being 
prepay  for  use  in  this  case.  As  such,  I  consider  these  statements  to  have  the  same  indida  of 
reliability  as  sworn  statements. 

Based  on  Ns  advice  and  my  review  of  the  indicia  of  reliaNlity,  I  intend  to  consider  the  statements  made 
under  penalty  of  perjury  provided  by  RADM  Kevin  Donegan,  Mr.  Robert  Betz,  LtGen  Robert  Schmidle, 
VADM  Robert  Harward,  Mr.  Pablck  Kennedy,  RADM  David  Woods,  and  the  person  subschUng  Bates 
numbers  00378148-00378175  and  00410623-00410634. 

LTC  Holzer  provided  four  documents,  attached,  supporting  his  advice: 

a.  The  iegistative  history  of  28  U.S.C  Section  1746. 

b.  US  V.  Gunderman,  67  M  J.  683  (A.C.C.A.  2009) 

C.  Nissho-Iwal  v.  Wine,  845  F.2d  1300  (5th  Or.  1988) 
d.  Hart  V.  Hairston,  343  F.3d  762  (5th  Or.  2003). 

2.  Request  for  reconsideration  of  closure  determ'matiorVrequest  for  media  exdusion  and  gag  order.  I 
recognize  that  the  defense  disagrees  with  my  determination  that  reasonable  alternatives  to  dosure, 
such  as  thorough  voir  dire  of  the  panel  members  and  appropriate  ruling  and  instructions  by  the 
military  judge,  would  ensure  that  should  this  case  be  referred  to  trial,  PFC  Manning  would  receive  a  fair 
trial.  However,  I  do  not  believe  that  the  defense  has  shown  why  the^  aitematives  to  dosure  are 
insuffidenL  Additionally,  with  respect  to  the  defense's  reference  to  'high-ranking  offidais ...  hai^ng] 
made  improper  comments  conoerNng  PFC  Manning's  probaNe  guilt  and  appropriate  punishment,”  in 
Coombs's  131621  December  2011  email,  I  find  that  thorough  voir  dire  and  appropriate  rulings  and 
instructions  by  the  military  judge  will  ad^uately  address  the  risk  of  unlawful  command  influence.  I 
therefore  deny  the  defense's  request  for  reconsideration  of  my  dos 

ure  determination.  With  respect  to  the  defense's  request  to  exdude  the  media  from  discussion  of  the 
five  topics  at  issue  and  to  issue  a  gag  order  preventing  other  witnesses  from  discussing  those  topics, 
those  requests  are  denied. 


G 
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3.  Invocation  of  Artide  31/Fiflh  Amendment  tights.  The  recommendation  I  received  from  my  legal 
advisor  was  that  once  witnesses  invoke  their  Artide  31  or  Fifth  Amendment  rights,  those  witnesses  are 
not  reasonably  available.  LTC  Holzer  also  recommended  that  counsel  for  the  witnesses  be  contacted  to 
determine  whether  there  are  any  areas  of  inquiry  that  the  witness  could  respond  to  questioning  without 
invoking  their  rights.  Should  it  be  the  case  that  counsel  indicate  there  are  no  areas  that  the  witnesses 
will  discuss  without  involong  their  rights,  LTC  Holzer  recommended  that  the  witness  be  called  in  lieu  of 
relying  on  a  written  statement  of  their  intent  to  invoke  their  rights.  Accordingly,  I  intend  to  call  both 
SFC  Adkins  and  WOl  Balonek  as  noted  bdow. 

Thank  you. 

LTC  Almanza 
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DEPARTMENT  OF  THE  ARMY 
1S0TH  JUDGE  ADVOCATE  GENERAL  DETACHMENT  (LSO) 
MG  ALBERT  C.  UEBER  USAR  CENTER 
6901  TELEGRAPH  ROAD 
ALEXANDRIA  VIRGINIA  22310-3320 


14  December  201 1 


MEMORANDUM  FOR  US  v.  Manning  Article  32(b)  Participants 

SUBJECT:  Determinations  Regarding  Defoise  Objections  to  Government  Evidence 


1.  On  12  December  201 1,  Mr.  Coombs,  CPT  Fein,  and  I  engaged  in  a  telei^one  conference 
where  we  discussed  the  government’s  2  December  and  7  December  requested  evidence  lists. 
During  that  cmiversation,  the  defense  either  stated  they  did  not  object  to  certain  listed  items  of 
evidence  or  raised  an  objection.  The  government  thai  responded  to  objections.  This  document 
provides  my  determinations  regarding  the  defense’s  objections. 


a.  Charged  Documents: 

1.  Batch  #1  (00376954-00377572)) 

2.  Batch  #2  (00377626-00377675) 

3.  Batch  #3  (00377845-00378140). 

There  was  no  defense  objection  to  these  documents. 


b.  Classification  Reviews: 

1 .  CENTCOM  (0037687 1  -00376873) 

2.  DISA  (00376890-00376890) 

3.  CYBERCOM  (00376875-00376878) 

4.  CENTCOM  (00376879-00376902) 

5.  DoS  (00376903-00376953) 

6.  Other  (00378148-00378175) 

7.  SOUTHCOM  (00378646-00378649) 

8.  OGA  (00410623-00410634). 


The  defense  objected  that  unsworn  statements  cannot  be  considered  over  defense  objection  under 
R.C.M.  (gX^XBXO-  The  Government  responded  that  statements  made  under  penalty  of  peijury 
can  be  considered.  Per  the  legal  advisor’s  advice,  these  statements  can  be  considered. 

c.  Accused’s  Personnel  Records: 

1.  PFC  Manning’s  OMPF  (000001 16-00000164); 

2.  PFC  Manning’s  ERB  (00000006) 

3.  Security  Clearance  Documents 

a.  Batch  #1  (00015617-00015619) 

b.  Batch  #2  (00022898-000229 1 3) 

c.  Batch  #3  (00022947-00022949) 
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d.  Batch  #4  (00036801-00036802) 

e.  Batch  #5  (00000430-00000450)). 

There  was  no  defense  objection  to  these  documents. 

d.  Accused’s  Training: 

1 .  AIT  Training 

a.  Batch  #  1  (0000 1 052-000 1 1 344) 

b.  Batch  #2  (000 1 1 649-000 1 2569) 

The  defense  objected  under  R.C.M.  405(gX5XA)  that  these  documents  cannot  be  considered 
because  they  are  not  authenticated.  The  government  responded  that  they  are  not  sure  this 
reivesents  the  exact  AIT  training  the  accused  received,  but  they  have  a  witness  who  can  describe 
the  training  he  received.  I  will  not  consider  these  documents. 

2.  AfT  Corrective  Training  Slideshow  (00 1 253 1 4-00 1 253 1 6) 

3.  Information  Assurance  Training 

a.  lA  Exam  (00375768-0037577 1 ) 

b.  lA  Training  Requirranent  (00375772) 

c.  lA  Virtual  Training  (00375773) 

d.  lA  Virtual  Training  #2  (00375774) 

e.  Test  Results  (00022348) 

The  defense  objected  under  R.C.M.  405(gX5XA)  that  these  documents  cannot  be  considered 
because  they  are  not  authenticated.  The  government  responded  that  these  documents  can  be 
authenticated  by  agents.  Subject  to  authentication,  I  will  consider  these  documents. 

f.  DoD  lA  Awareness-0ctober2008-v7_0  Training  Disk  (00409673) 

g.  DoD  lA  Awareness-0ctober2009-v8_0  Training  Disk  (00409674) 

h.  Phishing  Awareness- April2008-v  10  Training  Disk  (00409675) 

i.  Pll-October  2007-v  1_0  Training  Disk  (00409676) 

There  was  no  defense  objection  to  these  documents. 

4.  Pre-Deployment  Training 

a  Iraq  Overview  PowerPoint  (00409722-00409740) 
b.  Afghanistan  Overview  PowerPoint  (0040974 1  -00409780) 

5.  Classified  Information  Systems.  CIDNE  Export  Screenshots  (00410665- 
00410667). 

There  was  no  defense  objection  to  these  documents. 

e.  Law  Enforcement  Investigations: 

1.  CID  Case  File 

a  Batch  #1  (00000179-00000376) 
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b.  Batch  #2  (00000402-0000041 1) 

c.  Batch  #3  (00021364-00025526) 

d.  Batch  #4  (00026079-00026082) 

e.  Batch  #5  (00026356-00036786) 

f.  Batch  #6  (00045302-00046073) 

g.  Batch  #7  (00375 1 83-00375724) 

h.  Batch  #8  (00378219-00378623) 

i.  Batch  #9  (00378626-00378645) 

j.  Batch  #10  (00407991-00408088) 

k.  Batch  #1 1  (00409673-0040%78) 

l.  Batch  #12  (00409781-00410553) 

m.  Batch  #13  (00410635-00410649) 


The  defense  objected  that  these  documents  contained  hearsay  within  hearsay,  and  that  AIRs  and 
sworn  statements  cannot  be  considered  over  defense  objection.  The  government  responded  that 
multiple  agoits  can  testify  as  to  the  contents  of  these  documents.  I  will  consider  the^ 
documents,  but  will  not  consider  sworn  statements,  AIRs,  or  canvass  interview  worksheets. 


2.  CID  pOTensic  Reports 

a.  10th  Mountain  Shares  (00046074-00046451) 

b.  Army  Intelligence  Report  (00046452-(X)046566) 

c.  CENTAUR  Logs  (00046567-00052616) 

d.  CENTCOM  Server  (000526 1 7-000543 1 1 ) 

e.  CIDNE  Files  (00054312-00054319) 

f.  Department  of  State  Files  (00054320-001 1 9042) 

g.  SOUTHCOM  Comparison  (00375008-00375 1 1 5) 

h.  Intelink  Logs  (001 19043-00375129) 

i.  Lamo  Chats  (00124107-00124282) 

j.  PFC  Manning’s  Personal  Computer  (00124283-00125269) 

k.  PFC  Manning’s  External  Hard  Drive  (00125270-00125318) 

l.  PFC  Manning’s  SD  Card  (00125319-00199473) 

m.  Computers  148.17.172.115  and  22.225.28.54  (00199474-00199485) 

n.  SIPRNET  Computer  22.225.29.185  (00199486-00199493) 

o.  SIPRNET  Computer  22.225.41.40  (00199494-00199510) 

p.  PFC  Manning’s  CD  (0019951 1-0199523) 

q.  NIPRNET  Computer  144.107.17.139  (00199524-00199555) 

r.  NIPRNET  Computer  144.107.19  (00199556-00211019) 

s.  NIPRNET  Computer  147.198.178.143  (00211020-00211027) 

L  SIPRNET  Computer  22.225.28.216  (0021 1028-0021 1036) 

u.  SIPRNET  Computer  22.225.4 1 .22  (002 1 1 037-00243945  and 
00243882-00374370) 

V.  OGA  Documents  (00374371-00375007) 


There  was  no  defense  objection  to  these  documents. 


c 


e 
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2.  C3  Document  (00378 1 4 1  -00378 1 47) 

3.  PFC  Manning’s  Military  Intelligence  Work  Product 

a.  lED  Storyboard  (004 1 0603-004 1 0606) 

b.  Range  Storyboard  (004 1 0607-004 1 0609) 

c.  HR  6  068  4579  10(00410610-00410612) 

d.  SIPRNET  Email,  dated  1001 12  (00410613-00410614) 

e.  SIPRNET  Email,  dated  100224  (00410615) 

f.  SIPRNET  Email,  dated  100308  (00410616) 

g.  SIPRNET  Email,  dated  100419  (00410617) 

h.  SIPRNET  Email,  dated  100425  (00410618) 

i.  SIPRNET  Email,  dated  091130  (00410600-00410602) 

The  defense  objected  under  R.C.M  405(g)(5)(A)  that  these  documents  cannot  be  considered 
because  they  are  not  authenticated.  The  government  responded  that  these  documents  can  be 
authenticated  by  agents.  Subject  to  authentication,  I  will  consider  these  documents. 

4.  WikiLeaks  Background 

a.  WikiLeaks  Most  Wanted  Leaks  of  2009,  dated  090830  (00410561- 
00410571) 

b.  WikiLeaks  Most  Wanted  Leaks  of  2009,  dated  091105  (00410572- 
00410583) 

c.  WikiLeaks  Most  Wanted  Leaks  of  2009,  dated  100522  (00410584- 
00410593) 

d.  Afghanistan  War  Logs  Posted  by  WikiLeaks  (00410668-00410670) 

e.  Tweet,  dated  1 00507  (004 1 0594-004 1 0595) 
f  Tweet,  dated  100108  (004 1 0596-004 1 0597) 
g.  Tweet,  dated  100216  (004 1 0598-004 1 0599) 

The  defense  objected  under  R.C.M  405(g)(5)(A)  that  these  documents  cannot  be  considered 
because  they  are  not  authenticated.  The  government  responded  that  these  documents  can  be 
authenticated  by  agents.  Subject  to  authentication,  1  will  consider  these  documents. 

5.  PFC  Manning’s  Other  Documents 

a.  WikiLeaks  Contact  Information  File  (00409721 ) 

b.  CIDNE  Types  File  (004097 1 9) 

c.  Written  Note  Related  to  GAL  Extraction  (00409720) 

d.  Screenshot  of  Google  Search  for  GAL  Extraction  Macro  (00409679) 

e.  Early  Bird  Article,  dated  20100318  (00409686-00409718) 

f.  Mac  Quickstart  Bar  Screenshot  (00409680) 

g.  Mac  Password  Keychain  Screenshot  (00409683) 

h.  Email  (Encrypted),  dated  100520  (00409681 ) 

i.  Email  (Decrypted),  dated  100520  (00409682) 

j.  Email,  dated  1 00408  (00409684) 

k.  Email,  dated  100410  (00409685) 

l.  HR  5  332  0069  10(00410619-00410622) 


e 


o 
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The  defense  objected  under  R.C.M  405(g)(5)(A)  that  these  documents  cannot  be  considered 
because  they  are  not  authenticated.  The  government  responded  that  these  documents  can  be 
authenticated  by  agents.  Subject  to  authentication,  1  will  consider  these  documents. 

6.  Defense  Information  Systems  Agency  Documents 

a.  DISA  Trickier  Report  (004 1 0653) 

b.  DISA  Trickier  Report  End  1  (00410650) 

c.  DISA  Trickier  Report  End  3  (0041 065 1 ) 

The  defense  objected  under  R.C.M  405(g)(5)(A)  that  these  documents  cannot  be  considered 
because  they  are  not  authenticated.  The  government  responded  that  these  documents  can  be 
authenticated  by  agents.  Subject  to  authentication,  I  will  consider  these  documents. 

7.  Other 

a.  CIDNE  Data  on  the  Internet  (00410554) 

b.  GAL  Extraction  Instructions  Screenshot  (00410555) 

c.  CENTCOM  Sharepoint  Architecture  (00410635) 

d.  NCD  Valuation  Documents  (004 1 0556-004 1 0560). 

The  defense  objected  under  R.C.M  405(g)(5)(A)  that  these  documents  cannot  be  considered 
because  they  are  not  authenticated.  The  government  responded  that  these  documents  can  be 
authenticated  by  agents.  Subject  to  authentication,  1  will  consider  these  documents. 

j.  Common  References: 

1 .  United  States  Code 

a.  1 8  U.S.C.§  793(e) 

b.  18U.S.C.  §641 

c.  18  U.S.C.  §  1030(a)(1) 

2.  Executive  Orders 

a.  EO  12958 

b.  EO  13292 

c.  EO  13526 

3.  Regulations 

a.  AR  380-5  (00001408-00001718) 

b.  AR  25-2  (00038974-00039076) 

c.  CENTCOM  Regulation  25-206  (00016128-00016229) 

4.  Public  Law  107-40,  Authorization  for  Use  of  Military  Force,  18  September 

2001. 


There  was  no  defense  objection  to  these  documents. 

3.  Please  address  all  questions  or  concerns  to  the  undersigned  at  paul.r.almanza@us.army.mil 
and  at  paul.aImanza@usdoj.gov. 


o 


Q 

AFRC-MJVA 

SUBJECT:  Determinations  Regarding  Defense  Objections  to  Government  Evidence 


4.  POC  for  this  memorandum  is  the  undersigned. 


PAUL  R.  ALMANZA 
LTC,  JA,  USAR 
Investigating  Officer 


CF: 

MAJ  Matthew  Kemkes  (at  matthew.kemkes@us.army.mil) 

CPT(P)  Paul  Bouchard  (at  paul.r.bouchard.mil@mail.mil) 

CPT  Ashden  Fein  (at  ashden.fein@jfhqncr.northcom.mil) 

Mr.  David  Coombs  (at  coombs@armycourtmartialdefense.com) 
CPT  JoDean  Morrow  (atjodean.morrow@jfhqncr.northcom.mil) 
CPT  Angel  Overgaard  (at  angel.overgaard@jfhqncr.northcom.mil) 
CPT  Jeffrey  Whyte  (atjeffrey.whyte@jfhqncr.northcom.mil) 

LTC  Mark  Holzer  (at  mark.holzer@us.army.mil) 


o 


Q 


UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  31 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


8  March  2012 


o 
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REPLY  TO 
ATTEKTIOH  OF 


DEPARTMENT  OF  THE  ARMY 

150TH  JUDGE  ADVOCATE  GENERAL  DETACHMENT  (LSO) 
MG  ALBERT  C.  LIEBER  USAR  CENTER 
6901  TELEGRAPH  ROAD 
ALEXANDRIA,  VIRGINIA  22310-3320 


AFRC-MJVA 


14  December  201 1 


MEMORANDUM  FOR  US  v.  Manning  Article  32(b)  Participants 
SUBJECT:  Evidence  List 


1.  As  indicated  in  my  original  notification  memorandum  of  23  November  201 1,  as  delayed  by 
my  e-mail  notification  to  you  of  7  December  2011,  below  is  a  list  of  the  evidence  I  intend  to 
consider  at  the  investigation: 

a.  Charged  Documents: 

1.  Batch  #1  (00376954-00377572)) 

2.  Batch  #2  (00377626-00377675) 

3.  Batch  #3  (00377845-00378140). 


b.  Classification  Reviews: 

1 .  CENTCOM  (0037687 1  -00376873) 

2.  DISA  (00376890-00376890) 

3.  CYBERCOM  (00376875-00376878) 

4.  CENTCOM  (00376879-00376902) 

5.  DoS  (00376903-00376953) 

6.  Other  (00378148-003781 75) 

7.  SOUTHCOM  (00378646-00378649) 

8.  OG A  (004 1 0623-004 1 0634). 


c.  Accused’s  Personnel  Records: 

1.  PFC  Manning’s  OMPF  (00000!  16-00000164); 

2.  PFC  Manning’s  ERB  (00000006) 

3.  Security  Clearance  Documents 

a.  Batch  #  1  (000 1561 7-000 15619) 

b.  Batch  #2  (00022898-000229 1 3) 

c.  Batch  #3  (00022947-00022949) 

d.  Batch  #4  (00036801-00036802) 

e.  Batch  #5  (00000430-00000450)). 


d.  Accused’s  Training: 

1 .  AIT  Corrective  Training  Slideshow  (00 1 253 1 4-00 1 253 1 6) 

2.  Information  Assurance  Training 

a.  I A  Exam  (00375768-0037577 1 ) 

b.  lA  Training  Requirement  (00375772) 


AFRC-MJVA 
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c.  lA  Virtual  Training  (00375773) 

d.  lA  Virtual  Training  #2  (00375774) 

e.  Test  Results  (00022348) 

f.  DoD  lA  Awareness-0ctober2008-v7_0  Training  Disk  (00409673) 

g.  DoD  lA  Awareness-0ctober2009-v8_0  Training  Disk  (00409674) 

h.  Phishing  Awareness-April2008-vl_0  Training  Disk  (00409675) 

i.  Pll-October  2007-vl_0  Training  Disk  (00409676) 

3.  Pre-Deployment  Training 

a.  Iraq  Overview  PowerPoint  (00409722-00409740) 

b.  Afghanistan  Overview  PowerPoint  (00409741-00409780) 

4.  Classified  Information  Systems.  CIDNE  Export  Screenshots  (00410665- 
00410667). 

e.  Law  Enforcement  Investigations: 

1 .  CID  Case  File  (note:  1  will  not  consider  sworn  statements,  agent’s 
investigation  reports,  and  canvass  interview  worksheets  contained  in  the  CID 
case  file) 

a.  Batch  #1  (00000179-00000376) 

b.  Batch  #2  (00000402-000004 1 1 ) 

c.  Batch  #3  (0002 1 364-00025526) 

d.  Batch  #4  (00026079-00026082) 

e.  Batch  #5  (00026356-00036786) 
f  Batch  #6  (00045302-00046073) 

g.  Batch  #7  (00375 1 83-00375724) 

h.  Batch  #8  (003782 1 9-00378623) 

i.  Batch  #9  (00378626-00378645) 

j .  Batch  #  1 0  (0040799 1  -00408088) 

k.  Batch  #11  (00409673-00409678) 

l.  Batch  #12  (00409781-00410553) 

m.  Batch  #13  (00410635-00410649) 

2.  CID  Forensic  Reports 

a.  1 0th  Mountain  Shares  (00046074-0004645 1 ) 

b.  Army  Intelligence  Report  (00046452-00046566) 

c.  CENTAUR  Logs  (00046567-000526 1 6) 

d.  CENTCOM  Server  (000526 1 7-000543 1 1 ) 

e.  CIDNE  Files  (00054312-00054319) 

f  Department  of  State  Files  (00054320-001 19042) 

g.  SOUTHCOM  Comparison  (00375008-00375 1 1 5) 

h.  Intelink  Logs  (001 19043-00375129) 

i.  Lamo  Chats  (00 124 107-00 124282) 

j.  PFC  Manning’s  Personal  Computer  (00124283-00125269) 

k.  PFC  Manning’s  External  Hard  Drive  (00 1 25270-00 1 253 1 8) 

l.  PFC  Manning’s  SD  Card  (00 1253 1 9-00 1 99473) 

m.  Computers  148.17,172.1 15  and  22.225.28.54  (00199474-00199485) 

n.  SIPRNET  Computer  22.225.29. 185  (00199486-00199493) 
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o.  SIPRNET  Computer  22.225.4 1 .40  (00199494-00 1 995 1 0) 

p.  RFC  Manning’s  CD  (0019951 1-0199523) 

q.  N I PRNET  Computer  144.107.17.139(00199524-00199555) 

r.  NIPRNET  Computer  144.107.19(00199556-00211019) 

s.  NIPRNET  Computer  147.198.178.143  (0021 1020-0021 1027) 

t.  SIPRNET  Computer  22.225.28.2 1 6  (002 1 1 028-002 1 1 036) 

u.  SIPRNET  Computer  22.225.41.22  (0021 1037-00243945  and 
00243882-00374370) 

V.  OGA  Documents  (00374371-00375007) 


f.  Administrative  Investigations  (note:  I  will  not  consider  sworn  statements,  agent’s 
investigation  reports,  interview  MFRs,  or  canvass  interview  worksheets  contained  in 
these  documents): 

1 .  AR  380-5  Investigation  (00000663-0000077 1 ) 

2.  USF-I  AR  1 5-6  Investigation  (000 12721  -000 1 2903) 

3.  SecArmy  AR  15-6  Investigation 

a.  Batch  U I  (000 1 3 1 62-00020 152) 

b.  Batch  #2  (00036787-00036788) 

g.  Enemy  Possession  of  Wikileaks  Material: 

1 .  Al-Qa’ida  Recruiting  Video  (00408202-00408236) 

2.  Al-Qa’ida  in  the  Arabian  Peninsula  Magazine  (00012570-0001271 1) 

3.  Enemy  Number  1  Possession  Report  (classified  evidence) 

4.  Enemy  Number  2  Possession  Report  (classified  evidence) 

5.  Enemy  Number  1  Possession  Evidence 

a.  HR  6  089  0563  1 1  (Redacted)  (00410660-00410664) 

b.  Metadata  display  (004 1 0658-004 1 0659) 

c.  Forensically  Recovered  Material  (00410654-00410657) 

h.  Miscellaneous  Documents: 

1 .  DCGS-A  Logon  Banner  (00376856-00376856) 

2.  C3  Document  (00378141-00378147) 

3.  PFC  Manning’s  Military  Intelligence  Work  Product 

a.  lED  Storyboard  (00410603-004 1 0606) 

b.  Range  Storyboard  (004 1 0607 -004 1 0609) 

c.  I IR  6  068  4579  1 0  (004 1 06 1 0-004 10612) 

d.  SIPRNET  Email,  dated  100112(00410613-00410614) 

e.  SIPRNET  Email,  dated  100224(00410615) 
f  SIPRNET  Email,  dated  100308  (00410616) 

g.  SIPRNET  Email,  dated  100419(00410617) 

h.  SIPRNET  Email,  dated  100425  (00410618) 

i.  SIPRNET  Email,  dated  091130  (00410600-00410602) 

4.  WikiLeaks  Background 

a.  WikiLeaks  Most  Wanted  Leaks  of  2009,  dated  090830  (00410561- 
00410571) 
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b.  WikiLeaks  Most  Wanted  Leaks  of  2009,  dated  091105  (00410572- 
00410583) 

c.  WikiLeaks  Most  Wanted  Leaks  of2009,  dated  100522  (00410584- 
00410593) 

d.  Afghanistan  War  Logs  Posted  by  WikiLeaks  (00410668-00410670) 

e.  Tweet,  dated  1 00507  (004 1 0594-004 1 0595) 

f.  Tweet,  dated  100108(00410596-00410597) 

g.  Tweet,  dated  100216  (004 1 0598-004 1 0599) 

5.  PFC  Manning’s  Other  Documents 

a.  WikiLeaks  Contact  Information  File  (0040972 1 ) 

b.  CIDNE  Types  File  (00409719) 

c.  Written  Note  Related  to  GAL  Extraction  (00409720) 

d.  Screenshot  of  Google  Search  for  GAL  Extraction  Macro  (00409679) 

e.  Early  Bird  Article,  dated  20 100318  (00409686-004097 1 8) 
f  Mac  Quickstart  Bar  Screenshot  (00409680) 

g.  Mac  Password  Keychain  Screenshot  (00409683) 

h.  Email  (Encrypted),  dated  1 00520  (0040968 1 ) 

i.  Email  (Decrypted),  dated  1 00520  (00409682) 

j .  Email,  dated  1 00408  (00409684) 

k.  Email,  dated  100410  (00409685) 

l.  HR  5  332  0069  10(00410619-00410622) 

6.  Defense  Information  Systems  Agency  Documents 

a.  DISA  Trickier  Report  (004 1 0653) 

b.  DISA  Trickier  Report  End  1  (00410650) 

c.  DISA  Trickier  Report  End  3  (0041065 1 ) 

7.  Other 

a.  CIDNE  Data  on  the  Internet  (00410554) 

b.  GAL  Extraction  Instructions  Screenshot  (00410555) 

c.  CENTCOM  Sharepoint  Architecture  (00410635) 

d.  NCD  Valuation  Documents  (00410556-00410560). 

i.  Common  References: 

1 .  United  States  Code 

a.  18  U.S.C.  §  793(e) 

b.  18  U.S.C.  §641 

c.  18  U.S.C.  §  1030(a)(1) 

2.  Executive  Orders 

a.  EO  12958 

b.  EO  13292 

c.  EO  13526 

3.  Regulations 

a.  AR  380-5  (00001408-00001718) 

b.  AR  25-2  (00038974-00039076) 

c.  CENTCOM  Regulation  25-206(00016128-00016229) 


e 
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4.  Public  Law  107-40,  Authorization  for  Use  of  Military  Force,  18  September 

2001. 

2.  Please  address  all  questions  or  concerns  to  the  undersigned  at  paul.almanza@usdoj.gov. 

3.  POC  for  this  memorandum  is  the  undersigned. 


PAUL  R.  ALMANZA 
LTC,  JA,  USAR 
Investigating  Officer 


CF: 

MAJ  Matthew  Kemkes  (at  matthew.kemkes@us.army.mil) 

CPT(P)  Paul  Bouchard  (at  paul.r.bouchard.mil@mail.mil) 

CPT  Ashden  Fein  (at  ashden.fein@jfhqncr.northcom.mil) 

Mr.  David  Coombs  (at  coombs@armycourtmartialdefense.com) 
CPT  JoDean  Morrow  (atjodean.morrow@jfhqncr.northcom.mil) 
CPT  Angel  Overgaard  (at  angel.overgaard@jfhqncr.northcom.mil) 
CPT  Jeffrey  Whyte  (atjefFrey.whyte@jfhqncr.northcom.mil) 

LTC  Mark  Holzer  (at  mark.holzer@us.army.mil) 


o 


o 


UNITED  STATES  OF  AMERICA  ) 

) 

V.  )  Prosecution  Response  to  Defense 

)  Motion  to  Compel  Depositions 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  )  Enclosure  32 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  )  8  March  2012 

Fort  Myer,  Virginia  22211  ) 
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2 

3 

4 

5 

6 

7 

8 

9 

10 
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13 
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15 
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17 

18 
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Q 


Q 


TC:  And  sir,  did  you  consider,  specifically,  the  portion 
of  the  rule  that  says,  "By  opening  trials  to  public  scrutiny, 
reduces  the  chance  of  arbitrary  and  capricious  decisions  and 
enhances  the  public  confidence  in  this  court-martial  or  Article 
32  process." 

10:  I  did. 

TC:  Sir,  did  you  consult  with  your  legal  advisor  when 
making  this  determination? 

10:  I  did. 

TC:  And  finally  sir,  did  you  consider  reasonable 
alternatives  to  closure  as  required  in  the  test,  in  the  Rule 
under  R.C.M  806? 

10:  I  did,  specifically;  I  considered  and  made  findings  as 

to  voir  dire  and  appropriate  rules  and  instructions  of  the 
Military  Judge. 

TC:  And  those  are  written  findings  in  the  record  that  will 
be  reviewed  by  the  Military  Judge  or  appellate  court  later? 

10:  Should  this  case  be  referred  for  trial?  Yes. 

TC:  Yes,  sir. 

Sir,  now  I  am  referencing  sworn  stat^nents.  In  making 
your  determination  with  respect  to  alternatives  to  testimony 
during  this  Investigation,  did  you  consider  the  rules  outlined 
in  Rule  for  Court-Martial  405(g)? 

10:  I  did. 
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TC:  And  did  you  consult  with  your  legal  advisor  on  this 
issue? 

10:  I  did. 

TC;  Did  your  legal  advisor  provide  you  with  legal  research 
concerning  this  issue? 

10:  Yes,  he  did,  and  I  provided  his  advice  in  the 
documents  he  provided  me  to  counsel. 

TC:  And  sir,  with  this  legal  advice,  did  you  determine 
that  you  would  consider  the  original  classification  authority 
statements  made  under  the  penalty  of  perjury  pursuant  to  28 
O.S.C.  S1746,  in  lieu  of  their  testimony,  because  they  are  not 
reasonably  available? 

10:  Yes,  that  is  the  determination  that  I  made. 

TC:  And  you  did  that,  sir,  pursuant  to  the  rules  set  forth 
in  Rule  for  Court-Martial  405? 

10:  Correct. 

TC:  And  finally,  sir,  did  you  make  those  written  findings 
of  fact  concerning  that  decision? 

10:  Yes,  I  believe  so.  Yes. 

TC:  Thank  you,  sir. 

10;  There  are  number  of  emails  between  the  counsel,  so  I 
believe  that  was  contained  in  an  email. 

TC:  So  it  is  documented  for  the  record? 

10:  Correct. 
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saying  well,  the  defense  can  clean  up  the  mess  afterwards  might 
cause  somebody  to  say  they' re  not  fair? 

10:  That  is  also  a  matter  I  will  consider  when  I 

deliberate. 

CDC:  And  lastly,  given  the  fact  that  this  case  rises  and 
falls  on  whether  or  not  information  is  properly  classified; 
whether  or  not  it  could  cause  harm.  Could  you  see  a  reasonable 
person  going,  the  10' s  determination  that  these  people  are  too 
important  to  come  here.  The  expense  and  the  time  and  effort  to 
bring  Lieutenant  Generals,  Rear  Admirals,  and  Vice  Admirals  here 
to  back  up  their  unsworn  declarations  might  cause  a  reasonable 
person  to  say  you  know  what,  that  this  whole  case.  And  now  the 
defense  can't  cross-examine  any  of  the  people  who  are  supporting 
the  22  specifications  against  this  man  [pointing  to  the 

accused] .  Would  that  cause  somebody  to  say - 

10:  The  test - 

CDC:  - you  know  what - 

10:  The  test  does  not - 

CDC:  - I  wonder  if  he  could  be  biased  or  not? 

10:  The  test  is  not  whether  somebody  is  too  inportant  to 
be  brought  to  testify  but  rather  whether  the  significance  of 

their  expected  testimony  outweighs,  it's  in  the  rule - 

CDC:  Exactly.  These  people  are  so  important,  there  is  no 
expense,  time  and  delay  that  would  authorize  them  not  being  here 
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today.  So  could  you  see  how  somebody  then  might  say,  "You  know 
what,  I  don't  think  this  guy  can  be  impartial." 

Lastly,  the  government  has  said  a  [Article]  32  is  not 
a  court-martial.  A  [Article]  32  is  part  of  the  military  justice 
system.  This  courtroom  is  beautiful.  Everything  they  have  done 
here  is  to  show  the  best  face  of  the  military  justice  system. 
This  is  the  best  we  can  do  [turning  to  speak  to  the  spectator 
gallery] - 

10:  Mr.  Coombs,  who  are  you  addressing? 

CDC:  I'm  addressing  the  public  because  this  is  a  public 
hearing.  What  I  am  saying  is  if  this  is  the  best  that  we  can 
do,  military  justice?  This  is  an  Article  32  hearing.  It  should 
be  a  thorough  and  impartial  hearing.  .  We  should  go  out  of  our 
way,  especially  given  all  the  comments  by  the  Secretary  of 
State,  by  The  President  of  the  United  States,  by  multiple 
members  of  the  Department  of  Defense  as  to  whether  or  not  there 
is  blood  on  the  hands  of  the  people  who  leaked  this  information; 
whether  or  not  my  client  should  be  executed.  All  the  public 
comments,  all  of  the  statements  that  were  done  initially  should 
beg  for  the  fact  that  we  have  a  thorough  and  impartial  hearing 
to  actually  get  to  the  facts.  Not  to  further  hide  it.  Not  to 
say,  you  know  what  he  will  have  his  day  in  court  but  the  Article 
32  is  not  going  to  be  it.  That  is  unacceptable. 


10:  Thank  you  both. 


o 


Q 


1  findings  of  fact  and  my  conclusions  of  law  on  the  record  today, 

2  I  intend  to  append  a  written  determination  to  the  report  of 

3  investigation, 

4  First,  as  a  civilian,  I  am  employed  by  the  Department 

5  of  Justice  as  a  Deputy  Chief  in  the  Criminal  Division's  Child 

6  Exploitation  and  Obscenity  Section.  My  section  does  not  handle 

7  cases  involving  conduct  of  which  PFC  Manning  is  accused. 

8  Second,  I  was  not  aware  of  the  specifics  of  DOJ's 

9  investigation  into  the  WikiLeaks  matter  before  reviewing 

10  materials  in  my  role  of  as  Investigating  Officer. 

11  Third,  I  sent  emails  to  counsel  concerning  this  matter 

12  from  my  usdoj.gov  email  account. 

13  Fourth,  I  stated  the  reasons  for  my  denial  of  the 

14  defense  request  to  produce  the  DOJ  file  in  this  case  in  my 

15  written  determinations  as  to  defense  requested  evidence. 

16  Fifth,  while  I  am  employed  as  a  civilian  by  the 

17  Department  of  Justice  that  is  investigating  this  matter,  no 

18  aspect  of  my  Department  of  Justice  work  in  the  Child 

19  Exploitation  and  Obscenity  Section  is  involved  with  or  otherwise 

20  relates  to  the  allegations  against  PFC  Manning. 

21  10:  Sixth,  I  made  written  determinations  as  to  defense- 

22  requested  witnesses  in  writing  based  on  my  determinations  as  to 

23  whether  the  expected  testimony  was  necessary  to  make  an  informed 

24  recommendation  as  to  the  truth  of  the  charges,  the  form  of  the 
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charges,  and  the  disposition  of  the  charges;  and  also  determined 
whether  witnesses  were  reasonably  available.  I  also  considered 
whether  the  expected  testimony  was  cumulative  to  the  testimony 
of  other  witnesses. 

Seventh,  after  my  legal  advisor  called  me  on  15 
December  2011  to  discuss  R.C.M.  405(f) (11)  and  405(a)(1)(C)  to 
ensure  that  I  was  properly  considering  them,  I  reconsidered  my 
earlier  determination  as  to  three  defense  requested  witnesses. 
During  that  conversation  my  legal  advisor  made  no 
recommendations  as  to  my  determinations  on  defense  requested 
witnesses. 

Eighth,  my  determination  as  to  the  defense's  closure 
request  was  made  after  consulting  my  legal  advisor  and  providing 
his  advice  to  the  parties.  That  determination  was  consistent 
with  the  legal  advice  I  received.  I  provided  the  reasons  for 
that  determination  in  writing,  applying  R.C.M.  806(b)(2). 

Ninth,  my  determination  as  to  my  ability  to  consider 
statements  under  penalty  of  perjury  under  28  U.S.C.  §1746  was 
made  after  consulting  with  my  legal  advisor  and  after  providing 
his  advice  and  cases  and  legislative  history  he  provided  me  to 
the  parties;  and  my  determination  was  consistent  with  my  legal 
advisor's  advice.  I  provided  that  determination  in  writing  to 
counsel  via  an  email  on  14  December  at  1418  [hours] .  I  did 
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limited  research  into  the  matter  before  seeking  my  legal 
advisor's  advice. 

10:  Tenth,  I  conclude  that  a  reasonable  person  knowing  all 

the  above  facts  would  not  conclude  that  my  impartiality  might 
reasonably  be  questioned. 

Counsel,  at  this  point  is  there  anything  further  to 

address? 

TC:  Sir,  the  United  States  would  like  to  just  reflect  for 
the  record  that  also  during  the  recess  that  the  trial  counsel 
contacted  the  Special  Court-Martial  Convening  Authority  and 
advised  him  of  the  defense's  request  for  a  verbatim  transcript 
and  the  Investigating  Officer's  concurrence  and  the  trial 
counsel's  concurrence.  He  ordered  the  verbatim  transcript  to  be 
created  but  only  for  the  sole  purposes  of  the  filing  this  writ; 
and  it  will  only  include  the  portions  of  this  hearing  up  to  this 
session.  It  will  be  produced  tonight. 

10:  Thank  you,  trial  counsel. 

Defense? 

CDC:  Nothing  further  from  the  defense. 

10:  Okay.  At  this  point,  we  are  in  recess. 

[The  Article  32  hearing  recessed  at  1514,  16  December  2011.] 

[The  Article  32  hearing  was  called  to  order  at  1528,  16  December 

2011. ] 
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Wednesday,  December  14,  2011  10:47:21  PM 

Manning  Article  32  Defense  Requested  Witnesses  Determlnatjons  12HU.dQC 


Classification:  UNCLASSIFIED 
Counsel  - 

Attached  are  my  determinations  as  to  defense  requested  witnesses,  and  below  is  a  list  of  the  reasonably 
available  witnesses  I  intend  to  have  appear  personally,  and  for  those  witnesses  who  are  not  reasonably 
available,  whether  I  intend  to  take  their  testimony  by  phone  or  to  consider  another  alternative  to 
testimony: 

a.  SFC  Paul  Adkins  (reasonably  available  -  in  person) 

b.  SPC  Eric  S.  Baker  (reasonably  available  -  in  person) 

c.  WOl  Kyle  J.  Balonek  (not  reasonably  available  -  by  telephone) 

d.  SA  Troy  Bettencourt  (reasonably  available  -  in  person) 

e.  SSG  Peter  Bigelow  (not  reasonably  available  -  by  telephone) 

f.  CPT  Thomas  Cherepko  (not  reasonably  available  -  by  telephone) 

g.  SA  Antonio  Edwards  (reasonably  available  -  in  person) 

h.  CPT  Casey  Fulton  (reasonably  available  -  in  person) 

i.  SA  Toni  Graham  (not  reasonably  available  -  by  telephone) 

j.  Mr.  Mark  Johnson  (reasonably  available  -  in  person) 

k.  Mr.  Adrian  Lamo  (reasonably  available  -  in  person) 

l.  CPT  Steven  Lim  (reasonably  available  -  in  person) 

m.  SGT  Chad  Madaras  (not  reasonably  available  -  by  telephone) 

n.  SFC(R)  Brian  Madrid  (not  reasonably  available  -  by  telephone) 

0.  SA  Mark  Mander  (reasonably  available  -  in  person) 

p.  Mr.  Jason  Milliman  (not  reasonably  available  -  by  telephone) 

q.  SA  Calder  Robertson  (not  reasonably  available  -  by  telephone) 

r.  SA  David  Shaver  (reasonably  available  -  in  person) 

s.  Ms.  Jihrleah  Showman  (not  reasonably  available  -  by  telephone) 

t.  SA  Alfred  Williamson  (reasonably  available  -  in  person) 

u.  CPT  Barclay  Keay  (not  reasonably  available  -  by  telephone) 

V.  SGT  Daniel  Padgett  (reasonably  available  -  in  person) 

w.  Inmate  Christopher  Whitfield  (not  reasonably  available  -  by  telephone) 

X.  RADM  Kevin  Donegan  (not  reasonably  available  -  statement  under  penalty  of  perjury) 

y.  Mr.  Robert  Betz  (not  reasonably  available  -  statement  under  penalty  of  perjury) 

z.  LtGen  Robert  Schmidle  (not  reasonably  available  -  statement  under  penalty  of  perjury) 
aa.  VADM  Robert  Flarward  (not  reasonably  available  -  statement  under  penalty  of  perjury) 

bb.  Mr.  Patrick  Kennedy  (not  reasonably  available  -  statement  under  penalty  of  perjury) 
cc.  RADM  David  Woods  (not  reasonably  available  -  statement  under  penalty  of  perjury) 

dd.  Person  subscribing  Bates  numbers  00378148-00378175  and  00410623-00410634  (not  reasonably 
available  -  statement  under  penalty  of  perjury) 

Thank  you. 

LTC  Almanza 
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MEMORANDUM  FOR  US  v.  Manning  Article  32(b)  Participants 
SUBJECT:  Determinations  as  to  Defense  Requested  Witnesses 


I .  This  document  provides  my  determinations  as  to  defense  requested  witnesses. 

a.  SA  Toni  Graham  -  she  is  not  reasonably  available  because  while  her  testimony  is 
relevant,  she  is  located  in  Hawaii  and  the  significance  of  her  expected  testimony  with 
respect  to  the  first  month  of  the  investigation  and  her  personal  appearance  does  not 
outweigh  the  difficulty  and  cost  of  obtaining  her  presence  at  the  investigation. 

b.  SA  Mark  Mander  -  reasonably  available. 

c.  SA  Calder  Robertson  -  he  is  not  reasonably  available  because  while  his  testimony  is 
relevant,  he  is  located  in  Germany  and  the  significance  of  his  expected  testimony  with 
respect  to  obtaining  the  collection  of  digital  evidence  and  forensic  imaging  does  not 
outweigh  the  difficulty  and  cost  of  obtaining  his  presence  at  the  investigation. 

d.  SA  David  Shaver  -  reasonably  available. 

e.  SACharles  Ames  -  his  expected  testimony  is  cumulative  with  other  law  enforcement 
witnesses  involved  in  the  investigation;  to  the  extent  his  testimony  would  cover  the 
collection  of  classified  information  for  the  Information  Review  Task  Force’s  damage 
assessment,  1  understand  from  the  12  December  201 1  telephone  conference  with  CPT 
Fein  and  Mr.  Coombs  that  the  government  does  not  have  the  authority  to  disclose 
damage  assessments  and  thus  I  conclude  that  any  testimony  concerning  such  topics 
would  not  be  permissible. 

f  SA  Alfred  Williamson  -  reasonably  available. 

g.  SA  Troy  Bettencourt  -  reasonably  available. 

h.  SA  Ronald  Rock  -  as  the  law  enforcement  investigation  was  a  joint  investigation,  his 
expected  testimony  is  cumulative  with  other  law  enforcement  witnesses  involved  in 
the  investigation. 

i.  SA  Patrick  Wheeler  -  as  the  law  enforcement  investigation  was  a  joint  investigation, 
his  expected  testimony  is  cumulative  with  other  law  enforcement  witnesses  involved 
in  the  investigation;  moreover,  his  testimony  concerning  his  contacts  with  Mr.  Adrian 
Lamo  is  cumulative  with  Mr.  Lamo’s  testimony. 

j.  CPT  Martin  Liebman  -  his  expected  testimony  is  not  relevant  to  the  form  of  the 
charges,  the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an 
informed  recommendation  as  to  disposition;  specifically,  CPT  Liebman’s  concerns 
about  PFC  Manning’s  mental  health  did  not  rise  to  the  level  of  causing  him  to 
indicate  that  PFC  Manning  was  not  suitable  for  continued  access  to  classified 
material,  and  thus  are  not  relevant  to  a  determination  as  to  whether  PFC  Manning 
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committed  the  charged  offenses  and  if  so,  what  the  disposition  of  those  charges 
should  be.  (1  note  that  with  respect  to  all  the  defense-requested  witnesses  concerning 
PFC  Manning's  mental  health  issues,  the  government  has  stated  that  on  22  April 
201 1,  an  R.C.M.  706  board  concluded  that  “PFC  Manning  did  not  have  a  severe 
mental  disease  or  defect  at  the  time  of  the  alleged  criminal  conduct  that  resulted  in 
him  being  unable  to  appreciate  the  nature  and  quality  or  wrongfulness  of  his 
conduct.”) 

k.  CPT  Michael  Worsley  -  his  expected  testimony  is  not  relevant  to  the  form  of  the 
charges,  the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an 
informed  recommendation  as  to  disposition;  specifically,  CPT  Worsley’s  concerns 
about  PFC  Manning’s  behavior  and  issues  did  not  rise  to  the  level  of  causing  him  to 
recommend  to  the  command  that  they  should  suspend  PFC  Manning’s  clearance  and 
thus  is  not  relevant  to  a  determination  as  to  whether  PFC  Manning  committed  the 
charged  offenses  and  if  so,  what  the  disposition  of  those  charges  should  be. 

l.  CPT  Edan  Critchfield  -  his  expected  testimony  is  not  relevant  to  the  form  of  the 
charges,  the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an 
informed  recommendation  as  to  disposition;  specifically,  CPT  Critchfield  only 
recommended  that  PFC  Manning  was  not  suitable  for  continued  access  to  classified 
material  and  that  his  security  clearance  should  be  suspended  on  28  May  2010,  after 
the  dates  of  all  charged  offenses,  and  despite  his  determination  on  22  May  2010  that 
PFC  Manning  was  at  risk  to  himself  and  others,  he  did  not  make  a  recommendation  as 
to  PFC  Manning’s  continued  access  to  classified  information  on  that  date  due  to 
having  been  informed  that  PFC  Manning  was  no  longer  allowed  in  the  T-SCIF,  and 
thus  is  not  relevant  to  a  determination  as  to  whether  PFC  Manning  committed  the 
charged  offenses  and  if  so,  what  the  disposition  of  those  charges  should  be. 

m.  COL  David  Miller  -  his  expected  testimony  is  not  relevant  to  the  form  of  the  charges, 
the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an  informed 
recommendation  as  to  disposition;  specifically,  whether  the  command  could  or  should 
have  monitored  and  addressed  PFC  Manning’s  conduct  and  behavior  better,  and 
whether  the  command  should  have  removed  his  access  to  classified  information 
earlier,  is  not  relevant  to  a  determination  as  to  whether  PFC  Manning  committed  the 
charged  offenses  and  if  so,  what  the  disposition  of  those  charges  should  be. 

n.  LTC  Brian  Kerns  -  his  expected  testimony  is  not  relevant  to  the  form  of  the  charges, 
the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an  informed 
recommendation  as  to  disposition;  specifically,  whether  the  command  could  or  should 
have  monitored  and  addressed  PFC  Manning’s  conduct  and  behavior  better,  and 
whether  the  command  should  have  removed  his  access  to  classified  information 
earlier,  is  not  relevant  to  a  determination  as  to  whether  PFC  Manning  committed  the 
charged  offenses  and  if  so,  what  the  disposition  of  those  charges  should  be. 

Moreover,  his  information  as  to  whether  unauthorized  media/programs  were 
commonly  on  SIPRNET  computers  is  cumulative  to  the  testimony  of  CPT  Cherepko, 
CPT  Keay,  and  SGT  Padgett,  and  his  testimony  as  to  remedial  measures  the 
command  took  to  improve  INFOSEC  measures  is  not  relevant  as  it  post-dates  the 
charged  offenses. 
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o.  M  AJ  Elijah  Dreher  -  his  expected  testimony  is  not  relevant  to  the  form  of  the 
charges,  the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an 
informed  recommendation  as  to  disposition;  specifically,  whether  the  command  could 
or  should  have  monitored  and  addressed  PFC  Manning’s  mental  health  issues  better, 
and  should  have  left  PFC  Manning  back  instead  of  taking  him  on  the  deployment,  and 
whether  or  not  he  was  aware  or  should  have  been  aware  of  PFC  Manning’s  mental 
health  issues,  is  not  relevant  to  a  determination  as  to  whether  PFC  Manning 
committed  the  charged  offenses,  and  if  so,  what  the  disposition  of  those  charges 
should  be. 

p.  M  AJ  Clifford  D.  Clausen  -  his  expected  testimony  is  not  relevant  to  the  form  of  the 
charges,  the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an 
informed  recommendation  as  to  disposition;  specifically,  whether  the  command  could 
or  should  have  monitored  and  addressed  PFC  Manning’s  conduct  and  behavior  better 
is  not  relevant  to  a  determination  as  to  whether  PFC  Manning  committed  the  charged 
offenses  and  if  so,  what  the  disposition  of  those  charges  should  be.  Moreover,  his 
information  as  to  whether  music  CDs  were  allowed  in  the  T-SCIF  is  cumulative  to  the 
testimony  of  CPT  Cherepko,  CPT  Keay,  and  SGT  Padgett. 

q.  CPT  Barclay  Keay  -  not  reasonably  available  due  to  previously  scheduled  leave; 
although  he  would  have  been  available  on  3  or  4  January  2012,  the  significance  of  his 
testimony  does  not  outweigh  the  delay  in  securing  his  personal  appearance.  1 
understand  the  government  and  the  defense  join  in  requesting  that  he  be  considered 
not  reasonably  available  and  that  he  testify  by  telephone. 

r.  CPT  Matthew  W.  Freeburg  -  his  expected  testimony  is  not  relevant  to  the  form  of  the 
charges,  the  truth  of  charges,  or  information  as  may  be  necessary  to  make  an 
informed  recommendation  as  to  disposition;  specifically,  whether  the  command  could 
have  monitored  and  addressed  PFC  Manning’s  conduct  and  mental  health  issues 
better,  the  circumstances  of  his  removing  PFC  Manning  from  the  T-SCIF  and 
assigning  him  to  the  supply  room,  the  Article  15  PFC  Manning  received,  CPT 
Freeburg’s  interaction  with  CPT  Worsley  where  he  received  CPT  Worsley’s  opinion 
as  to  the  extent  of  PFC  Manning’s  condition,  his  sending  PFC  Manning  to  CPT 
Critchfield  for  an  evaluation,  and  his  initiation  of  chapter  paperwork,  is  not  relevant 
to  a  determination  as  to  whether  PFC  Manning  committed  the  charged  offenses, 
especially  as  CPT  Critchfield  did  not  recommend  that  PFC  Manning’s  access  to 
classified  information  be  rescinded.  His  information  as  to  whether  videogames, 
movies,  and  music  was  placed  on  the  SIPRNet  is  cumulative  to  the  testimony  of  CPT 
Cherepko,  CPT  Keay,  and  SGT  Padgett. 

s.  CPT  Steven  Lim  -  reasonably  available. 

t.  CPT  Thomas  Cherepko  -  reasonably  available. 

u.  CPT  Michael  Johnson  -  his  expected  testimony  is  not  relevant  to  the  form  of  the 
charges,  the  truth  of  the  charges,  or  information  as  may  be  necessary  to  make  an 
informed  recommendation  as  to  disposition;  specifically,  whether  the  command  could 
or  should  have  monitored  and  addressed  PFC  Manning’s  conduct  and  behavior  better 
is  not  relevant  to  a  determination  as  to  whether  PFC  Manning  committed  the  charged 
offenses  and  if  so,  what  the  disposition  of  those  charges  should  be. 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  1 4,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DD  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  10  and  14  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1984,  RCM  1105). 

9.  DD  Form  458,  "Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

15.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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